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Abstract  
 
Cybersecurity breaches and attacks have not only cost businesses and organizations millions of dollars 
but have also threatened national security and critical infrastructure. Examples include the Ransomware 

attack in May of 2021 on the largest fuel pipeline in the United States and the February 2021 remote 
access system breach of a Florida water treatment facility which raised sodium hydroxide to a lethal 
level. Improving cybersecurity requires a skilled workforce with relevant knowledge and skills. Academic 

cyber ranges offer virtualized environments that sup port cybersecurity educators' needs to provide 
students with a safe, separated, and engaging environment. More and more academic programs utilize 
cyber ranges due to the perceived benefit of integrating them into their cybersecurity - related programs. 
The p urpose of this study was to understand the educators who were using the Virginia Cyber Range 
and how they were using them for cybersecurity education. More specifically, the study examined their 
usage for alignment with a learning taxonomy to verify the us age contributed to successful and 

significant student learning.   Results suggested that high school cybersecurity educators were the 
primary users. These educators had less formal cybersecurity education and experience compared to 
cybersecurity educators i n higher education. The data also showed that cybersecurity educators 
primarily used cyber ranges for teaching and learning as opposed to providing feedback and assessment 
to meet learning goals and objectives.  
 
Keywords : cyber ranges, cybersecurity educat ion, significant learning experiences, integrated course 

design  

 
1. INTRODUCTION  

Ranges are used to practice skills in a controlled 
environment. Golf driving ranges allow golfers to 
practice their golf swing before an actual game. A 
shooting r ange provides an opportunity to 
practice with firearms before a qualification test 

or competition. Similarly, cyber ranges provide a 
means for organizations to practice penetration 

testing and incident response in a simulated 
environment, providing realist ic training. The 
military, government, and private industry use 
organizational cyber ranges such as the National 
Cyber Range, the DOD Cyber Security Range, and 
private cyber ranges such as Raytheon's, IBM's, 

and Metova's (Smith, 2017). Organizational cyber  
ranges train their personnel in an operational 
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context and may include simulated scenarios with 

realistic networks that mirror the working 
environment (Brunner et al., 2019). These ranges 
utilize virtualization for efficiency and cost -

effectiveness.  
 
None theless, virtualization software, installation, 
configuration, and support can be expensive 
(Brunner et al., 2019). Variations in cyber ranges 
exist to balance the needs of its users and 
resources. Specifically, differences in educational 

cyber ranges exis t to meet the challenges of 
resources and support while also providing 
specific educational needs. Compared to 
organizational cyber ranges, academic facing 
cyber ranges in cybersecurity education are 
relatively new. The purpose of this study is to 

contribu te to research on educational cyber 
ranges and cybersecurity education by describing 
who is using the Virginia Cyber Range (VaCR) for 
educational purposes and how they are using it.  
 
For cybersecurity educators, a cyber range is a 
safe, virtual environment for activities that 

support cybersecurity - related hands -on learning 
(Darwish et al., 2020). Cybersecurity educators 
will most likely use cyber ranges in their 
classrooms to aid instructional content or 
assessment (NIST, 2018). They may also use  
cyber ranges outside of the classroom for 
professional development (PD) and enrichment 

activities (Beauchamp et al., 2020). A cyber 
range supports efforts to provide cybersecurity 

education with engaging hands -on exercises and 
labs to gain proficiency in a safe, virtual 
environment. Since the implementation of cyber 
ranges for educational purposes in academic 

settings is relatively recent, there is a need to 
explore and describe educational cyber ranges to 
develop theory and understand how these 
academic c yber ranges support cybersecurity 
educational efforts.  
 
Accordingly, this research focuses on a single 

cyber range, the VaCR. Understanding how the 
VaCR supports teaching and learning may be 
valuable to others interested in investing in an 
educational cybe r range. The results of studying 

the VaCR may transfer if future locations decide 
the approach is fitting for their needs (Tracy, 
2010). The VaCR is an advantageous location to 

explore educational cyber ranges. Its purpose is 
specified for education, its c loud -based design 
increases its accessibility, and its multi -university 
collaboration provides an abundance of 
cybersecurity education resources.  
 

The purpose of this study was to describe who are 
the educators using cyber ranges for 

cybersecurity educatio n and how they are using 

them to create significant cybersecurity learning 
experiences from the educator's perspective. 
Using Fink's Significant Learning Experience 

(SLE) taxonomy (2013) as a theoretical lens, the 
study addresses the following research que stions:  

 Who are the educators using the VaCR for 
educational purposes?  

 How is the VaCR used for cybersecurity 
education?  

The analysis described how the VaCR is used 
through the perspective of its registered 
educators to provide an understanding of how 

cyb er range resources are used by cybersecurity 
educators and who are the educators using them 
to support cybersecurity education.  

 
2. CYBER RANGES: APPROACHES AND 

CURRENT USAGE LANDSCAPE  

 
A single definition of cyber ranges does not exist 
as they have varyi ng types, users, and purposes. 
Understanding cyber ranges in cybersecurity 
education requires understanding the types, the 
users, and the purposes. Additionally, the 
technological capabilities and approaches have 

changed through the years due to advancemen ts 
in hardware and software capabilities, dating 
some of the prior research studies (Yamin et al., 
2019). Previous studies tend to focus on a specific 
cyber range. They have not included an 
understanding of how cyber ranges are used for 

cybersecurity educa tion from the perspective of 

cybersecurity educators.  
 
A list of known cyber ranges and their capabilities  
is provided in Appendix A. This list and 
descriptions of cyber range providers, users, 
objectives, type of infrastructure, and 

deployment platforms  was compiled from several 
prior studies ( Babcock, 2019; Circadence, n.d.; 
Davis & Magrath, 2013; Georgia Technology 
Authority, n.d.; Hayman, 2019; National Cyber 
Warfare Foundation, 2019; Priyadarshini, 2019; 
Yamin et al., 2019  ). An Australian cyber rang e 
survey (Davis & Magrath, 2013) study compiled 

information to describe the approaches and 
functionality of existing cyber ranges to assist 

organizations when making informed decisions 
regarding cyber ranges. Their approach to cyber 
range classification wa s by who used the cyber 
range and the cyber range approach. The study is 
considered dated compared to current cyber 

range technology advancements and tools (Yamin 
et al., 2019). Yamin's study, conducted six years 
later, addressed the need for a more curren t 
study.  
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Yamin et al.ôs literature review addressed the gap 

in research as previous studies were considered 
outdated or focused too specifically on one 
domain and did not provide a general 

understanding of cyber range systems (2019). 
The objectives of the review included identifying 
and classifying the cyber range functionality; 
evaluating cyber range approach and architecture 
model; classifying cyber range application as 
either training or testing; and identifying methods 
to assess different cyber ranges a gainst a 

standard. The means for evaluation included the 
cyber range scenarios, functions, and tools.  
 
These prior studies contribute to our 
understanding of the current cyber range 
landscape by providing definitions and 

categorizations. However, little is  known about 
how educators use cyber ranges for cybersecurity 
education. As seen in Appendix A, there were nine 
academic providers of Cyber Ranges as of 2021. 
Only three academic cyber range providers 
identified education as their single objective. 
Althoug h both the VaCR and the Arkansas Cyber 

Range limited their participants to academic 
participants, the VaCR provided Cloud access. A 
description of cyber range providers, users, 
objectives, type of infrastructure, and 
deployment platforms contribute to 
unde rstanding the variances of cyber ranges prior 
to singling in  on cyber ranges that are used for 

cybersecurity education. A description of each 
classification contributes to understanding who is 

involved with cyber ranges, their history, 
participants, stated  objectives, and the 
characterization of their operations.  
 

3. THEORETICAL LENS  
 
Recognizing that educators with varying 
situational factors may apply different teaching 
activities and assessments to meet cybersecurity 
learning goals, this study used Finkôs Integrated 
Course Design (ICD) framework (2005) to 

explore how Virginia educators used the VaCR for 
significant student learning experiences. Several 
prior studies have applied Finkôs Significant 
Learning Experience taxonomy and ICD 

framework principles to courses in several 
disciplines. These include a health policy course 
(Krueger et al., 2011), a psychology program 

course (Fallahi, 2008), a nursing program course 
(Marrocco, 2014), and a sustainability 
engineering course (Apul & Philpott, 2011). These 
studies used the principles to redesign existing 
courses and evaluate the changes against Finkôs 
Significant Learning Experiences taxonomy. This 

study differs in that it investigates existing 
elements in current educational practices versus 

studying their i ntentional implementation as in 

these prior works.  
 
According to Finkôs model, educatorsô situational 

factors influence the teaching and learning 
activities, the feedback, and the assessments 
integrated within their courses to meet the 
learning goals (Fink , 2005). Finkôs work claims 
that this ICD contributes to significant learning 
experiences for students (Streveler et al., 2012; 
Fink, 2013). Significant learning consists of six 

dimensions of learning categorized as 
Foundational Knowledge, Application, 
Int egration, Human Dimension, Caring, and 
Learning How to Learn (Fink, 2013). These 
categories interact to contribute to significant 
learning.  

 
These six categories of significant learning 
formulate the learning goals in the ICD 
framework. The components of ICD, including the 
learning goals, situational factors, teaching and 
learning activities, and feedback and assessment, 
are interconnected. The learning goals provide 

the means for formulating the appropriate 
feedback and assessment procedures . These, in 
turn, provide the necessary understanding to 
select effective teaching and learning activities. 
Foundational to these components are the 
situational factors that may impact them.  
 

Situational factors may affect decisions regarding 
the learning goals, the feedback and assessment, 

and the teaching and learning activities. These 
factors include the context of the teaching and 
learning situation, the nature of the subject, the 
characteristics of the learner and teacher, and 

any particular pedagogica l challenges. 
Pedagogical challenges are situations that may 
present challenges to the students or the 
educator and the opportunity for significant 
learning (Fink, 2013).  
 
Using the ICD components to explore how 

educators used cyber ranges, a special 
pedag ogical challenge (Fink, 2013), provided an 
encompassing understanding of how educators 
use cyber ranges for significant cybersecurity 

learning. The findings described how they used 
the cyber range to support teaching and learning 
activities, provide feedba ck to students, and 

assess studentsô learning. 
 

4. METHODS  
 
This study drew upon both quantitative and 
qualitative data to understand the VaCR 

registered educators and how they used the VaCR 
for cybersecurity education. This study 
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contributes to a larger c ase study to understand 

cyber ranges in cybersecurity education through 
the educator and student perspectives. The VaCR 
was the unit of analysis for this study. The data 

sources were educator responses to a 
questionnaire and data sources from the VaCR, 
such as their website and traffic data. This study 
was conducted in accordance with the university 
human subjectôs research requirements and 
necessary ethical considerations to protect the 
educator participants.  

 
Case Site Description  
The VaCR was created in 2016 with the mission 
to enhance cybersecurity education and increase 
the number of students entering the 
cybersecurity workforce (Virginia Cyber Range, 

n.d.) Since the VaCR was designed and developed 
specifically for education, the data associated 
with it s users, usage, and resources contribute to 
educational purposes. This academic focus 
enables findings from this study to correlate 
educational efforts related to the cyber range 
compared to a cyber range that may have mixed 

users, usage, and resources.  
 
The VaCR is cloud -based, accessible via a web 
portal. Users are not required to purchase 
supporting software, configure hardware, or pay 
expensive access fees. Its resources are openly 
available to Virginia public educational 

institutions. The registered us ers are students 
and faculty in over 200 high schools, community 

colleges, and universities. According to the cyber 
range registration data provided by the 
Communications and Development Manager for 
the VaCR, over half of the VaCR registered 

educators in 2 020 were high school educators 
(Lawrence -Kuether, 2020). Accessibility is 
supported by over 50,000 deployed virtual 
machines (Virginia Cyber Range, n.d.). The VaCR 
approach of hosting their cyber range in the cloud 
provides rapid scalability and low -cost i nvestment 
with fees associated with usage. The cyber range 

is not location -dependent and is accessible 
globally via a user login through their web portal.  
 
As of 2021, the VaCR is advised by members from 

public higher education institutions in Virginia 
tha t have been nationally designated as Centers 
of Academic Excellence in Cybersecurity by the 

National Security Agency and the Department of 
Homeland Security. There are 17 colleges and 
universities with this designation on the advisory 
committee, and this s tatus continues to expand 
as more public Virginia colleges become 
designated. Through this multi -college and 

university partnership, the VaCR provides an 
extensive courseware repository of courses, labs, 

workshops, lessons, and environments 

(Raymond, n.d.) . 
 
Data Collection  

The data sources were responses to an anchored 
open -ended (AOE) questionnaire, the VaCR 
website, and traffic data provided by the 
administrators of the VaCR to gather resource 
usage. The primary data source, the AOE 
questionnaire, includ ed in Appendix B, was sent 
to the registered educators of the VaCR to obtain 

a sample of cybersecurity educators. there were 
85 educators who participated in the study. Since 
the study did not require personal educator 
identification, identifiable informat ion such as the 
participants name was not included to protect the 
participantôs identity. Communication with the 

VaCR administrators provided traffic data reports.  
 
Sampling Plan  
This study used a purposive non -probability 
sampling approach to study who u ses the VaCR 
and how they use it (Trochim, 2006). The reason 
for purposefully selecting the Virginia/US Cyber 

range was its ability to meet specific criteria to 
include its focus on cybersecurity education 
versus the other cyber ranges included in 
Appendix  A. The Virginia Cyber Range is only 
accessible to educators via required registration. 
The questionnaire was sent to all the registered 
members to provide a means to obtain a diverse, 

heterogeneous sampling (Trochim, 2006). Due to 
the small population of VaCR registered 

educators, this study used follow -up emails and a 
gift card drawing incentive to encourage higher 
response rates. Although 85 educators 
contributed different levels of questionnaire 

responses, 70 of them reported using the VaCR 
during the 2 020 ï 2021 academic year.  
 
AOE Questionnaire and Traffic Data  
An AOE questionnaire uses the responses to 
closed -ended questions as foundations (or 
anchors) for accompanying responses to open -

ended questions. Lee & Lutz (2016) found that 
AOE questions provi ded the ability to sort a large 
number of responses more quickly than open -
ended questions and more accurately than 

closed -ended questions. The instrument for this 
study used closed -ended questions to capture 
information regarding who the VaCR registered 

educators were, what they taught, and which 
VaCR resources they used. The instrument also 
included open -ended questions to further record 
information to corroborate and explain 
participantsô answer choices for the closed-ended 
questions. For example, in add ition to recording 

which VaCR resources they used for assessment, 
respondents were asked to provide examples of 
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how they used the cyber range to support their 

assessment efforts.  
 
A prior conference panel discussion with four 

Virginia high school cybersecu rity educators 
(Beauchamp et al., 2020) provided initial insight 
regarding how they used the VaCR. This insight 
contributed to the initial design of the instrument 
questions. Additionally, two VaCR educators 
reviewed the instrument and provided their 
feedb ack for content validity, clarity of the 

questions, and overall ease of completing the 
instrument.  
The VaCR  traffic data was used to corroborate and 
triangulate the questionnaire responses 
regarding the VaCR resources educators utilized.  
 

Analysis  
The open -ended responses to the AOE 
questionnaire were analyzed qualitatively using in 
vivo and descriptive coding (Miles et al., 2020; 
Saldana, 2016). The coding used the ICD 
components of teaching and learning, 
assessment and feedback, and significant 

learning goals as the lens to explore how 
educators use cyber ranges. Appendix C includes 
partial tables for each of the coding steps.  
 
A fellow qualitative researcher cross -checked 
codes using the developed codebook (Creswell & 
Creswell, 2018). Their revie w and coding 

addressed inter - rater reliability (Creswell & Poth, 
2018).  

 
Analysis of the closed -ended questions for 
educator information included who used the VaCR 
and how they used it. These traffic data reports 

were analyzed to determine which resources were 
utilized, the time duration of use, and the 
frequency of use. The VaCR website described the 
available educational resources. The traffic report 
data and resource description were used to 
triangulate questionnaire data.  
 

5. FINDINGS  
 
In addressing th e first research question, 
although the stated mission of the Virginia Cyber 

Range is to enhance cybersecurity education for 
students at the high school and post -secondary 
levels (Virginia Cyber Range, n.d.), results 

showed that high school educators are t he 
primary users of the VaCR for cybersecurity 
education, and they are predominantly male, with 
67.4% of the participants identifying as male. 
This is a higher percentage compared to the 
national percentage of male computer science 

high school educators. A lthough cybersecurity 
educators are primarily Career and Technology 

Educators, some educators may also be certified 

as Computer Science teachers. According to an 
estimate that was verified against the Bureau of 
Labor and Statistics, 53.6% of high school 

computer science teachers identified as male 
(Zippia Careers, 2021). Additionally, results 
showed that high school educators had less 
formal technical education, experience, and 
certifications than those in higher education, but 
they utilized online workshop s more than their 
counterparts. Those who taught cybersecurity for 

the first time were all high school educators. For 
purposes of this study, these first - time 
cybersecurity educators are referred to as 
novices.  
 
Educators who use VaCR for Cybersecurity 

Edu cation  
VaCR educators are primarily high school 
educators. As seen in Figure 1, high school 
educators make up more than half (52%) of the 
educators who use the VaCR. The other half were 
higher education educators at community 
colleges (17%), universities a nd colleges (28%), 

and educators who did not identify their level of 
teaching (3%).  
 

 
Figure 1: VaCR Registered Virginia 
Educators  
 
The educators who responded to the study 
reflected a similar composition of instruction - level 
as the overall population of VaCR registered 
educators, as seen in Figure 2.  

 
VaCR educators teach technical, business, and 
STEM courses. Virginia educators who used the 

VaCR in 2020 -2021 taught technology courses: 
Cybersecurity Fundamentals, Introduction to 
Programming, Computer Netw orks, Digital 
Forensics. The high school educators also taught 

business, science, and math courses. A list of 
courses taught in 2020 -  2021 is provided in 
Appendix D.  
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Figure 2: Breakdown of Study Participants  
 
46 of the 70 participants who used the VaCR  
provided gender information. These educators 
primarily identified male (67%) versus female 

(33%). Figure 3 reflects the gender 
representation at the high school, community 

college, and university/college levels from those 
who reported gender identificatio n information. 
The question format followed engineering 
education recommendations for more inclusive 
approaches to collecting demographic data such 
as providing a gender continuum (Fernandez et 
al., 2016). Utilizing their recommended approach, 

the question  stem uses gender, and the choices 
are actually for participant sex, so we report the 
results as the question was asked.  
 

 
Figure 3: Gender of VaCR Educators  
 
Educators were primarily White (59%), but others 
also identified as Black or African American (9%), 
Hispanic, Latino, or Spanish origin (4%), or Asian 
or Asian American (2%) as depicted in Figure 4.  

 
Figure 4: Racial Groups of VaCR Educators  
 

High school educators had less professional 

technical experience, industry certifications, and 
fo rmal academic courses in cybersecurity than 
higher education educators but more involvement 

in Communities of Practice (CoPs), Informal 
Learning Communities (ILCs), and other sources 
for preparation; primarily the GenCyber program. 
They and community colle ge educators also 
utilized online workshops. Six high school 
educators identified as novices; they taught a 
cybersecurity course for the first time in 2020 -  

2021. There were no novices at the community 
college or the university/college level. The 
reported  prior education, preparation, or 
experience are shown in Figure 5.  
 

 
Figure 5: Prior Preparation and Experience 

of VaCR Educators  
 
68% of high school cybersecurity educators 
stated they held a Virginia education teaching 
license. Currently, cybersecurity licensure is 

unavailable in Virginia. Many educators reported 
having business and technology licensure as 

cybersecurity - related courses are offered in the 
Career and Technical Education programs. Other 
educators reported licensure in Computer  
Science, Physics and Math, or Business & 
Marketing. One educator listed their licensure in 
Business, English, Physical Education, and Social 
Sciences.  

 
VaCR usage for Cybersecurity Education  
The results regarding the second research 
question show that edu cators primarily use the 
VaCR for teaching and learning activities. 
Although the VaCR was not currently or widely 

used for providing feedback and assessment, 

educators shared that they would like to use the 
VaCR more when they have time and 
understanding o f how to utilize it for effective 
feedback and assessment. The results also 
demonstrated that educators who used the VaCR 
provided significant learning experiences as their 

usage addressed the six constructs of the 
significant learning goals.  
Results showe d that educators primarily use the 
VaCR for its hands -on labs and its CTF tool (See 
Figure 6). Some educators created their own labs, 

68%

50%

80%

32%

50%

20%

K-12

COMMUNITY COLLEGE

COLLEGE/UNIVERSITY

male female
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but others reported using Brigante, Metasploit, 

Kali Linux and Windows, Linux Intro, labs related 
to password cracking and  auditing, Ubuntu, and 
labs that supported tools such as Nmap, JTR, 

Wireshark, Snort, Mcrypt, and DVWA for 
scanning. Other resources included instructional 
information, curriculum development, and 
operating system virtual machines.  
 
A lack of awareness of the other resources may 
be a reason for low reported usage as one high 

school novice educator shared, "I was unaware of 
any videos, weekly workshop series, etc. I went 
into teaching Cybersecurity with no preparation, 
few materials, and was advised by the p revious 
teacher to join the cyber range."  
 

 
Figure 6: VaCR Resource Usage  
 
Teaching and Learning Activities  
Educators at all instructional levels reported 
similar usage of the VaCR for teaching and 

learning. The accessible and ready - to -use 
environments, s uch as the Kali Linux, Windows 

Virtual Machine, Ubuntu, and Brigante, provided 
online accessibility for students to work with 
cybersecurity tools safely.  
 
The accessible environment also provided 
educators the means for their students to use 
cybersecurity tools and operating system 

commands in a safe and protected environment. 
The ability to apply and practice using tools, such 
as Wireshark and Linux command s, they learned 
about in class was another way educators used 
the VaCR to reinforce their teaching and learning 
activities. Although some educators created their 

own labs in the VaCR environment, others 
reported using the existing labs and lessons which 
ma pped to their learning objectives.  
 
Educators also used the CloudCTF tool for 
teaching and learning. Some utilized it as 
homework assignments, others as an assessment 

tool, while still others as a demonstrative tool. 
Appendix E provides excerpts from educ ators 
regarding their usage of the VaCR for teaching 
and learning activities.  

Feedback and Assessments  

Educators at all instructional levels shared using 
the VaCR for formative assessment, summative 
assessment, and feedback. However, they used it 

primarily  for summative assessment purposes. 
Educators used the labs, working environments, 
and CTFs to assess student learning. Some 
shared that they did not use the VaCR for 
feedback, that although they did not currently use 
the VaCR for assessment or feedback, t hey plan 
to do so in the future. As stated by one 

experienced college - level educator, "I do not 
currently use it in my assessments right now but 
will eventually use it in the future." Appendix F 
provides excerpts from educators regarding their 
usage of the  VaCR for feedback and assessments.  
 

Learning Goals  
All six dimensions of Fink's (2013) Significant 
Learning Goals were evident from educators 
using the VaCR for cybersecurity education. 
Although educators did not expressly state their 
teaching efforts ali gned with the goals, their 
descriptions of how they used the VaCR 

demonstrated their teaching efforts supported 
their students' abilities to meet these learning 
goals.  
 
Foundational Knowledge: Students remember 
and build an understanding of cybersecurity 
information by using the labs, environment, and 

CTFs, both in and out of class. This usage 
provides means for students to build their 

foundational cybersecurity knowledge.  
 
Application: Students learn how to apply new 
learning via the VaCR hands -on activiti es and 

environments. This hands -on application requires 
critical, creative, and practical thinking skills and 
time management and content knowledge to 
further their skills. Using the labs, environment, 
and CTFs, students learn new actions: new skills 
and w ays of thinking. For example, this educator 
shared that he used the VaCR ñfor my labs and 

homework to give the students a better source for 
practicing using the tools and other information 
involving the fundamentals and frameworks.ò 
 

Integration: Working w ith VaCR resources, 
students connected various subjects such as 
programming, networks, and cybersecurity 

fundamentals as well as group or team skills and 
project management. Through this integration, 
students connect various subject areas and 
learning expe riences, including team/group work 
activities. One educator stated he used the ñcyber 
range environment for application of network 

reconnaissance, footprinting, and enumeration 
principlesò and for ñapplication of firewall,  IDS 
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configuration principles and  public key 

cryptography concepts.ò 
 
Human Dimension: students build new 

connections with themselves and others when 
they apply their course knowledge in labs that 
provide hands -on practice and opportunities to 
work with others. For example, one educator 
shared that although his students had individual 
assignments, he encouraged them to work with 
each other to learn different strategies for 

achieving the learning objectives of the 
assignment, ñstudents are permitted to network 
with their class peers on the assignments. I find 
that the students learn by discussing options & 
strategies for achieving objectives with their 
peers.ò 

 
Caring: Educators shared students experienced 
positive engagement when using the VaCR. 
Educators also shared that this positive 
enga gement reinforced their students' interest in 
cybersecurity using the cyber range. Students 
develop interest or value for cybersecurity with 

the positive and active learning engagement 
when using the VaCR. According to Fink, ñthe 
development of new interes ts, feeling, and 
valuesò contribute towards the caring component 
of significant learning (2013, p.83). An educator 
shared that he uses the VaCR as a reward, 
ñstudents enjoy the gamification aspect of the 

CTFs,ò while another educator shared that he 
finds u sing the VaCR rewarding due to his 

studentsô positive engagement using the VaCR, 
ñTheir excitement of successfully completing the 
[Denial of Service] lab was contagious.ò 
 

Learning to Learn: The labs, environment, and 
CTFs also provide students an opportun ity to 
become better cybersecurity students and self -
directed learners. One educator stated, ñMy 
students like the [Virginia Cyber Range] range as 
a self -directed tool that gives them a break from 
my lectures.ò 

 
Limitations  
As with all studies, this resear ch has limitations. 
They do not invalidate the findings but should be 

considered. The population of VaCR registered 
educators was purposefully selected to study the 
VaCR; therefore, the transferability of findings 

from the VaCR to another cyber range may b e 
limited. However, the "fittingness" of the findings 
to the reader's own experience and situations 
(Krathwohl, 2009, p. 350) was supported through 
rich and detailed descriptions. Additionally, VaCR 
educators who participated did so voluntarily. 

Thus, self -selection bias might exist, and the 
sample may skew towards educators who had 

strong opinions towards using cyber ranges. 

Therefore, this study may not represent all views 
and does not claim to do so.  
 

Another limitation is the small sample size due to 
th e small population of VaCR registered 
educators. These VaCR users are mostly high 
school level cybersecurity educators, while other 
cyber ranges may have more users at the post -
secondary level. The low response rate was an 
additional limitation which may h ave been due to 

varying factors, including the timing of the 
questionnaire in the academic school year, or due 
to the impact of COVID -19. Again, this study does 
not make claims of generalizability but instead 
contributes as an exploratory study of educator s 
who use the VaCR and how they use the VaCR for 

cybersecurity education.  
 

6. DISCUSSION & IMPLICATIONS  
 
Discussion  
Findings from this study support the usage of 
cyber ranges for cybersecurity education to 

provide Significant Learning Experiences. Results 
show that VaCR supported the three components 
of the ICD framework, as seen in Figure 7. 
Educators shared that the v irtual environment is 
a safe and accessible environment for users to 
apply concepts presented in class to develop 
application skills and reinforce student 

understanding of cybersecurity - related concepts. 
The ready - to -use and customizable labs, lessons, 

and  CTFs provided hands -on practice that 
contributed to teaching and learning activities. 
The VaCR also provided a means for feedback and 
assessment, though some educators did not 

report widely utilizing this capability yet. 
Nonetheless, educator usage of the  VaCR also 
reflected the ability to address all six dimensions 
of Finkôs Learning Goals for providing Significant 
Learning Experiences (2013).  
 
However, educators shared a lack of awareness 

of the different VaCR resources to assist their full 
usage of the VaCR. Some educators were 
assigned to teach cybersecurity and were not 
prepared to do so. Advised to utilize the VaCR, 

they were left to learn how to use it 
independently.  
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Figure 7: Educatorsô Usage of VacR 
Alignment with Finkôs Significant Learning 
Experiences and ICD  
 

Over half of the educators using the VaCR were 

high school educators with limited prior 
preparation or experience in cybersecurity 
education. These high school educators teach 
STEM, business,  and technical courses as their 
primary teaching disciplines, as reflected in their 
state teaching licenses. Although the VaCR 

resources include workshops and videos to assist 
educators throughout the year, they were not 
widely used, perhaps because educat ors were 
unaware of these resources or did not have time 
for PD during the school year. High school 
educators shared they are more likely to engage 

in PD opportunities offered during the summer. 
They reported utilizing online and summer 
workshops for furth er PD.  
 

Implications   
The primary implication from this study is that 
cyber ranges in cybersecurity education support 

efforts to provide significant learning 
experiences. However, the integration will have 
limited success if the educators are not provided  
the necessary training and resources to support 
their efforts to utilize these ranges. Cybersecurity 
and cyber range stakeholders need to create a 
curriculum, instructor guides (w/solutions), and 

content that maps to cybersecurity learning 
objectives. PD programs should include 
awareness of these resources and how to use 
them. Cybersecurity and cyber range 
stakeholders need to create and facilitate PD 

offerings for novice educators, and they need to 

collaborate on associated research efforts.  
 
Additionally , secondary education administrators 
who provide cybersecurity - related courses in 
their schools can support cyber range integration 
in those courses knowing the integration supports 
significant learning. However, this integration 

requires supporting cybers ecurity educators with 
time and resources to pursue cybersecurity and 
cyber range - related PD. Educators can integrate 

cyber ranges in their cybersecurity - related 

courses with administrative support and attend 
cyber range and cybersecurity education PD 
oppo rtunities.  

 
Although the VaCR currently provides additional 
educator support resources to include Workshops 
Series and YouTube videos, findings from this 
study show educators did not report utilizing 
these resources. Further research is necessary to 
unders tand why VaCR educators did not widely 

use these resources. This understanding supports 
cyber range developers and stakeholdersô ability 
to provide and update resources from which their 
educator users would benefit.  
 
Continued research collaboration of all  the 

stakeholders will also provide a further 
understanding of cyber ranges in cybersecurity 
education. Future studies include comparing 
usage by instructional levels and by experience 
level. Follow -up studies regarding differences in 
educator cyber range usage based upon gender, 
size of class enrollment, novice vs. experienced 

educator, core subject area, and prior preparation 
can use the questionnaire instrument from this 
study. These other areas are identified as 
situational factors for designing signifi cant 
learning experiences ï specific context of the 
teaching and learning situation and the 
characteristics of the educator (Fink, 2013). 

Future studies may include looking at some of 
these other situational factors and how they are 

related to using cyber ranges.  
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APPENDIX A  

Cyber Ranges Providers, Participant s, Stated Objectives, Infrastructure & Deployment  

 

Cyber 
Range  

Providers  Stated 
Objectives  

Participants  Infrastructure Type  Deployment 
Type  

University of 
Maine at 

Augusta  

Academic  
MDI, ED, 

E&C 
All users  Public  Cloud & VPN  

Virginia  Academic  ED 
Students & 
Academic 

researchers  
Public/Private  Cloud Only  

Michigan  Academic  
MDI, ED, 

E&C 
All users  Federated/Public/Private  Cloud & VPN  

University of 
Delaware  

Academic  ED All users  Private  No Cloud  

Regent 
University  

Academic  
MDI, ED, 

E&C 
All users  Private  Cloud & VPN  

Wayne 
State  

Academic  
MDI, ED, 

E&C 
All users  Federated/Public/Private  Cloud & VPN  

Arkansas  Academic  ED Students  Public  No Cloud  

Georgia  Academic  
MDI, ED, 

E&C 
All users  Public/Private  Cloud & VPN  

Cyber 

Warfare 
Range 

(Arizona)  

Academic  OS All users  Public/Private  Cloud & VPN  

National 
(DARPA)  

Government  
MDI, ED, 

E&C 
All users  Federated  Cloud & VPN  

Department 
of Defense 

(DOD)  
Government  MDI  

Organizations 
& 

Professionals  
Federated  Cloud & VPN  

NATO Government  MDI  Organizations  Federated  Cloud & VPN  

IBM  Commercial  E&C 
Organizations 

& 
Professionals  

Private  Cloud Only  

Cisco  Commercial  ED & E&C  All users  Public/Private  Cloud Only  

Raytheon  Commercial  E&C 
Organizations 

& 
Professionals  

Federated  Cloud & VPN  
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Baltimore  Commercial  E&C 
Organizations 

& 
Professionals  

Public/Private  Cloud & VPN  

Florida  Commercial  
MDI, ED, 

E&C 
All users  Federated/Public/Private  Cloud Only  

Cyberbit  Commercial  SP All users  Private  Cloud & VPN  

Circadence  Commercial  SP All users  Private  Cloud Only  

(Abbreviations in Stated Objectives: MDI : Military, Defense, and Intelligence, ED : Education, E&C : 
Enterprise and Commercial, SP : Source Provided, OS : Open Source)  

 
Providers   

The three types of providers are classified as government, commercial, and academic. Government 

providers include military, defense, and other government agencies. Commercial providers include 
industry related organizations, and academic providers include both private and public academic 
institutions.  

Participants  

Participants are cyber range users. These include organizations, professionals, students, and academic 

researchers.  
Objectives  

Several different utilization purposes were identified to classify cyber range operation objectives. The 
most common  include the following Military, Defense, and Intelligence (MDI); Education (ED), 
Enterprise and Commercial (E&C), Source Provider (SP), and Open Source (OS).  
 
MDI cyber ranges stated objective is to combat cyber terrorism and defend our national cyber -

inf rastructure. According to Davis and Magrath, the United States Air Force was a leader in cyber 
ranges, having used cyber ranges since 2002 (2013).   
 

Priyadarshini claims the educational objective to utilize cyber ranges was more recently realized in 
2015. Educational cyber ranges, EDs, meet educational needs for training, certification preparation, 
and research. However, Davis and Magrath cite earlier academic endeavors to simulate the effects of 
network attacks for training purposes to include University o f Illinoisô Real Time Immersive Network 

Simulation Environment (RINSE) in 2006 and Rochester Institute of Technologyôs ARENA simulation 
software in 2007 which modeled ñcomputer networks and intrusion detection systems (IDS) and then 
applies simulated attac ksò (2013, p. 9). 
 
Organizations utilize E&C cyber ranges to not only train their employees, but to address vulnerabilities 
and threats to their digital infrastructure. IBMôs cyber range, launched in 2016, is considered the first 

commercially available cyber range and uses live malware to test security (Priyadarshini, 2019).  
 
Source providers offer cyber range solutions to meet various objectives. They offer simulation centers 
for training and testing services.  
 
Finally, OS cyber ranges meet di fferent objectives, to include training and testing for the various types 

of users. They differ from others in that they are open, free environments that encourage the users to 

contribute to the available resources to include war games and real opponent ch allenges.  
 

Infrastructure Type  

Three primary associations were identified for classifying based upon the type of infrastructure to 
include Federated, Private, and Public. These classifications are based upon funding support. Some 
cyber ranges belong to mul tiple infrastructure groups as they are supported through a collaborative 
effort of these types of organizations.   

 



Cybersecurity Pedagogy & Practice Journal   2 (1) 

2832-1006  April 2023 

 

©2023 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 17 

https://cppj.info/; https://iscap.info  

Deployment Platforms  

 
Cyber Range variations can be broadly classified into four main platforms (Darwish et al., 2020; 
Raymond, D., n.d.) to  meet the needs of its users. These types include Local Network Virtualizations, 
Hosted Virtualizations, commercial -hosted offerings, and Cloud -hosted offerings.  
 
Local Network Virtualization (Raymond, D., n.d.) supports customization of the environment, t hrough 
network virtualization software, to build various network models and labs for onsite training. These 
cyber ranges have limited scalability and require a significant financial investment not only for 
deployment on the siteôs infrastructure but additionally for the costs associated with ongoing 
maintenance and administrative support.  
 
Hosted Virtualization (VMware, 2006) supports smaller environments. Virtualization software, such as 
VMWare or VirtualBox is used to create the training environment on th e client machine. Although free 
virtualization software options exist, the client machine requirements to effectively run the 
virtualization adds considerable costs.  
 
Commercial -hosted offerings support large and small learning environments. They provide 

courseware, labs, and pre -configured environments for students to access via a web portal. Most 
include registration fees based on the duration of registration time or upon specific course registration. 
The courseware tends to focus on industry certificatio n preparation as they partner with various 
organizations to include Cisco, Palo Alto, and CompTIA.  
 
Cloud -hosted offerings also support both large and small learning environments. They focus on 
cybersecurity academic support needs, providing courses, labs,  workshops, videos, scenario 

simulation exercises, and both off - the -shelf (OTS) and customizable Capture the Flag (CTF) 
competitions (Beauchamp et al., 2020).  
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APPENDIX B  

Anchored Open - Ended Questionnaire for Educators  
 

Please provide the following information regarding your teaching experience and background. 

Complete one row for each course you have taught within the past five years. Please use the text box 

to provide the name of the specific course. Space is provided for up to six course s. 

Course  Currently 
teaching or 
have taught 
this in an 
academic year?  

Number of 
times teaching 
this subject in 
the past five 
years  

If currently teaching, the 
number of students enrolled 
in this course across all 
sections you teach/taught 
during this academ ic year.  

Average 
class size 
per section  

Grade level 
(elem, 
middle, 
high, 
college)  

1.  Which of the following contributed to your preparation for teaching cybersecurity? Check all 

that apply.  

 Professional experience (Please state the type of profession and yea rs of experience.)  

 Industry certifications (please list the certifications and year of acquisition)  

 Online workshops  

 Formal academic course(s) related to cybersecurity (please list the courses).  

 Virginia Department of Education license (please state your a rea(s) of licensure)  

 Community of Practice/Informal learning community(s) (Please list)  

 Other (please specify)  
1.  Have you used the Virginia Cyber Range in any capacity during the 2020 -  2021 academic 

year? If the response is no, skip questions of how used.  

 
The Cyber Range in this questionnaire refers specifically to the Virginia Cyber Range.  

1.  Please select all that apply for how you use the cyber range for cybersecurity education and 
how often. Primary being it is your primary resource for that specifi c cybersecurity education 
area, i.e. homework or assessment tool.  

Cyber Range 
Resource  

Class 
teaching 

and 
learning 
activity  

Homework 
activity  

Assessment 
tool  

Professional 
Development  

Enrichment/ 
Other use  

Hands -on 
laboratory 
exercise in an 

immersive 
envir onment  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Weekly 

Workshop Series  
Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Video lessons  Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Capture the Flag 
(CTF) events  

Primary  
Secondary  
Barely  
Not at all  

Primary  
Secondary  
Barely  
Not at all  

Primary  
Secondary  
Barely  
Not at all  

Primary  
Secondary  
Barely  
Not at all  

Primary  
Secondary  
Barely  
Not at all  
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N/A  N/A  N/A  N/A  N/A  

Other Cyber 
Range Resource  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Community of 
Practice  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

Primary  
Secondary  
Barely  
Not at all  
N/A  

 
 

1.  Please describe how you use the cyber range for enrichment and/or other use and the usage 
level for cybersecurity education: primary, secondary, or barely.  

2.  Please provide some specific examples of how you use the cyber range to support your 
teaching and learning activities.  

3.  Please provide some specific examples of how you use the cyber range to support your 

assessment efforts.  
4.  Please pro vide some specific examples of how you use the cyber range to provide feedback to 

your students.  
5.  Please provide some specific examples of how you use the cyber range for teamwork and 

collaborative activities.  
6.  How often do you use the cyber range? (in  the last year, how many hours, on average).  

7.  What percentage of your total cyber range usage do you utilize the following items?  

0.  Hands -on Labs (List the three most used)  

1.  Weekly Workshop Series  

2.  Video Lessons  

3.  CTFs 

4.  Other cyber range resource (Please list them  here)  

5.  Community of Practice  

2.  What percentage of all the resources you utilize to teach cybersecurity education, does the 
cyber range contribute for the following items?  

0.  Class teaching and learning activities  

1.  Homework  

2.  Assessment tool  

3.  Professional developmen t  

4.  Enrichment/Other use  

2.  How do you describe your gender identity? Male, Female, Prefer to self -describe; below:  
3.  With which racial group(s) do you identify? (Mark all that apply) American Indian or Alaska 

Native; Hispanic, Latino, or Spanish origin; White; B lack or African American; Asian; Middle 
Eastern or North African; Native Hawaiian or Other Pacific Islander; Another race or ethnicity 
not listed above:   
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APPENDIX C  

Examples of the Coding Steps  
 

Please provide some specific examples of how you 
use the cyber range to support your teaching and 

learning activities.  
Summary ideas from the responses  

CyberSecurity 02 Ubuntu Linux -  Bash Basics  
CyberSecurity 00 Windows 10 Lab  
CyberSecurity 01 Kali -Linux Lab  
Laboratory exercise: Cyber Basics -  Introduction to the 
Linux Terminal and Understanding Directories  

Cybersecurity lessons for Linux -  Bash 
Basics, Windows 10, and Kali -Linux to 
intro to Linux terminal and understanding 
directories.  

-  An entire unit on Command Line Interface (Linux) to get 

familiar with th e command line.  
-  Lab and assignments using mcrypt in Linux when 
teaching about encryption  
-  Lab and assignments using John the Ripper when 
teaching about hashing/passwords/authentication  
-  Lab using ifconfig, nmap, nslookup, dig, when teaching 
about Networking Basics  
-  Lab and assignment on Windows password, account 
lockout and user rights assignment settings when 
teaching about Data & Network Defense  
-  Lab and assignment in both Linux and Windows when 
teaching about users, groups, and share permissio ns in a 
unit on User Security  

Linux environment and tools such as John 
the Ripper, nmap, nslookup, network 
defense concepts, users/groups 
permission settings for User security 
concepts  

In CS 2104 we have three CTF group -based classwork 
assignments where, for each, students attempt to solve 
challenges in a specific domain (web reconnaissance, 
cryptography, networking).  

CTF challenges  

We use the Cyber Basics environment for the Linux 
Machine. Additionally, we use the CTF activities for fun 

additional practi ce, as well as for demonstrative 
purposes.  

Linux Machine and CTF for practice and 

demonstration  

After each lesson on a technical subject I often assign 
one of the existing problems in the CloudCTF  related to it 
as a supporting/reinforcing assignment.  

Used CTF related problems to the current 
technical content as a 
supporting/reinforcing assignment.  

Appendix Table B1: Summary Ideas of the Usage of the Cyber Range to Support 

Cybersecurity Educator Te aching and Learning Activities  
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Please provide some specific examples of 
how you use the cyber range to support your 

teaching and learning activities.  

Summary ideas from the 
responses  

Codes from 
the summary 

ideas  

For example, we have used lessons regarding the 
understanding and use of the Kali Linux command 
line this week. Guided exercises that work are 
engaging to the students -- much more than the 

vocabulary driven work we have in the textbook.  

Supports hands -on ap plication of 
concepts, such as Kali Linux 
command line practice versus 
textbook vocab memorization.  

hands -on 
application  
labs  

After each lesson on a technical subject I often 
assign one of the existing problems in the 
CloudCTF related to it as a supportin g/reinforcing 

assignment.  

Used CTF related problems to the 
current technical content as a 
supporting/reinforcing 

assignment.  
 

labs reinforce 
lessons  
CTF 

I use the cyber range as a hosting environment 
for cybersecurity labs and to pull from content. 
Our textbook (Principles of Cybersecurity) does 

not currently have a lab manual that is worth 
using (outdated and no live environment) the 
cyber range fills that gap.  

Use to support textbook content 
by using the VaCR 
labs/environment  

labs  
accessib le 
environment  

Appendix Table B2: Initial Codes of How Educators Used the VaCR for Their Cybersecurity 
Teaching and Learning Activities  
 

Hands - on Practice  
Existing Labs 

and Lessons  
CTFs  

Safe and Accessible 

Environment  

demonstrate learning  Linux  CTFs VM 

hands -on application  
Labs for 

homework  CTF preparation  VM -  safe environment  

practical application  Lab assignments  CTF -  homework  supplemental environment  

hands -on practice 
reinforce learning  

Labs reinforce 
lessons  CTF -  group assignments  

supplemental environment -  
supports textbook labs  

 
Labs aligned with 
LOs 

CTFs, summer camps, and 
Cyberpatriot -  team effort  

supplemental environment -  
support use of third party tools  

 Labs -  extra credit  CTF -  teamwork  
supplemental environment -  

hacking tools  

 Outreach support  CTF -  team SMEs  Safe sandbox  

Appendix Table B3 Themes and their Supporting Codes for How Cyber Ranges are Used for 
Teaching and Learning Activities  
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APPENDIX D  

Academic Courses Taught by VaCR Registered Educators  

 

High School Courses   Community College Courses   
University/College 

Courses  

Accounting, Econ and Personal 
Finance, & Marketing   CompTIA A+ certification   Breach Remediation  

Prob/Stats & Discrete Math   CompTIA Security+ preparation   Computer Networks  

AP Physics 1, IB Physics SL, & 
Physics   Computer Crimes and Hacking   Cyber Forensics  

Adv Cybersecurity Software 
Operations   CSC 200 Intro Comp Sci   Cyber Security II  

Adv Cybersecurity Systems 

Technology   CSC 201 -  Computer Science I   Intro to Cybersecurity  

Advanced Information Systems   CSC 205 -  Computer Organization   Intro to Digital Forensics  

Cisco   IT 106 Microcomp OS   
Intro to Problem Solving 
in CS  

Computer Network Software 
Operations   ITD 130 Database Software   Securing the Cyber World  

Computer Systems Technology I   ITE 115 Micro Comp Software   Strategic Management  

Cybersecurity Fundamentals and 
Advanced   ITE 130 -  Internet Services   

Strategy Competition 
Analytics  

Cybersecurity Network Systems   ITE 140 Adv Spreadsheeting    

Cybersecurity Software Operations   
ITN 101 Introduction to Network 

Concepts    

Cybersecurity Systems Technology 
and Advanced   ITN 170 Linux Sys Admin    

Game Design and Advanced   ITN 171 UNIX    

Hardware and Networking   
ITN 200 Administration of Network 
Resources    

Information Systems   ITN 260 Intro Network Security    

Intro to CS with Python   
ITN 275 Incident Response and 
Computer Forensics    

Introduction to Computer Science   
ITN -262: Network Comm, Security 

& Authentication    

Intro to Programming   ITP 100 Software Design    

IT Fundamentals   ITP 120 Java    

M284 Adv Programming   
ITP 270 Programming for 

Cybersecurity    

M286 Intermed Programming      
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M288 AP Computer Science 

Principles      

Network+      
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APPENDIX E  

Educator Excerpts Regarding Teaching and Learning Activities Using the VaCR  
 

Accessible 
Environment  

ñWe compete in the National Cyber League. Some of the challenges require 

tools that are installed on Kali Linux, so the VACR Kali image is 
excellent.   Students donôt have to download and install Kali.  Of those 
students that have VMware, several do not have enough disk space to have 
multiple VMs.ò [Experienced, Community College] 
 
ñI use the cyber range as a hosting environment for cybersecurity labs.ò 
[Experienced, High School]  

Hands -on 

Application & 
Practice  

ñBeing able to use the virtual machines online has been amazing.  We use 
them to practice Windows management, which would normally be blocked, 
learn terminal/command line, and cybersecurity exercises.ò[Experienced, 

High School]  
 
ñUse cyber range environments for application of network reconnaissance, 
footprinting, enumeration principles, firewall and IDS configuration 
princip les, and for public key cryptography concepts.ò [Experienced, College] 

Existing Labs 
& Lessons  

ñOur textbook does not currently have a lab manual that is worth using 
(outdated and no live environment) the cyber range fills that gap.ò 
[Experienced, High Sc hool]  
 
ñSome of the labs provided by the publisher do not directly map to specific 
learning objectives for the course so I identified more appropriate ones in 

the range.ò [Experienced, College] 

CTFs 

ñAfter each lesson on a technical subject I often assign one of the existing 

problems in the CloudCTF related to it as a supporting/reinforcing 

assignment.ò [Experienced, High School] 
 
ñWe have three CTF group-based classwork assignments where, for each, 
students attempt to solve challenges in a specific domain  (web 
reconnaissance, cryptography, networking). [Experienced, College]  
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APPENDIX F  

Educator Excerpts Regarding Feedback and Assessments Using the VaCR  
 
 

Formative 
Assessment  

ñUsing the cyber range gives students the opportunity to ask 
questions about something they maybe didn't fully grasp before.ò 
[Novice, High School]  
 
ñI use the labs given via the range or cyber.org to help them better 
understand where their weaknesses are and what they need to 
improve on.ò [Experience, Community College]  
 

Summative 
Assessment  

ñAssessments are based on successful completion of tasks assigned 
directly relating back to course competencies.ò [Novice, High School] 
 
ñI sometimes write CTF problems as "quiz" problems, which serve as 

self -grading activities .ò [Experienced, High School] 
 

Feedback  

ñI ask my students if they like the labs and what their favorite part is.ò 

[Novice, High School]  
 
ñStudents will be assigned specific tasks, most recently account 
management policy via Windows Local Security Policy.   Each student 
needed to properly configure the settings, as outlined in the 
assessment.   I logged into each machine to verify settings and give 
feedback.ò [Experienced, Community College] 
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Abstract  
Internet of Things (IoT) has exponentially increased the collection of  different types of  consumer 
information through IoT  sensors. IoT makes peopleôs life more convenient and at the same time poses 
new challenges to privacy and security protection. Most  consumers do not completely realize the 

potential privacy and security risks related to Io T. To make the matters worse, there is no standard 
metric for IoT and specifically for smart homes. There have been several calls by researchers for 
identification and development of new metrics to measure the level of privacy harm and security 
protection.  In this paper a comprehensive literature review was conducted on privacy metrics for smart 
homes. A total of 69 papers were identified. T hree papers  specifically addressed smart homes privacy  
and privacy metrics. The metrics developed by these papers have  their shortcomings and need to be 
further verified and tested.  

 
Keywords:  smart home, privacy, metric, IoT, Internet of Things  

 
1. INTRODUCTION  

 
Internet of Things (IoT) has exponentially 
increased the collection o f consumersô 
information through device sensors. Although IoT 
makes peopleôs life more convenient, at the same 
time it poses new challenges to privacy and 

security protection. Most consumers do not 
completely realize the potential privacy and 
security risks related to IoT (Choi, Lowey, & 
Wang, 2020).  
 
Access control and cryptography for controlling 
privacy have been researched with strong results. 

These methods can be strong deterrents against 
outside adversaries. However, they do not 

provide privacy protecti on against those with 
access to the data (Dong, Ratliff, Cardenas, 
Ohlsson, & Sastry, 2018). For example, utility 
companies with access to energy consumption 
may be able to infer lifestyle information from 

usage patterns.  
 
One of the prime factors for user sô willingness to 
deploy smart technology is convenience.  
However, it appears that personal data tracking 

by these devices is not important to the users of 

these technology (Princi & Kramer, 2020). Choi  et 
al. (2020) noted that many consumers have 
limited information on IoT and even the ones with 
enough information seldom protect their personal 
information because of the cognitive gap between 
the attitude and actual behavior.  

 
Although IoT maximizes convenience, the unseen 
collection of data, usage, and sha ring increase 
privacy concerns for IoT users (Aleisa & Renaud, 
2017). IoT privacy and security problems 
intensify the demand for mechanisms to protect 
IoT privacy and security (Choi et al., 2020).  

 
As Amar, Haddadi, and Mortier (2018) noted; 

users are usu ally oblivious to the kind of 
information they are divulging. The usersô data 
patterns can be used for inference and the users 
cannot be expected to be aware of that. Zheng, 
Apthorpe, Chetty, and Feamser (2018) also 

stated that users need to be informed of  the 
continuing data collection through IoT devices. In 
most cases, collection of some type of data might 
be harmless. However, specific household 
information can lead to compromising inferences. 
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They also observed that for privacy protection, it 

is necess ary to make it easier for the users to 
understand and control smart home data 
collection. Providing a way to easily configure 

privacy features would assist users with privacy 
protection. Privacy metrics will assist users in 
understanding the level of priva cy protection of 
their devices and motivate them to configure their 
privacy features.   
 
The contribution of this paper is to present an 

overview of the existing research on smart homes 
(IoT for homes) privacy metrics and to point out 
its shortcomings.  
 

2. LITERATURE REVIEW  
 

In general, research on identifying metrics for 
privacy has been scarce. Research by Liu and 
Terzi (2010) is one of the exceptions who 
developed a framework for computing privacy 
scores for online social networks users. There 
have been c alls by  several researchers for 
identifying privacy metrics (Bugeja, Jacobsson, & 

Davidsson, 2020 ; Vemou & Karyda, 2018; Haug, 
Lanza, & Gewald, 2021).  
 
Research on IoT privacy metrics is also scarce. 
Choi  et al.  (2020) noted that many previous 
privacy sco ring studies are on the context of 
social media. Therefore, the IoT vulnerabilities 

and new information types used in IoT are not 
considered.  

 
Toch, Bettini, Shmueli, Radaelli, Lanzi, Riboni, 
and Lepri  (2018) called for the identification and 
development of new metrics that measure the 

level of privacy harm and security protection of 
systems. These new metrics could help in the 
future development and regulation policies of 
cyber security systems.  
 
Vari ous researchers have suggested different 
ways to measure privacy. For example, Haug  et 

al. (2021) stated that to measure privacy 
concerns one might need to utilize privacy risks 
as a proxy.  Bugeja  et al. (2020) presented a data 
sensitivity metric based on  personal data 

exposure for smart connected homes. Dong  et al. 
(2018) looked into the behavioral methods and 
noted that since it is not easy to convert a 

personôs emotions and decision making about 
privacy into a mathematical object, the majority 
of existi ng behavioral methods can be useful. 
Using behavioral methods requires emphasis on a 
privacy level evaluation that closely follows either 
a personôs privacy assessment or decision to 

reveal information. User studies research that 

employ this method will ma intain their 

applicability to real - life applications.  
 
Machine learning can also be utilized in privacy 

research. Liu, Ding, Shaham, Rahayu, Farokhi, 
and Lin (2021) noted that machine learning can 
be used as a powerful tool for privacy research 
from an att ack as well as defense point of view.  
 
There are several literature review papers on IoT 
and smart homes privacy concerns (Abdi, Zhan, 

Ramokapane, & Such, 2021; Aleisa & Renaud, 
2017; Kulyk, Milanovic, &  Pitt, 2020; Ogonji, 
Okeyo, & Wafula, 2020; Princi & Kramer, 2020; 
Yao, Basdeo, McDonough, & Wang, 2019). 
However, as of the date of this paper, no 
literature reviews on privacy metrics for smart 

homes were found.  
 
This study is a literature review of privacy metrics 
for smart home s. The results of this st udy  will 
help researchers to understand the current status 
of research on smart home privacy  metrics and 
the need to develop privacy metrics for smart 

homes.  
 

3. METHOD  
 
The  methodology developed by Pickering and 
Byrne (2014) was used in order to systematically 
analyze existing academic literature and produce 

a quantitative overview of smart -home privacy 
metrics . The benefit of this method is its facility 

for finding what the  existing research covers and 
where the gaps are (Aleisa & Renaud, 2017). This 
method has been used by various researchers in 
the past (Aleisa & Renaud; Ogonji  et al., 2020; 

Low -Choy, Riley, & Alston -Knox, 2017; Templier 
& Pare, 2018; Bergstrom, Van Winsen , & 
Henriqson, 2015).  
 
The Pickering and Byrne (2014) methodology is a 
15 -stage process that starts with defining the 
topic, formulating research questions, identifying 

keywords, identifying and searching databases to 
evaluating key results and conclusions  and finally 
revising paper until it is ready for submission. See 
figure 1 in appendix B.  

 
Webster and Watson (2002) noted that leading 
journals are likely to be the major contributors. 

They further recommended examining reputable 
conference proceedings an d to go backward by 
reviewing the citations of the identified articles to 
determine prior articles that need to be included.  
Based on Webster and Watsonôs 
recommendation, the  following databases were 

searched for research papers and conference 
proceedings  related to Home IoT privacy metric: 
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Association of Information systems (AIS), ACM, 

IEEE Xplore, Elsevier ScienceDirect, ProQuest, 
Emerald Management, and Web of Science. Only 
research in English was considered. Considering 

that 70% of social science and 9 0% of natural 
science research is conducted in English the 
language bias may not be large (Pickering & 
Bryne, 2014).  
 
A combination of the following keywords was 
used: Internet of Things, IoT, home, Smart 

Home, Privacy metric, and privacy measurement. 
The search was conducted up to and including the 
year 2022.  
 

Databases  Number of Articles  

ACM 10  

AIS  10  

Elsevier Science 

Direct  

18  (The total was 41.  

Only 18 papers were 
relevant to IoT after 
reading the abstracts .)  

Emerald 
Management  

  1 

IEEE 13  

ProQuest  16  

Web of Science    1 

Total:  69 (92 total)  

Table 1: Search Databases 1  

4. RESULTS  
 
The search yielded 92 original peer - reviewed 

research papers. The abstract, methodology, and 

conclusion of these papers were reviewed to 
identify the ones addressing privacy for internet 
of things. There were 69 papers that discussed 
privacy specifically in the IoT domain.  Research 
on IoT privacy was categorized among various 
IoT research areas as shown in table 2.  
 

The top three area of IoT privacy research were 
Location Based Services (LBS) with 13 papers; 
followed by IoT privacy models, frameworks, and 
protocols with 12 papers; and healthcare with 5 
papers. Since locations -based services are used 
by smart devices and applications (for example; 

smart phones, smart vehicles, and web 

applications) user privacy is a major concern, 
which is reflected by the number of research 
papers in that area. To implement privacy; 
privacy models, frameworks, and protocols are 
needed ; which explains the high number of 
research papers on the topic. Healthcare data, 

such as patient data, needs to be safeguarded. 
Patientsô privacy is also of prime concern shown 
by the number of research papers on healthcare 
privacy.  
 

There has been less research on smart homes 

privacy as it is a relatively new area for IoT and 
of less importance compared to the top three. 
However, as indicated in table 2 by the low 

number of research papers on smart homes 
privacy, more research is needed on smart homes 
pr ivacy. In general table 2 is a good indicator for 
the IoT privacy research areas that need 
attention.  
 

IoT Area  Number 
of Papers  

Camera Glass  1 

Crowdsourcing  2 

Cyber -physical Systems  3 

Data (utility & privacy)  1 

Data ï Car  1 

Data ï Personal  3 

Healthcare  5 

IoT & privacy models, 
frameworks, and protocols  

12  

Location Based Services (LBS)  13  

Machine Learning  1 

Mobile Analytics on IoT Devices  1 

Mobile applications used in smart 
homes & IoT devices  

1 

Mobile participatory sensing*  1 

Network Monitoring (IoT)  1 

Privacy labeling  1 

Privacy preserving solutions  1 

Smart Cities -  Crowdsensing  1 

Smart Communities  1 

Smart Devices  1 

Smart Devices ï mobility 

management  
1 

Smart Energy Management 
Systems  

1 

Smart Grid  3 

Smart Home  3 

Smart Home -  Speakers  2 

Smart Meter  2 

Value Creation in IoT (Digital 
Platform) Eco -system  

1 

Vehicles  4 

Wearables  1 

Total  69  

Table 2: IoT Privacy Research Categories  

Various aspects of privacy were addressed by the 

reviewed research papers. Some researchers 
investigated personal data privacy for any system 
that obtains personal data. One such example is 
Amar  et al.  (2018) that studied personal data 
privacy for any syst em that data consumers use 

to obtain personal data. They suggested 
implementing personal data privacy for producers 
of data using cheap hardware at the source of 
data. Other researchers like Dong  et al. (2018) 
investigated the tradeoff between stringent da ta 
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privacy rules and usefulness of the obtained data 

for consumers of that data.  
 
*In table 2, m obile participatory sensing refers to 

the sensing, processing, and storage resources in  
mobile phones that is used to obtain insight about 
the participants and  their environment through 
various applications ( Christin, 2016) . 
 
To identify research that specifically addressed 
privacy metrics; the  introduction,  methodology, 

and conclusion of the 69 research papers in table 
2 were read carefully. In some cases, the whole 
paper was read. Eighteen research papers were 
identified that discussed privacy metrics in IoT. 
These research papers are listed in table 3  in 
Appendix A . The findings from table 3 are 

discussed in the next section.  
 

5. FINDINGS  
 

The privacy metrics, models, or frameworks that 
were discussed or developed in the reviewed 
papers were mostly based on one or more of 

three main privacy metrics. These privacy metrics 
included differential privacy, k -anonymity, and 
entropy and have been used by various 
researchers in the past.   
 
Differential privacy was first introduced and used 
in statistic databases. It is a rigorous 

mathematical definition of privacy. Differential 
privacy was inspired by Dalenius (1977) that 

ñnothing about an individual should be learnable 
from the database that cannot be learned without 
access to the databaseò (Dwork, 2006).  In simple 
terms, differential privacy introduces noise into a 

dataset so that personal information cannot be 
identified when statistical analysis is p erformed 
on the dataset.   
 
As Dong  et al. (2018) noted, the most popular 
privacy metric is differential privacy. However, 
differential privacy for many practical applications 

requires a particular structure of uncertainty. Its 
use is not clear in a dynamic  system when the 
sampling rate is adjusted (Dong, et al.).   
 

k-Anonymity is a widely adopted method for 
preserving privacy that was introduced for the 
database community by Sweeney (2002). K -

anonymity is based on hiding sensitive 
information by introducing  k-1 dummies so that 
the adversary will be unable to recognize the 
actual information.  
 
Entropy was first introduced by Serjantov and 

Denezis  (2002) to measure the degree of 
uncertainty in an anonymous set. Entropy privacy 

metric refers to the uncertainty in a random 

variable. Entropy is the measure of anonymity in 
a set ( Babaghayou, Labraoui, Abba Ari, Lagraa, & 
Ferrag, 2020). A lower entropy translates into a 

lower privacy protection level ( Alaradi and Innab, 
2019). Entropy is used in Location Based Services 
(LBS) to measure the uncertainty degree of a 
location belonging to a user ( Sun, Chen, Hu, Qian, 
& Hassan, 2017).  
 
Cyber - physical Systems  

To protect userôs privacy in smart cyber-physical 
systems Chaaya, Barhamgi, Chbeir, Arnould, & 
Benslimane (2019) proposed Privacy Oracle. 
Privacy Oracle is a context -aware semantic 
reasoning system, providing users with a dynamic 
overview of their privacy  risks as their context 

changes. When users are aware of the direct and 
indirect privacy risks, they can take the proper 
steps to protect their privacy.  
 
Location Based Services (LBS)  
Compromised location servers, which store usersô 
activities information,  can use inference attacks 

to track the usersô real location and obtain 
personal and sensitive user information. Alaradi 
and Innab (2019) proposed Location Based 
Services protection method to guarantee location 
privacy by enhancing the previously employed 
method of using dummy locations. Dummy 
locations surround the real location to impede 

recognition of the real location among the 
dummies by the server. Alaradi and Innab 

employed entropy privacy metric.  
 
Set of Anonymity Size (SAS) ñrefers to the 
indisting uishability of a target vehicle in 

comparing to other vehicles in the same context.ò 
(Babaghayou  et al.,  2020). Babaghayou et al. 
surveyed the Vehicular Ad -hoc Networks 
(VANETS) privacy protection strategies that use 
pseudonyms in place of individual real identities 
and changing them often to protect the privacy of 
users. They reviewed various location based 

privacy metrics for VANETS, including SAS, 
entropy, the degree of anonymity, adversaryôs 
success rate, maximum tracking time, and 
statistics on pseudon ym change. Babaghayou, 

Labraoui, Abba Ari, Ferrag, Maglaras, and  Janicke 
(2021)  used a location privacy metric called 
traceability. Traceability is defined ñas the 

correctness of an adversary to build the target 
vehicleôs traces using eavesdropped beaconsò 
(Babaghayou et al ., 2021 ).  
 
Bin, Lei, and  Guoyin (2019) propose d a 
mathematica lly rigorous method for LBS privacy 

protection called ᴊ-sensitive correlation privacy 

protection scheme which provides correlation 
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indistinguishable to the location data. Entropy is 

used in ᴊ-sensitive correlation privacy protection.  

 
IoT  

Consumer -disclosed information is classified by 
previous research into six information types, 
which include demographic; contact; vehicle; 
lifestyle, interests, and activities data; financial 
and economic data; and financial and credit data. 
Examples of fi nancial and economic data include 
estimated income and home value. Examples of 

financial and credit data are credit score, loan, 
and credit card data. The new type of data that is 
captured by IoT includes consumersô behavioral 
tendencies, real - time locatio ns, and schedules, 
which can be subject to ill use (Choi  et al., 2020).  
 

To protect private information of IoT users, Choi 

et al.  (2020) proposed a design framework to 
evaluate and quantify IoT privacy security risks 
(PSR) that is associated with IoT adopt ion.  PSR 
scores are used to assess IoT Privacy and 
Security Risks (PSR). PSR scores are determined 
by the collective consideration of consumersô IoT 

information types, weight impact factors, and 
personal capabilities.  Their work contributes to 
increasing  user awareness of PSRs and thereby 
minimizing the cognitive gap that is the possible 
cause of consumersô paradoxical behaviors when 
it comes to protecting their privacy. The limitation 
of the proposed approach is that the direct impact 

of cognitive gap be tween the attitude and actual 
behavior is not easily measurable. In addition, 

PSR scores can be subjective until there are 
sufficient PSR scores to compare individuals to 
populations. And finally, the individualsô 
personalities and experiences change in di fferent 
cultures which affects risks associated with 

different information types (Choi  et al. ).  
 
Dong  et al. (2018) introduced inferential privacy 
metric for IoT that takes into consideration data 
quality and its utility to the collectors of data. 
Inferent ial privacy metric is the probability that 

an adversary can correctly infer private 
information from public observations. However, 
in practice, determining the required distributions 
is not trivial (p. 9).  

 
Tavakolan and Faridi (2020) presented a model 
for  describing and applying privacy -aware policies 

in IoT devices. They suggested dividing general 
privacy policies into four main metric categories 
of obligation, disclosure, collection, and 
selectivity that could be used to build a 
descriptive model of priv acy aware policy on IoT 
devices. These general categories can be further 
expanded into more metric subcategories. The 

proposed model needs to be evaluated and tested 

practically.  
 
Smart Energy Management Systems  

Ukil, Bandyopadhyay, and Pal (2015) proposed  a 
privacy management method for smart energy 
applications.  The proposed approach   
automatically detects, measures, and preserves   
privacy for smart meter data before sharing it 
with third parties. The user will also be alerted 
when there is a possibility for privacy breaches of 

the shareable data. The proposed method 
requires a facilitation tool or device to perform the 
necessary analysis and computation on data.  
 
Smart Homes  
Bugeja  et al. (2020)  classified smart connected 

home systems into a four - tiered classification of 
app -based accessors, watchers, location 
harvesters, and listeners. An equation was then 
presented to calculate the data sensitivity score 
of smart home systems.  Data type (e.g., Image, 
audio, position), privacy parameter (e.g ., data 
type sensitivity, location sensitivity, and data 

accessibility) were used in the equation to 
calculate data sensitivity score. It is possible to 
include other parameters such as data retention 
time and trust in a manufacturer to measure data 
sensit ivity. The proposed data sensitivity metric 
needs to be analyzed and validated. A metric will 
also be needed for grading the calculated data 

sensitivity.  
 

Daubert, Wiesmaier, and Kikiras (2015) proposed 
a model that linked information, privacy and 
trust. T he model was based on privacy 
dimensions and trust dimensions. Privacy 

dimensions included identity privacy, location 
privacy, footprint privacy (such as preferred 
language and operating system), and query 
privacy (e.g., the fact that a query is made on 
we ather). Trust dimensions included trust in 
device, processing, connection, and system.  
 

Kennedy, Li, Wang, Liu, Wang, and  Sun (2019) 
proposed a new privacy metric for voice 
command fingerprinting attacks against smart -
home speakers called semantic distance  that 

used natural language processing to measure the 
privacy leakage. A voice command fingerprinting 
attack takes advantage of the fact that every 

voice command and its response, although 
encrypted, possess a unique traffic pattern 
because of packet lengt h, direction, order, etc. 
(Kennedy  et al. , 2019). The semantic distance 
metric uses accuracy, which is the effectiveness 
of a voice command fingerprinting attack, and 

semantic distance. Semantic distance refers to 
the fact that two similar voice commands a re not 
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exactly the same, for example ñwhat is the 

weatherò and ñwhat is the weather tomorrow?ò. 
Semantic distance is used as a metric to measure 
privacy leakage in addition to accuracy.  

 
6. CONCLUSION  

 
With the progressive advancement of technology, 
Intern et of Things (IoT) has exponentially 
increased the collection of numerous consumersô 
information through IoT  sensors. IoT makes 

peopleôs life more convenient and at the same 
time it confronts them with new challenges to 
privacy and security protection. Res earch shows 
that most consumers do not completely realize 
the potential privacy and security risks related to 
IoT ( Choi et al., 2020) . 

 
There is no standard metric for smart homes. 
Several researchers have called for identification 
and development of new m etrics to measure the 
level of privacy harm and security protection 
(Bugeja  et al. , 2020; Toch  et al.,  2018; Haug  et 
al., 2021; Vemou & Karyda, 2018). Development 

of new metrics could also help in the future 
development and regulation policies of cyber 
security systems.  
 
In this paper a comprehensive literature review 
was conducted on privacy metrics for smart 
homes. From a total of 69 papers that were 

identified, only three research papers by Bugeja  
et al. (2020), Daubert  et al. (2015), and Kennedy  

et al. ( 2019 ) addressed smart homes privacy  and 
privacy metrics . The metrics developed by these 
papers have their shortcomings and need to be 
further verified and tested.  

 
Considering the dearth of research on IoT and 
smart home privacy, future researchers need to 
focus on identifying and developing new metrics 
for IoT and smart homes  as a step toward user 
privacy pro tection.  
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APPENDIX A  
Table  3  

 

Research Authors  Category  Privacy Metric  Privacy Method  Publisher  

Zhang, Liu, Lu, 

Song, Ren, & Ma 
(2016)  

Crowdsourcing 

-  IoT Mobile 
Crowdsourcing  

Entropy  Privacy -preserving 

participant 
coordination 
mechanism is 
proposed to achieve 
optimal Quality of 
Information (QoI) for 
sensing tasks and 

protect the 
participantsô location 
privacy.  

Elsevier  

Wang, Tian, Huang, 

Yang, & Gao (2018)  

Cyber physical 

systems  

entropy and 

differential privacy  

Proposed and used 

theoretical multilayer 

Alignment (MLA) 
algorithm to establish 
k-anonymity based 
mechanism for 
preserving privacy 
and to achieve 
content privacy  

Prorequest  

Chaaya, Barhamgi, 
Chbeir, Arnould, & 
Benslimane (2019)  

Cyber physical 
systems  

Privacy risk  Privacy Oracle -  a 
context aware 
semantic reasoning 
system  

Elsevier  

Dong, Ratliff, 
Carde nas, Ohlsson, 
& Sastry, (2018)  

Data -  utility & 
privacy in IoT 
and smart grid  

Inferential privacy  Inferential privacy  ACM 

Babaghayou, 
Labraoui, Abba Ari, 
Ferrag, Maglaras, & 

Janicke. (2021)  

Internet of 
Vehicles  

location privacy 
metric called 
traceability.  

WHISPER ï A privacy 
preserving scheme 
based on reducing 

the transmission 
range while sending 
the safety beacons  

Prorequest  

Babaghayou, 
Labraoui, Abba Ari, 
Lagraa, & Ferrag 

(2020).  

Internet of 
Vehicles -  
Vehicular ad -

hoc networks 
(VANETS)  

Reviewed LBS privacy 
metrics: SAS, 
entropy, the degree 

of anonymity, 
adversaryôs success 
rate, maximum 
tracking time, 
statistics of 
pseudonym change  

Literature Review -  A 
survey of various 
privacy protections 

based on pseudonym 
change strategies  

Elsevier  

Li, He, Jiang, & Liu 

(2022)  

IoT  Privacy metrics for 

offloading: privacy 
entropy, task 
sensitivity, secrecy 
rate, secrecy outage 
probability, location 

privacy loss, and 
differential privacy  

Literature review -  

Review paper on 
Edge Servers & 
wireless 
Transmissions 
(offloading).  

Elsevier  

Tavakolan & Faridi 
(2020)  

IoT -  A model 
for applying 

Four main categories 
of obligation, 

Users prioritize a set 
of extendable privacy 
policies by assi gning 

IEEE 
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Research Authors  Category  Privacy Metric  Privacy Method  Publisher  

user 

preferences  

disclosure, collection, 

and selectivity.  

weights to the 

policies. The 
proposed method is 
used to apply userôs 
preferences within 
the privacy aware 
policies in IoT 

devices.  

Wang, Ren, Wang, 
Zhang, & Shen 
(2022)  

IoT -  Privacy 
preserving IoT 
streaming data 
analytical  
Framework 

(theoretic al), 
based on edge 
computing  

Sensitive inferences 
accuracy. Identity 
and gender 
recognition were 
defined as sensitive 

inferences.  

It uses a deep 
learning model to 
filter sensitive 
information and 
combines with 

differential privacy to 
stop the untrusted 
edg e server from 

making inferences 
from the IoT 
streaming data.  

Elsevier  

Choi, Lowry, & 
Wang (2020)  

IoT -  
framework  

Framework ï The 
framework is 
grounded in cognitive 
dissonance theory 
and information 
processing theory.  

A design framework 
for evaluating and 
quantifying IoT 
privacy security risks 
associated to IoT 
adoption  

AIS  

Alaradi & Innab 
(2019)  

LBS (Location 
Based 
Services)  

entropy  Location privacy 
protection called Safe 
Cycle Based 
Approach (SCBA)  

Prorequest  

Bin, Lei, & Guoyin 

(2019)  

LBS entropy  ᴊ -sensitive 

correlation privacy 

protection  

Prorequest  

Sun, Chen, Hu, 
Qian, & Hassan 
(2017)  

LBS entropy  Entropy is used to 
devise  methods to 
defend two attacks to 
LBS.  

Elsevier  

Du, Cai, Zhang, Liu, 
& Jiang (2019)  

LBS Entropy is used to 
measure the degree 
of privacy 
preservation for an 
anonymous set.  

Entropy is used is 
used to measure the 
uncertainty of 
recognizing the userôs 
location in a dummy 

location set.  

Prorequest  

Ukil, 
Bandyopadhyay, & 
Pal (2015)  

Smart Energy 
Management 
Systems  

Proposed a model 
called Dynamic 
Privacy Analyzer  

The proposed 
dynamic privacy 
analyzer for smart 
meters uses 
estimation of privacy 

disclosure risk 
through analytical 
framework.  

IEEE 

Bugeja, Jacobsson, 
and Davidsson 

(2020)  

Smart Home  Based on data 
sensitivity score  

Based on data 
sensitivity score  

ACM 

Daubert, 
Wiesmaier, & 
Kikiras (2015)  

Smart Home  Trust -  Trust is used 
as a scalar metric 
and mapped to 
privacy, sensitivity, 

A model to link 
information, p rivacy 
and trust.  

IEEE 
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Research Authors  Category  Privacy Metric  Privacy Method  Publisher  

and personally 

identifiable 
information.  

Kennedy, Li, Wang, 
Liu, Wang, & Sun 
(2019)  

Smart Home -
speakers  

Semantic distance  Accuracy and 
semantic distance are 
used  

IEEE 

Table 3 :  Research on IoT Privacy Metric  
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APPENDIX B  

Figure  1  
 
 

 
 

Figure 1 :  The fifteen stage literature review process by Pickering and Byrne  (2014)  
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Abstract  

 
The constantly increasing number of security incidents and threats warrant organizational security 
governance (OSG) practices rooted in data that allow quick and reliable decision -making to quickly adapt 
to the changing landscape of security man agement. Measurement, reporting, and monitoring of security 
controls across organizations provide a data -driven governance approach that enables leaders to scale 
security tools and measures aligned to organizational business objectives. This research ident ifies 
standard practices under measurement, reporting, and monitoring and provides insight into how these 

domains come together to enhance overall OSG practices. Interviews are conducted with security 
professionals in multiple organizations. Qualitative an alysis of the data suggests underlying themes for 
each domain.  Results indicate that the three domains under study form the basis of data governance 
and play a key role in aligning the OSG objectives with security controls. Implications for research and 

practice are drawn, and future research directions are suggested.  
 

Keywords:  organizational security governance, data governance, measurement, reporting, 
monitoring, qualitative, thematic analysis  
 

1. INTRODUCTION  
 
Security measurement, reporti ng, and monitoring 
are critical components in all organizational 

security governance (OSG) strategies. 

Implementation of constant security monitoring 
enhances employeesô security assurance behavior 
and awareness (Ahmad et al., 2019). Effective 
security mea surement in all fields of the 

organizational IT infrastructure leads to effective 
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information security management (You, Cho, & 

Lee, 2015). Finally, a successful reporting 
strategy is a glue that holds together all other 
areas of information security govern ance. With 

the increased number of cyber -attacks, top 
organizational management becomes more and 
more involved in security governance and 
requires constant reporting on (1) what was done 
to reduce vulnerabilities and (2) how effective 
these measures are (G arigue & Stefaniu, 2003). 
At the same time, even the involvement of top 

management does not guarantee effective 
prevention of cyber -attacks. Corris (2010) noted 
that organizations continue to fall victim to 
phishing, stolen data, employee negligence, and 
other security issues. While there is a solid OSG 
theoretical framework, few studies report the 

match between this framework and its practical 
implementation.   
 
Researching the way organizations implement 
OSG measures will have multiple benefits. First, 
it  will help close the gap between theoretical 
frameworks and the real issues organizations face 

with their implementation. Second, it will reveal 
the aspects of OSG that companies encounter the 
most difficulties. For example, previous research 
shows that OS G implementation is often 
inefficient due to either not formulating its 
specific objectives or not communicating them to 
all involved parties (Mishra, 2015). Finally, it will 

help the researchers provide recommendations 
for making OSG implementation more e ffective.  

 
In this research, we use the theoretical 
framework of OSG defined by AlGhamdi (2020). 
This model includes seven critical domains (1) 

Responsibility & accountability, (2) Awareness, 
(3) Compliance, (4) Assessment & auditing, (5) 
Measurement, (6)  Reporting, and (7) Monitoring. 
The research goal is to explore the practical 
implementation of the last three domains: 
organizations' measurement, reporting, and 
monitoring. The research goal yields three 

research questions, which will be answered in this  
study:  
RQ1: How does security measurement structure 
influence Organizational Security Governance 

(OSG) practices?  
 
RQ2: How do reporting initiatives influence OSG 

practices?  
 
RQ3: How does monitoring influence 
organizationsô OSG practices? 
 
 

 
 

2. LITERATU RE REVIEW  

 
Organizational Security Governance  
Organizational Security Governance is part of the 

overall organizational Governance.  Blum (2020) 
lists the main functions as ñCharter or mandate 
the security program,ò ñManage, control, and 
report on risk,ò Coordinate security projects and 
manage issues,ò Manage security policy,ò and 
ñAllocate security budgets and resources.ò  It is 
essential to recognize that this is a governance 

activity and not simply a framework for IT 
security.  Schinagl, S., & Shahim, A. (2020) noted 
the move from the technical level  to the top 
board, strategic level when they wrote, 
ñlandscape has shifted ófrom the basement to the 
boardroom,ô that is, from a narrowly focused 

technical issue towards a strategic business issue 
and a top priority item for the boardò (Schinagl & 
Shahim, 2020, p. 283).  
 
Another driving force behind the expansion into 
the boardroom is the increasing number of laws 
and regulations impacting data, privacy, and 

security.  Khoo, Harris, & Hartman (2010) wrote, 
ñOrganizations must elevate the issue to a 
corporat e governance priority to systematically 
strengthen information security at all levels of the 
organizationò (p. 51). Yaokumah & Brown (2014) 
looked at the relationship between strategic 
information security governance and information 

security governance and  concluded that ñeffective 
information security governance strategic 

alignment greatly improves organizationsô risk 
management, resource management, 
performance measurement, and delivers business 
valueò (Yaokumah & Brown, 2014 p. 51). 

 
Frameworks  
As the im portance to the organization of the 
information and information infrastructure grew, 
and the governance structures expanded, some 
form of the system was needed to help organize 
the growing complexity.  Multiple frameworks 

were utilized in this endeavor; so me were part of 
the general organizational governance structure, 
and some were specific to the information 
security realm.  Some of the frameworks, such as 

ISO/IEC 38500 and COSO, have high levels of 
abstraction and are focused more on governance 
itself, w hile others, such as ISO/IEC 17779 and 

ITIL, are focused more on IT tactics and strategy. 
Of course, this framework's more detailed and 
focused nature makes it more prevalent among 
technical managers and not overall organizational 
governance (Von Solms, 20 05). Other 
frameworks cover higher governance levels down 

to the tactical level and are in the middle of the 
abstraction layer, such as COBIT 4/5 (De Haes, 
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Van Grembergen, & Debreceny, 2013).  Al -

Fatlawi (2021) looked at using COBIT 5 to 
improve security i n accounting information 
systems and noted that the framework included 

the governance and implementation processes.  
 
While COBIT is a prevalent and successful 
framework, other researchers have found 
deficiencies in its use for information security 
(Pratiw i, Indah, Jauhari, & Firdaus, 2020).  
AlGhamadi (2020) reviewed the literature in this 

area and found seven critical success factors 
when using frameworks for information security 
governance: 1) Responsibility & Accountability, 2) 
Awareness, 3) Compliance,  4) Assessment & 
Auditing, 5) Measurement, 6) Reporting, and 7) 
Monitoring.   

 
Problems with the Current Situation  
Some of the problems with the current situation 
in Information Security Governance include the 
lack of oversight by top organization leaders.   One 
group of researchers, after reviewing security 
governance in the healthcare industry, concluded 

that the increasingly complex laws and regulatory 
environment exasperated the problems, writing, 
ñThe preponderance of healthcare- related laws, 
compliance  regulations, and security guidance 
frameworks serve to complicate the cybersecurity 
challenge further and too often results in senior 
leadership assuming a state of blissful ignoranceò 

(Abraham, Chatterjee, & Sims, 2019, p.539).  
 

In addition to the breadt h of the framework, 
others have noted the difficulty in measurement 
and reporting.  To try and help solve this problem, 
some researchers have focused on developing 

methodologies to assist the security assessors in 
their duties.  They found that the data wa s 
ñdeeply influenced by the expertise of the 
assessor and his/her sensitivityò (Angelini, 
Bonomi, Ciccotelli, & Palma, 2020, p. 1).  The 
complexity of the entire process and the 
disconnect from the everyday work of most 

employees was also listed as an issu e by Ridley, 
Young, and Carroll (2004). Sadok, Alter, & Bednar 
(2020) conclude that ñSecurity practices remain 
an illusory activity in their real -world contextsò 

(p. 18).   
 
Measurement & Monitoring  

When gathering data for security evaluation, it 
still isn ôt clear what the measurement should be. 
Lidster & Rahman (2018) performed a 
comprehensive literature review and concluded a 
lack of a good measure of alignment between 
practices and governance still exists. It is not just 

governance that can be improved b y including the 
upper level of the organization.  A group of 

researchers found that the quality of the security 

is enhanced as the quality of the relationship 
between the auditors and upper management 
improved (Steinbart, Raschke, Gal, & Dilla, 

2018).  
 
One area where adherence to governance policies 
is the area of phishing attacks.  Testing and data 
gathering in this area is easy and done across 
many organizations.  Instead of looking at actual 
testing, some researchers have suggested 

gathering data on the  userôs knowledge of 
phishing and their understanding of different 
situations using scenario -based analysis.  In this 
way, they hope to collect data on the employeesô 
broader understanding of the issues and 
opportunities for data loss (Das, Nippert -Eng, & 

Camp, 2022).  
 
As with so many other aspects of the information 
arena, the collected data must be stored, sorted, 
and ready for analysis.  For security issues, 
reports of flaws are stored in multiple open 
databases, such as the Common Vulnerabilities 

and Ex posures (CVE) and National Vulnerability 
Database (NVD).  Security policies developed 
from the governance models can refer to these 
vulnerabilities when ensuring that systems 
securities are up to date.  Dong et al. (2019) 
found inconsistencies in the data between these 
two repositories, making auditing difficult.  

 
As the information infrastructure grows and data 

is no longer stored in central locations but on 
devices scattered all over, such as in an IoT 
environment, security and measurement become 
an even more significant hurdle.  IoT devices are 

built by smaller companies, each with data and 
security standards.  They lack the resources to 
match standards for every customer.  The 
expanded usage of such devices outstrips the 
regulatory and governance as dema nd pressure 
increases (Vitunskaite, He, Brandstetter, & 
Janicke, 2019).  

 
The issue is more than the framework but the 
organizationôs security practices. Orehek and 
Petric (2020) stress that the goal of measurement 

should not just be on individual metrics b ut that 
all the data should be evaluated to measure the 
organization's security practices. Others have 

noted that by extending the security practices, 
workers are working to meet specific security 
metrics and improve the entire organizational 
security leve ls (Tan, Ruighaver, & Ahmad, 2010, 
September), leading to reporting such overall 
levels.  
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Reporting  

One of the most basic IT security reports is a 
security audit. While the audit may or may not 
look at the governance model, it still collects data 

on security policies and adherence.    Bongiovanni 
et al. (2022) argue that the problem is not in the 
data ga thering but in quantifying and organizing 
the data to align with the organizational 
governance model.  They proposed a model to 
quantify existing security data to an existing 
security governance model.   They tested their 

model on multiple organizations an d confirmed 
that such a model worked as proposed and 
tracked well across industries.  Instead of 
developing a new reporting model, Herath, 
Herath, & Cullum (2022) proposed using the 
Balanced Scorecard model and applying it to 

security governance.  One of t he advantages of 
this method is that all of the previous work could 
be leveraged in the deploy reporting scheme.  
Another positive is the inclusion of the financial 
return on the investment in security governance 
that is inherent in this model.   
 

Alotaibi , Furnell, & Clarke (2019) proposed a 
reporting model that assigns points to end -users 
based on their security compliance and 
awareness of security policies and risks.  The 
intriguing aspect of this model is that the issues 
are not just used as a measureme nt and reporting 
function but are used to assign both penalties and 

rewards.   
 

One of the significant areas of reporting is a risk. 
Spremic (2011) pointed out that IT risk is a 
function of both the asset itself and the threat and 
vulnerability.  Three par ts of the proposed 

corporate IT risk management model are: 
ñCorporate governance policies for managing IT 
risks,ò ñProcedures for managing IT risks on 
business units level or functional level,ò and 
ñOperational (technical) activities.ò 
Organizational Secur ity Governance 
Practices  

As demonstrated earlier, changing the practices 
to increase the upper levels of management in the 
security governance improves security levels.  
Still, other researchers have found more of a 

sense of complacency.  After interviewi ng 187 
employees in 39 organizations about their 
security practices, Sadok, Alter, & Bednar (2020) 

found that the corporate policies were 
disconnected from the security activities of the 
workers and that the security policies donôt have 
a high priority.  T hey concluded that ñSecurity 
practices remain an illusory activity in their real -
world contexts.ò Sadok, Alter, & Bednar (2020 

p.1). The organizationôs security practices are 
more than the policies and governance structure; 

it is also how the employees int eract with the 

guidelines.  What is said and rewarded in all 
organizations is not always the same.  Khatib & 
Barki (2021) surveyed over 300 workers 

concerning their activities in hypothetical 
scenarios and found their response was 
motivated more by any ben efits than any costs 
based on non -compliance. This would fit with the 
model proposed by Alotaibi, Furnell, & Clarke 
(2019).  
 

Efficient OSG practices are not just an 
organizationôs security policies but encompass 
the training and everyday interactions with the 
guidelines; some of those interactions increase 
the security level, and some decrease the 
organizationôs security level (Da Veiga et al., 

2020).  Other researchers have moved beyond 
security practices and looked at the interplay 
between security practices and the general 
practices of the organization and information 
security awareness.  They found a high  
correlation between  the general practices and the 
security practices, suggesting that training efforts 

on security practices alone should be a more 
effective use of resources (Wiley, McCormac, & 
Calic, 2020). Of course, the security practices 
depend on a top to bottom securi ty governance 
framework.  After reviewing industry and 
academic security practices, Veiga & Eloff (2007) 
made the critical recommendation that ñThe first 

step in developing an information security culture 
and empowering the workforce to be aware of 

their r esponsibilities towards protecting 
information assets would be to implement a 
comprehensive Information Security Governance 
frameworkò (p. 370). 

 
To fully understand an organizationôs Information 
Security Governance, we need to gather data 
about the struct ure and policies and conduct 
interviews concerning all aspects of the 
organization's security practices.  
 

3. METHODOLOGY  
 
Data Collection and Analysis  
To collect the data, we conducted 10 interviews 

with security and organizational governance 
managers, whi ch were sufficient to cover small, 
medium, and large businesses. The discussions 

included questions about the managersô 
experience with security measurement, 
reporting, and monitoring. Each interview 
included three groups of questions matching the 
three do mains. Each question included multiple 
talking points (Table 1), which were normally 

covered by the respondents. In case any talking 
points were skipped, the interviewer asked 
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additional questions related to the missing 

information.  
 

Question 5: How does measurement 
influence OSG practices?  

¶ How does your organization measure its 
performance against their Organizational 
Security Objectives?  

o Can you give some examples of the 
types of data that is gathered to help 
measure this performance?  

o IS the data actually used to try and 

alter performance?  
o Does the data only flow upward, or do 

all employees have access to at least 
some of these performance 
measures?  

o Do you have any examples of this 
downward flow?  

¶ In what ways are employees measured on 
their awareness and commitment to the 
Organizational Security Objectives?  

o Is the measurement itself meant to 
influence their performance?    

o Can you give any details?  

¶ Does your organization gather data from 
outside to assess their Organizational 
Security Objectives?  

o Can you give some details?  
o Does this data influence practice as 

well as data gathering techniques and 
measures?  

Table 1: Interview Questions Structure  
 
The interviews were recorded as audio files and 
later converted to text with the help of a 

transcribing tool. The answers were grouped by 
the three domains and the respondents within 
each domain. During the first stage of the further 
analysis, we listed the themes that emerged after 
the initial reading. A theme was record ed on the 
list if it was mentioned multiple times, either by 

the same respondent or multiple respondents. 
The responses were specifically matched to the 
recorded themes during the second stage.  
 
The results of the data analysis are presented in 
the follow ing section.   

 

The subjectsô demographic information is given in 
Appendix A. The majority of the ten interviewed 
subjects represent either the top management or 
executive management highly involved in 
information security decision -making. Most 
respondents  represent medium to large 
organizations (1000 or more employees) and 

have substantial (10 or more years) experience in 
their field. The organizations were very diverse 

and included healthcare, pharma, defense, 

financial services, engineering/IT, and non -profit.   
 

4. RESULTS  

 
This section presents the results of our data 
analysis. The data is presented research 
question -wise.  
 
Domain: Measurement   
 

Theme 1:   
Performance  
 

¶ Dashboard with metrics for 
each area  
¶ Different areas of 

performance: people, 
process, and knowledge   

¶ Delivery of completed 

projects  
¶ Projects within budget  
¶ Frameworks provide 

metrics  
¶ Internal audit performs 

measurement.   

¶ Key risk indicators  
¶ KPIs are measured but do 

not get much of an 
executive view -operational 
nature, such as VM a nd 
phishing.  

¶ Good code passing through 
pipeline offering good 
service  

Theme 2:  

Awareness 
of OSG  

¶ Maintain situational 

awareness through 
different channels  

¶ Reputation awareness  

Theme 3:  
External  

¶ Third -party measures  
¶ Security campaigns impact  
¶ Training impact  
¶ Scans the internet - facing 

systems for threat vectors  

¶ Provide a score to reflect 
the health of the system  
¶ Ranks highest risk systems 

to prioritize  
¶ Sends assessment reports 

to clients directly  

 

Table 2: Measureme nt Domain Themes  
 
A well -designed OSG program needs to be 
constantly aligned with the organizationôs risk 
appetite. Measurement of governance practices in 

control effectiveness, risk score, policy 
effectiveness, and operational efficiency ensure 
that the O SG objectives are realized after 
implementation. Performance and changes in an 
organization must continually evaluate whether 
the OSG principles, policies, and procedures are 
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working according to predefined indicators and 

criteria (Alghamdi et al., 2020). Research 
literature suggests many measures, such as 
employeesô awareness and training in doing their 

job, clarity in business processes (Mishra, 2015), 
knowing who to approach in adverse situations, 
and commitment to responsibilities (Nicho, 
2018). These m easurements assure top 
management that the OSG program is on track 
and acts as an incentive to garner more resources 
for the enhancement of the program.   

 
Our data for the Measurement domain shows 
three emergent themes: 1) Performance, 2) 
Awareness of OSG , and 3) External (Table 2).  
 
Theme one covers the performance measurement 

indicators and practices. Our data suggest that 
most organizations use dashboards with metrics 
for each performance area. These areas are 
people, processes, and knowledge. Multiple types 
of metrics are used, such as the delivery of 
completed IT projects, the number of projects 
within budget, and key risk indicators, such as the 

number of phishing attacks, malware attacks, etc. 
The internal audit division performs 
measurements of cont rol effectiveness in many 
organizations. Most of the leading IT governance 
frameworks provide key metrics. Key 
performance indicators (KPI) are measured, 
funneling data to dashboards. Operational KPIs 

include whether the code passing through the 
pipeline i s good, whether managers use 

vulnerability management, or detecting phishing 
attacks. In contrast, dashboard data is provided 
to C -Level executives.  
 

Theme two is about employeesô awareness of 
OSG practices. Our data suggest that it is 
essential to maintain situational awareness 
through different channels in various contexts. 
Understanding what is being measured, why it is 
being measured, and how it impacts day - to -day 
tasks goes a long way in making measurement 

more effective. Employeesô reputation awareness 
creates a sense of pride in their daily work 
performance.  
  

Theme three is about using external factors and 
agencies to measure OSG practicesô impact. 
Several third -party measures are used in 

organizations. Third parties are often used to 
track th e impact of security campaigns or training 
employees. On the network side, scanning the 
internet - facing systems for threat vectors allows 
for measuring network efficiency. On the process 
side, frameworks entail guidelines that will enable 

creating a score on processes to reflect the 
systemôs health. The prioritized ranking for 

different controls allows for better decision -

making. For DoD -related organizations, external 
agencies directly send the report of OSG practices 
to the clients to maintain transparenc y in the 

process.  
 
Domain: Reporting   
Reporting allows the actual data from 
measurement to flow upwards in the organization 
such that decision -making is informed and timely. 
Reports show the results of the assessment and 

measurement activities in the orga nization, which 
can assist top management in understanding the 
return on investment in the organizationôs 
protection (Alghamdi et al., 2020). Research 
literature argues for proper reporting channels in 
the context of OSG to achieve the intended 

benefits of  the controls (Mishra, 2020; Nicho, 
2018). Most widely used frameworks such as 
COBIT, NIST, or even in -house versions of such 
frameworks provide a rich array of metrics for 
reporting purposes.  
 
Our results suggest three main themes for the 

reporting domai n: 1) Standard procedure, 2) 
operations, and 3) action related to reports (Table 
3).  
 
Theme one is reporting on standard procedures 
at different levels of an organization. Our data 
suggest that monthly operational reporting is 

funneled up through metrics a nd KPIs to 
management. Teams of people create reports 

through Tableau (or similar tools) for CEOs for 
strategic decision -making. Once a month, data is 
reported at a C - level meeting without daily 
operational details. Quarterly reports with crucial 

metrics f or the board are also generated. In larger 
organizations, there are separate reporting 
groups specializing in reporting on anything that 
occurs in the organization; for example, risk 
assessment reports based on the state of controls 
are generated for audit ors. In some 
organizations, reporting depends on who is 

asking and what is being asked; it is in response 
to what is being sought. There are no 
standardized formats for enterprise -wide 
reporting. Rather, departments have their 

standards of reporting. Some organizations follow 
reporting standards provided by frameworks such 
as US -CERT.  

 
Theme two is operational reporting for task 
management activities at a higher granularity. 
Our data suggests that organizations use multiple 
tools to obtain any kind of repo rt aligned to 
security process and control. It could be 

vulnerability reports from the third party or real -
time information on all domains of cybersecurity 
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that are essential for daily tasks to be completed. 

Measuring all the controls in multiple manners 
allows consistent control appraisal in a given 
control domain.  

 
Theme three alludes to actions taken in response 
to these reports. The organizational focus is to 
refine and improve the OSG process through 
reports and metrics. The flow of information 
upward s and downwards through the hierarchy 
depends on the information's value or nature and 

urgency. High - risk situations are acted upon in 
real - time. Compliance with policies is an 
expectation, followed up diligently in reporting. 
Non -compliance with controls or unexpected 
conditions, such as a breach, warrants more 
training for staff to deal with the situation. There 

could be a reward system to encourage 
employees to do the right things. It is good to 
recognize employees for due diligence in 
reporting incident s or unexpected situations.  
 
Domain: Monitoring  
Continuous monitoring provides agility to an 

organizationôs response to an aberration in its 
systems or processes. Monitoring allows 
responding to situations if preventive controls 
have been bypassed deftly. Monitoring control 
allows for quick remediation of the problem and 
minimizes damage in an unwarranted case 
(Mishra, 2021). Monitoring provides business 

continuity and recovery plans to be executed  
without interrupting day - to -day business 

(Alghamdi, 2020). Monitoring also allows for 
oversight of the usersô behavioral patterns within 
the organization to ensure that data is 
confidential and integrity is maintained (Mishra, 

2015).  
 
Our data suggest three themes in the domain of 
monitoring: 1) continuous monitoring, 2) action 
in deviation situations, and 3) monitoring training 
(Table 4).  
 

Theme one is about continuously monitoring the 
IT environment using multiple tools. 
Organizations implement zero - trust security, 
which results in everything an d everyone being 

monitored on the network. Tools are used to scan 
many terabytes of data daily. Baseline 
parameters are configured, and the dashboard 

captures the anomalies that need attention. 
Automated recurrent monitoring allows for 
ensuring that contro ls are operating effectively.  
All monitoring data feeds into reports directly for 
compliance purposes.  

Theme 1:   

Standard 
procedure   

¶ Monthly operational 

reporting funneled up 
through metrics and KPIs 

to management.   
¶ Reporting depends on who 

is asking and what is being 
asked.  
¶ Not standardized. 

Departments have their 

standards of reporting.  
¶ Team of people creating 

reports through Table au 
for CEOs  
¶ Reports quarterly with 

crucial metrics for the 
board  

¶ Once a month, data is 

reported at a C - level 
meeting.  
¶ A separate group presents 

a technical report on 
anything important that is 
ongoing.  

¶ Risk assessment reports 
based on the state of 
contro ls 
¶ Follow US -CERT reporting 

standards.  

Theme 2:  
Operations  

¶ Tools allow obtaining any 
kind of report aligned to 
security process and 
control.  
¶ Vulnerability reports from 

the third party  
¶ Real - time reports on all 

domains of cybersecurity  
¶ Constant Control appraisal 

in a given control domain  

Theme 3:  
Action 
related to 

reports  

¶ The focus is to refine and 
improve the process 
through reports and 

metrics  
¶ Depends on the value of 

the information. High - risk 
situations are acted upon 
in real - time.  
¶ Compliance is an 

expectation. Follow it 

diligently  
¶ Non -compliance or 

unexpected situations 
warrant more training.  
¶ Recognize employees for 

due diligence in reporting 

incidents or unexpected 
situations  

Table 3: Reporting Domain Themes  
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There are structu res in place, such as a change 

advisory board, that allow what is monitored and 
how the data is being consumed for decision 
making.  

 

Theme 1:   
Continuous 
monitoring   

¶ Continuously monitoring 
our environment.  
¶ Zero trust security -

everything and everyone 

is monitored.  
¶ All data feeds into reports 

for compliance.  
¶ Change advisory board 

allows what is monitored.  
¶ Tools are used to scan 

many terabytes of data 

daily.  

¶ Automated recurrent 
monitoring to ensure 
controls are operating 
effectively  

Theme 2:  

Action in 
deviation 
situations  

¶ Employees know what to 

do.  
¶ In deviation, act according 

to policies.  
¶ Sensitive information is 

flagged and put in the 
proxy area.  

¶ Human intervention is 
required to clear the 
doubt.  
¶ Advisory decides actions 

based on the situation.  

¶ Something gets flagged, 
then a report is sent to 

everyone  

Theme 3:  
Monitoring 
training  

¶ What to do in a deviation 
situation is a part of 
awareness traini ng  
¶ Specific training is 

required to allow what 

changes can go through.  
¶ Vulnerable to phishing 

attacks -needs to be 
trained  

Table 4: Monitoring Domain Themes  

 
Theme two is about actions taken in an 

unexpected situation. Our data suggest that there 
is tra ining so that employees know what to do in 
unexpected situations. If there is no clarity for a 
given scenario, then employees are trained to 
follow policies as guidelines. In many cases, 

human intervention is required to clear the 
ambiguity in action. Moni toring allows the 
organization to flag sensitive information 
traveling in the network and put it in a proxy area 
for further review. There are advisory groups in 
organizations that decide what actions are best 

based on the situation. In most cases, if 

some thing gets flagged, then an alert is sent to 
everyone.  
 

Theme three is about specific training for 
monitoring purposes. Employees on monitoring 
teams need to be provided specialized training in 
a) recognizing that a situation is not normal and 
b) what sho uld be the course of action in a 
situation like this. It could be a vulnerability or 
phishing training that provides detailed steps on 

what changes can be allowed and what cannot be 
done.  
 

5. DISCUSSION  
 

Each of the three domains (bolded in Table 5) in 

this study has implications for practice.  The first 
domain, measurement, can be considered the 
gatekeeper to the remaining domains.  Without 
proper measurement, there can be no reporting 
or monitoring.  Thi s study suggests that 
measurement must be implemented at various 
levels within an organization in order to be 

effective.  At the operational level, software 
engineers need measurement of their code as it 
passes through the CI pipeline.  Compliance staff 
needs measurement of security control 
implementation for audit purposes.  At a higher 
level, managers use KPIs and KRIôs to ensure that 
organizational goals are being met and risks are 

being mitigated.  At the strategic level, completed 
projects and budgets must be measured to 

achieve proper prioritization. While organizations 
may need to develop certain metrics in -house, 
there are various external resources that offer 
frameworks containing sets of common measures 

that every organization should implement (Che w 
et al., 2008; Bodeau et al., 2018).  Organizations, 
however, should ensure that they are not merely 
implementing measurement for its sake; 
ñinappropriate levels of precision and stabilityò 
(Snyder et al., 2020, p. 42) increase for little to 
no gain.  Onl y measurements that help achieve 

business goals should be implemented, 
monitored, and reported.  
 

Performance  Measurement  

Awareness of OSG  

External  

Standard procedure  Reporting  
Operations  
Action related to reports  

Continuous monitoring  Monitoring  

Action i n deviation situations  
Monitoring training  

Table 5: Domain Theme Summary  
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Just as measurements, suggestions for proper 

reporting can be found in external frameworks.  
Organizations will find that these are merely 
suggestions and will be highly customized 

depending on the recipient.  C -Suite executives 
may want reports that are infrequent and high -
level, while middle managers may want reports 
that are frequent and detailed.  Some reporting 
may even be conducted in real - time, such as 
critical vuln erability reports from the cyber team.  
The same rule applies with reporting as it did with 

measuring, donôt go overboard.  Over- reporting 
can lead to report fatigue, leading to critical 
reports being glossed over or deleted without 
being read.  This can h ave catastrophic effects on 
a business.  
 

Newer cyber frameworks have given birth to the 
younger brother of reporting: continuous 
monitoring.  While reports offer insights into an 
organizationôs operations on a periodic basis, 
critical activities can occur between those 
periods.  Organizations must implement tools and 
processes to ensure that their environment is 

monitored 24/7 for changes to baseline 
performance (National Institute of Standards and 
Technology, 2018).  This can be everything from 
increasing processor and memory usage on a 
production database server to detecting changes 
to a configuration file on a domain controller.  
Unwanted change on a network can wreak havoc, 

and employees must be properly trained to 
respond to such incidents.  The existen ce of an 

incident handling team to respond to cyber 
breaches is one such way an organization can 
prepare for negative changes (Cichonski et al., 
2012).  In a more proactive sense, an 

organization should have a configuration control 
board (CCB) to approve o r deny any change to 
the network, ensuring that proper testing is done 
and the change will not negatively affect the 
organization's security posture (Johnson et al., 
2011).  
 

6. CONCLUSION  
 

This study makes abundantly clear that proper 
OSG is mandatory for organizations to succeed in 

todayôs threat landscape.  Key aspects of 
measuring, reporting, and monitoring were 
uncovered and the existence and usefulness of 

these three domains were validated.  Given the 
sheer quantity of effort required to implement 
thes e three domains alone, it is evident that 
proper OSG cannot be achieved with fractional IT 
staff nor with one -  or two -person IT departments.  
It takes a team (optimistically many teams) of 

adequately educated and trained cyber experts to 
ensure a resilient  security posture and protect an 

organization from ever -changing threats.  Future 

research should be conducted that takes results 
from all seven domains from the seminal study 
and produces a set of minimum guidelines for 

implementing of an OSG program with in an 
organization.  
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APPENDIX A  

Participants ï Demographics  
 

Participants  Relevant years of 
experience  

Industry   Size  Title  Education 
level  

P1 10+  Pharma  40,000+  Information 
Security 
Manager  

Master  

P2 10+  Financial 
services  

1000+  Cyber Risk 
advisory 
manager  

Doctoral  

P3 6+  Financial 
services  

10,000+  Senior cyber 
security 

investigative 
analyst  

Master  

P4 20+  Healthcare 
services  

10,000+  VP security  Master  

P5 3-5 Engineering/IT  80  Studio lead  Bachelors  

P6 15  Non -profit 
R&D (fed 
contractor)  

65  President/CEO  Doctoral  

P7 7 Financial 

services  

200,000+  VP cyber 

security 
operations  

Masters  

P8 23  Defense/ 
aerospace  

400  CISO & CIO  Bachelors  

P9 
 

9+  Technology 
consulting  

Global/big  Global 
Director 
Security 
Architecture 
and 
Governance 

and Cloud 

Security and 
Compliance 
Services for 
Digital 
Solutions  

Bachelors  

P10 25  Healthcare  90,000+  Information 
Security 
Manager  

Master  

 
 

 

  



Cybersecurity Pedagogy & Practice Journal   2 (1) 

2832-1006  April 2023 

 

©2023 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 50 

https://cppj.info/; https://iscap.info  

 
CyberEducation -by -Design  

 

 
Paul Wagner  

paulewagner@arizona.edu  
Department Cyber, Intelligence, and Information Operations  

University of Arizona  
Tucson, Arizona  

 
 

Abstract  
 

Most survey results agree that there is a current and ongoing shortage of skilled cybersecurity workers 

that places our privacy, infrastructure, and nation at risk.  Estimates for the global Cybersecurity 
Workforce Gap r ange from 2.72 million to 3.5 million for 2021 and the United Statesô estimates range 
from 465,000 to over 7 00,000 open jobs as of September 2022 .  The most optimistic estimates still 
demonstrate a critical issue.  Many approaches to this problem take a si loed approach of improving or 
introducing cybersecurity curriculum at a younger age, focus on point in time training and certification, 
or skills development through internships, apprenticeships, and work experience.  Solving this problem 

requires an integ rated approach that incorporates education, training and certification, and experience 
that is accessible to all, at any age or experience level.  This paper will propose a CyberEducation -by -
Design methodology and framework.  This methodology and framework  is based on a review of current 
government initiatives and legislation that recognizes and addresses the cybersecurity education and 
workforce development problem.  Additionally, standards and curriculum available for K -12, Community 
and 2 -Year Colleges, and 4 -Year and beyond institutions will be outlined to cover the educational aspects 
of the problem.  Further, skills development through certifications, On - the -Job-Training (OJT) and 

internships / apprenticeships, experiential learning, and work experienc e will be discussed.   
 
Keywords: Cybersecurity Education, K -12 Education, Workforce Development, Certification  

1. INTRODUCTION  
 
The United States faces persistent and 
increasingly sophisticated malicious cyber 

campaigns that threaten the public sector, the 
private sector, and ultimately the American 
peopleôs security and privacy (Biden, 2021) . This 
is evidenced by the recent Colonial Pipeline Attack 
(Turton, 2021) ; SolarWinds Attack (CIS, 2021) ; 
and ransomware attacks against healthcare 

systems (Weiner, 2021) , U.S. schools and 
colleges (Kshertri , 2021)  and critical 

infrastructure (Cluley, 2021) . Most survey results 
agree that there is a current and ongoing 
shortage of skilled cybersecurity workers that 
places our privacy, infrastructure, and nation at 
risk. Estimates for the global Cybersecurity 

Workforce Gap range from 2.72 million (ISC2, 
2021)  to 3.5 million (Cyber Academy, 2021)  for 
2021 and the United Statesô estimates range from 
465,000 (Brooks, 2021)  to  over  700,000 (Cyber 
Seek, 2022)  open jobs as of November 2021.  The 

most optimistic estimates still demonstrate a 
critical issue.  Many appro aches to this problem 
take a siloed approach of improving or 
introducing cybersecurity curriculum at a younger 

age, focus on point in time training and 
certification, or skills development through 
internships / apprenticeships, and work 
experience.  The pu rpose of this paper is to 
propose a CyberEducation -by -Design Framework.  
This framework takes elements from various 

siloed initiatives to consolidate approach es that 
incorporates education, training and certification, 

and experience that is accessible to a ll at any age 
or experience level.  Supporting this framework is 
a review of current government initiatives and 
legislation that recognizes and addresses the 
cybersecurity education and workforce 

development problem.  Additionally, standards 
and curriculum a vailable for K -12, Community 
and 2 -Year Colleges, and 4 -Year and beyond 
institutions will be outlined to cover the 
educational aspects of the problem. Further, skills 

mailto:paulewagner@arizona.edu
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development through certifications, On - the -Job-

Training (OJT) and internships / apprentic eships, 
experiential learning, and work experience will be 
discussed.   

 
2. P ROPOSED WORK  

 
Research Design and Methodology  
The author used a systematic literature review 
(SLR) technique to find relevant academic articles 
from 2010 to 2021.  Relevant information was 

extracted from select articles to inform analysis 
and discussion. The steps involved in the SLR 
process include:  

1.   Define the research questions.  

2. Determine the data sources and 

search process.  

3.   Inclusion and Exclusion Criteria.  

4.    Results of searching and data 
extraction.  

5.   Analysis and Discussion.  

 
Research Questions  
1. What U.S. government legislation or initiatives 

have been developed to address cybersecurity 
education and workforce development?  
2. What standards, curriculu m, and initiatives 
have been introduced to address the 
cybersecurity and workforce development issues 

facing the U.S.?  
3. What can be done to address the cybersecurity 

and workforce development issues or improve 
upon current efforts?  
 
Data Sources and Sear ch Process  
A variety of sources were used to identify relevant 
sources for this research including Google 

Scholar, IEEE, Elsevier, EBSCO, Proquest and 
other library resources. Additionally, current 
industry trend reports were analyzed to identify 
current a nd relevant statistics to support research 
objectives. Search terms included but were not 
limited to linking the term ñCybersecurityò to 
Education, K -12 Education, Legislation, Dual 

Enrollment, Certifications, and Safety. The search 

limited results from 20 10 to present.  
    
Inclusion and Exclusion Criteria  
Given the limited, specific research on K -12 
Cybersecurity education and its application to 
current cybersecurity workforce shortages, the 

author applied a liberal inclusive set of search 
criteria. Full - text journal articles were used to 
identify and analy ze the current initiatives in 
cybersecurity education and training and current 

issues with cybersecurity workforce development. 

Information from these articles were extrapolated 
for their potential use in developing the 
CyberEducation -by -Design framework. Editorials, 

trade journals, and other online resources were 
used to identify the latest statistics, applications, 
and concerns facing cybersecurity education and 
workforce development.   
 
Search Results  
Search results can be broadly categorized into 

cyber -safety, cyber -education, and cyber -skills. 
The table provided in Appendix A focuses on the 
efforts to address the cyber education and 
workforce development issues; however, 
supplemental and supporting references are 
provided in the reference section.   
 

3.  GOVERNMENT LEGISLATION  
 
Arguably, ñCybercrimeò and the need for 
cybersecurity professionals has been around for 
nearly two centuries when a pair of thieves 
hacked the French Telegraph System to steal 
financial market information in 1834 (Herjavec, 

2019) . Since that time, cybercrime and cyber 
warfare has become more commonplace and 
sophisticated.  Despite this long need for 
cybersecurity professionals, it wasnôt until 
President Reagan signed into law the Computer 
Security Act of 1987 directing the National Bureau 

of Standards to, ñestablish a computer standards 
program for Federal computer systems, including 

guidelines for security of such systems drawing 
on technical security guidelines developed by the 
National Security Agency (NSA).ò (Glickman, 
1988, p. 6 ) . President Clinton established the 
Presidentôs Commission on Critical Infrastructure 

Protection in 1996 and released the first national 
strategy for protecting the nationôs computer 
networks from attack in 2000  (Clinton, 2000) .   
 
In 2003, President Bush  released The National 
Security Strategy to Secure Cyberspace which 
articulated five national priorities:  

I.  A National Cyberspace Security Response 
System,  

II.  A National Cyberspace Security Threat and 
Vulnerability Reduction Program,  

III.  A National Cyberspace Secur ity Awareness 
and Training Program,  

IV.  Securing Governmentsô Cyberspace, and 
V.  National Security and International 

Cyberspace Security Cooperation (Bush, 
2003) . 

 
Four major actions and initiatives tied to Priority 
III which directly relates to this paper includ e:  
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¶ Promote a comprehensive national awareness 

program to empower all Americans; 
businesses, the general workforce, and the 
general population, to secure their own parts 

of cyberspace,  
¶ Foster adequate training and education 
programs to support the Nationôs 
cybersecurity needs,  

¶ Increase the efficiency of existing general 
cybersecurity training programs, and  

¶ Promote private -sector support for well -

coordinated, widely recognized professional 
cybersecurity certifications (Bush, 2003) . 

 
President Obama led many initiatives to improve 
the nationôs cybersecurity. Briefly, these include 
the Cyberspace Policy Review (2009), making 

U.S. Cyber Command permanent (2009) 
(Armerding, 2013) , issued Executive Order 
13636, ñImproving Critical Infrastructure 
Cybersecurity  (2013),ò which led to the National 
Institute of Standards and Technology (NIST) 
developing the Cybersecurity Framework (2014)  
(Obama, 2013) , development of the 

Cybersecurity Act which includes Cybersecurity 
Information Sharing, National Cybersecurity 
Adva ncement, Federal Cybersecurity Workforce 
Assessment, and a variety of other cyber m atters 
(2015) (Obama, 2015) , and the implementation 
of the Cybersecurity National Action Plan (CNAP) 
which established the Commission on Enhancing 

Cybersecurity, modernize g overnment IT, 
empower Americans to secure their online 

accounts (CNAP, 2017) . CNAP enhanced 
cybersecurity education and training, through the 
National Initiatives for Cybersecurity Education 
(NICE) to expand Scholarship for Service 

opportunities, develop a  cybersecurity core 
curriculum, and strengthen the National Centers 
for Academic Excellence in Cybersecurity 
Program.    
 
President Trump issued Executive Order 13800, 
Strengthening the Cybersecurity of Federal 

Networks and Critical Infrastructure, which 
focused on modernizing federal information 
technology infrastructure, working with state and 
local government and private sector partners to 

more fully secure critical infrastructure, and 
collaborating with foreign allies (CISA, 2020) . In 
response to this, The Department of Commerce 

and Department of Homeland Security 
investigated cybersecurity workforce 
development determining the following:  
¶ The U.S. cybersecurity workforce needs 

immediate and sustained improvements,  
¶ It is necessary to expand the pool of 

cybersecurity candidates through retraining 

and by increasing the participation of women, 

minorities, and veterans,  
¶ There is a shortage of cybersecurity teachers 

at the primary and secondary levels, faculty 

in higher education, and training instructors, 
and  

¶ Comprehensive and reliable data about 
cybersecurity workforce positions needs and 
education and training programs are lacking 
(CISA, 2020) . 

 

Most recently, President Biden issued his 
Executive Order to improve U.S. cybersecurity 
which focuses on removing b arriers to threat 
information sharing between government and the 
private sector, improve software supply chain 
security, establish a cybersecurity safety review 

board, create a standard playbook for responding 
to cyber incidents, improve detection of 
cyber security incidents on federal government 
networks, and improve investigative and 
remediation capabilities (Biden, 2021) . 
Additionally, the K -12 Cybersecurity Act of 2021 
was signed into law ordering CISA to conduct an 

analysis of how cybersecurity risks sp ecifically 
impact K -12 educational institutions, conduct an 
evaluation of the challenges K -12 educational 
institutions face in securing information systems 
and student records and implementing 
cybersecurity protocols, identifying cybersecurity 
challenges r elating to remote learning, and 

evaluate the most accessible ways to 
communicate cybersecurity recommendations 

and tools (Cybersecurity Act, 2021) . 
 

4. STANDARDS ORGANIZATIONS  
 

Several standards organizations are involved in 
overcoming the cybersecurity workforce gap in 
response to or in support of these government 
initiatives.  The National Institute of Standards 
and Technology (NIST) Special Publication (SP) 
800 -181, Workforce Framework for Cybersecurity 
(National Initiatives for Cybersecurity Education 

(NICE) Framework), provides a set of building 
blocks for describing the tasks, knowledge, and 
skills (TKS) that are needed to perform 
cybersecurity work performed by individuals and 

teams for employers, education and training 
providers, and learners (Petersen, 2021) . The 
NICE Framework attempts to define the TKSs in 

generic terms that can be applied to all 
organizations and are agile, flexible, 
interoperable, and modular (Petersen , 2021) . The 
NICE Framework is comprised of seven categories 
of common cybersecurity functions which are 
broken down into 33 specialized areas that have 

defined Knowledge, Skills, and Abilities (KSAs) to 
complete defined tasks for that specialized area.  
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Additionally, Capability Indicators for Entry, 

Intermediate, and Advanced roles across training, 
experiential learning, education, continuous 
learning, and credentials / certifications are 

defined.  These items provide the building blocks 
for a Capable and Ready Cybersecurity Workforce 
(Figure  1).   
 

 
Figure  1: Building Blocks for a Capable and 
Ready Workforce (Newhouse, 2017)  
 
The National Security Agencyôs (NSA) Cryptologic 

School manages the National Centers of 
Academic Excellence in Cybersecurity (NCAE -C).  
NCAE-C is supported by multiple federal partners 
to create and manage a collaborative 
cybersecurity educational program with 
community colleges, colleges, and universities 
that:  

¶ Establish standards for cybersecurity 
curriculum and academic excellence,  

¶ Includes competency development among 

students and faculty,  
¶ Values community outreach and leadership in 

professional development,  
¶ Integrates cybersecurity practice within the 

institution across academic disciplines, and  
¶ Actively engages in solutions to cha llenges 

facing cybersecurity education (NCAEC, N.D.)  

 
Figure  2: NCAE - C Program of Study (PoS) 
Evaluation Conceptual Model (NCAEC, 2021)  
 
Academic institutions may be awarded one of 
three designations based on various criteria: 

Cyber Defense, Cyber Research, and Cyber 

Operations. These academic institutions align 
their curriculum map to learning outcomes which 
align with the NIST / NICE Fram ework.  

Additionally, the NCAE -C requires that designated 
programs integrate a continuous improvement 
process to ensure that the curriculum evolves 
with the state of cybersecurity  outlined in Figure 
2.   

 
5. CURRICULUM  

 

The National Cybersecurity Training and 
Education (NCyTE) Center aims to advance 
cybersecurity education in the U.S. by investing 
in technological innovation, resources, 
professional development, and tools to support 

faculty, community colleges, and the workforce 

pipeline of tomorrow (About NCyTE, 2021) . 
NCyTE provides resources for faculty, industry, 
and centers of academic excellence. Additionally, 
NCyTE provides cybersecurity curriculum 
consisting of dozens of modules across a variety 
of topics including Advanced Placement Computer 
Science  Principles; Cybersecurity, Cyber 

Intelligence Curriculum, Critical Infrastructure 
Security & Resilience (CISR), Critical 
Infrastructure Cybersecurity, Applied 
Cryptography, Cyber Threats & Counter 
Measures, Responsible Software Development, 
Secure Scripti ng, Cybersecurity and Society, 
Cybersecurity Principles, and Securing Data From 

Risk  (Cybersecurity Curriculum, 2021) . NCyTE 
supplements this content by providing webinar 
series, workshops, and resources to run camps 
and other activities.   
 
Similarly, Cyb er.orgôs goal is to empower 

educators as they prepare the next generation to 
succeed in the cyber workforce and ensure that 
every K -12 student receives foundational and 
technical cybersecurity knowledge and skills 
(Cyber.org, 2021) . Cyber.org released the first 
national K -12 cybersecurity learning standards 
focused on computing systems, digital 

citizenship, and security. Cyber.org has 
thousands of hours of curriculum broken down by 
grade level across career and technical education, 

computer science, cyberse curity, engineering, 
humanities, math, robotics and coding, and 
science.  Additionally, cyber.org provides 
professional development to empower educators.  

   
Two additional resources for obtaining and 
sharing resources and curriculum are the Centers 
of Academic Excellence in Cybersecurity Resource 
Directory (CARD) (CARD, 2021)  and the 
Cybersecurity Labs and Resource Knowledge 



Cybersecurity Pedagogy & Practice Journal   2 (1) 

2832-1006  April 2023 

 

©2023 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 54 

https://cppj.info/; https://iscap.info  

Base (CLARK) (CLARK, 2021)  to suppo rt 

educational institutions. CARD is a general 
resource directory that contains reports, grant 
deliverables, conference resources, competition 

frameworks, workshops and materials, and 
additional resources to support labs and summer 
camps. CLARK is focused on the development and 
sharing of cybersecurity curriculum.  Content is 
broken down by topic (22 topic areas), education 
level (Elementary - , Middle - , High -School, 
Undergraduate, Graduate, Post -Graduate, 

Community College, and Training), and length 
(Nanomod ule ï 1 hour or less, Micromodule ï 1 ï 
4 Hours, Module ï 4 ï 10 Hours, Unit ï Over 10 
Hours, Course ï 15 Weeks) (CLARK, 2021) .    
 

6. CURRENT SOLUTIONS  

 
The developed curriculum and support by t he U.S. 
government appears to support solving the 
cybersecuri ty education and workforce 
development problem . NIST / NICE and NCAE -C 
outline standards; and NCyTE, Cyber.org, CARD, 
and CLARK provide hundreds of hours of 

curriculum, content, workshops, and webinars to 
empower educators. Despite this, the 
cybersecurity education and workforce 
development problems continue to exist. There 
are a few reasons for this. First, focused 
cybersecurity education and training mostly 
begins at the collegiate level and is siloed.  

Second, industry does  no t know what KSAs they 
need f or the roles they are trying to fill. This is 

evident by job ads where skills, position levels, 
and pay are incongruent. Finally, aligning with the 
movement of cybersecurity education into the K -
12 space, ñCyber-Safetyò must be implemented 

seemingly at bir th considering that internet 
connected toys and devices enter childrenôs lives 
early.  This section outlines previous work that 
addresses Cyber -Safety, Cyber -Education, and 
Cyber -Skills designed to improve capabilities of 
the cyber workforce and reduce risk . 
 

Cyber - Safety  
Cyber -Safety initiatives can reduce the nationôs 
susceptibility to cybercrime and reduce risk. 
Cyber criminals typically prey on the weakest or 

most vulnerable; therefore, steps must be taken 
to educate and prepare those systems and 
populat ions at the greatest risk. Cyber -Safety is 

applicable to everyone.  People are introduced to 
technology at different points of their lives and 
their fluency with technology depends on many 
factors. Cyber -safety should be introduced at a 
young age consideri ng technology will be part of 
their entire lives. Children are taught how to 

safely navigate their world from a young age. This 
includes how to safely cross the street, not 

touching sharp or hot objects, wearing protective 

devices like helmets and seat bel ts, fire safety, 
stranger safety, and water safety. The research, 
content, and application of cyber -safety for 

children birth to 5 years remains under 
researched and limited in practice (Edwards, 
2021) . Additionally, the long term impacts of 
identity theft  with this population may not be 
understood for years.  
 
Similarly, the elderly population, those aged 65 

years or more, are at increased risk. Cybercrime 
against elderly fits into two general categories of 
fraud committed by strangers targeting 
investment s, charity contributions, and loans and 
mortgages and financial exploitation by relatives 
and caregivers (Arfi, 2013) .  According to the FBI 

(Munanga, 2019), older adults are prime 
candidates of these crimes due to their credit 
history and when cognitive d ecline necessitates 
the need for others to manage their finances.  
This cohort typically lacks the familiarity with 
technology that other generations have. 
Additionally, they are less likely to be cognizant 

of cybersecurity threats and lack the experience 
to identify fraud in the digital space.   The Center 
for Internet Security (Aliperti, 2021), Cyber 
Patriot CyberGenerations Program (Cyberpatriot 
2022), the Cybersecurity & Infrastructure 
Security Agency (CISA, 2022), and various 
industry and government par tners offer training 

and resources to support the elderly.  Despite the 
increased awareness, training, and available 

resources; the financial damage for seniors is 
estimated at $1.68 billion annually (Abbate, 
2021).   
 

Cyber - Education  
As previously mention ed, there are seven 
common cybersecurity functions and 33 
specialized areas as defined in the NICE 
Framework. These areas span from the non -
technical to the deeply technical.  Additionally, 
individuals from all backgrounds leverage cyber 

resources during d aily life. Thus, Cyber -Education 
content must be tailored to the audience. 
Research conducted at Southeastern Louisiana 
University determined that survey participants 

not in a technology - focused major are at a 
disadvantage when it comes to general 
cybersec urity knowledge and privacy practices 

(McNulty, 2021) . 
   
Similarly, Cyber -Education must be integrated 
into all education levels. The curriculum must be 
tailored to be digestible and applicable for each 
age / education level. This requires a multi - level, 

multi -discipline approach that provides a level of 
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cybersecurity education that is appropriate for an 

individualôs role in society as depicted in Figure 3 . 
 

 
Figure  3: Multi - Level, Multi - Discipline Cyber 
Education Approach (Sobiesk, 2015)  
 

Additionally , cybersecurity educational programs 
vary in content, application, breadth and depth, 
and integrated labs with  hands -on learning. The 
work of NICE, NCyTE, Cyber.org, an d others 
seeks to ensure that graduates at various levels 
have the tangible skills necessary to secure and 
thrive in the cybersecurity profession.  

Additionally, there are approximately 80 CAE -R, 
22 CAE -CO, and over 200 CAE -CD designated 
schools (CAE, 2021) . These schools meet or 
exceed the requirements set by the National 
Security Agency and are reviewed by peer 
institutions to ensure consistency and quality 

across schools.  
 
Further, cybersecurity education programs 
focusing on high school students are bei ng 
developed.  Regions Investing in the Next 
Generation (RING) is an online high school 
cybersecurity course that offers content for 

students and schools without existing 
cybersecurity programs which will officially launch 
in 2022 (RING, 2022).  RING allow s students to 
achieve high school credit in participating states.  
Also, RING provides networking and professional 
development through the RING student 
organization.  Additionally, Cyber.org facilitated 

collaboration among key stakeholders to develop 
and p ublish a set of K -12 cybersecurity learning 

standards.  These standards center on computing 
systems, digital citizenship, and security to 
ensure that students have a foundational 
understanding of cybersecurity and the skills and 

knowledge to pursue cyberse curity careers 
(Cyber.org, 2022).  
 
Cyber - Skills  
People starting their cybersecurity careers have 
three primary methods for developing skills 

necessary to increase employability . These are 

learning skills through self -study or other 
experiential learning, c ompleting industry 
certifications, or gaining a related degree 

(Marquardson, 2018) . This section focuses on the 
complementary skill development of 
certifications, On - the -Job Training (OJT) and 
Internships / Apprenticeships, and experiential 
learning.   
 
Certifications  

Research indicates that certifications are 
important since they build confidence in 
cybersecurity professionals, validate their level of 
knowledge and skills versus untrained 
employees, and can execute their assigned tasks 
more consistently (James, 2019) . Since 1989, 

Information Technology certifications have been 
introduced to reinforce and assess individuals or 
groups  (Jarocki, 2019) . Certifications are 
generally broken down into vendor -neutral and 
vendor -specific.  Certification vendors fact or in 
the current threat landscape, changing 
technologies, workforce needs, industry 

standards, and government and regulation to 
develop and maintain the certifications depicted 
in Figure 4 .   
 

 
Figure  4: Factors Impacting the 
Maintenance of Cybersecurity Certifications 
(Knapp, 2017)  
 

There are hundreds  of cybersecurity certifications 
provided by many organizations including 

Computing Technology Industry Association 
(CompTIA), International Council of  Electronic 
Commerce Consultants (EC -Council), Global 
Information Assurance Certification (GIAC), 

ISACA, and the International Information 
Systems Security Certification Consortium 
(ISC2).  The 202 2 Cybersecurity Certification 
Roadmap (Jerimy, 2022)  maps over  400 
certifications across various cyber domains  of 
Communication and Network Security, 
Information Assurance Management, Security 
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Architecture and Engineering, Asset Security, 

Security and Risk Management, Security 
Assessment and Testing, Software Secur ity, and 
Security Operations.   (Appendix B).  

 
On - the - Job - Training / Apprenticeships / 
Internships / Experiential Learning  
Cybersecurity degree programs obtain a 
competitive advantage based on the amount of 
ñhands-onò content within the curriculum 
consider ing industry requires a significant amount 

of skills -based training (Glantz, 2021) . 
Complementing this ñhands-onò content 
embedded into education programs and 
certifications is On - the -Job Training (OJT), 
internships / apprenticeships, and experiential 
lear ning. Internships and apprenticeships allow 

potential employees to gain, develop, and refine 
their cybersecurity skills while providing insight 
into the career field. Access and value to these 
opportunities varies. Figure  5 outlines key 
differences between  these two opportunities.   
 

 
Figure  5: Internship and Apprenticeship 

Differences (Stoker, 2021)  
 
Although the experiences vary, the results are 
positive considering those that complete at least 

one internship receive 16% more job offers than 
those who donôt and 94% of individuals that 
complete an apprenticeship program retain 
employment (Goin, 2021).    
 
Finally, experiential learning in the form of self -
study, participating in summer camps, and 

participating in ñcapture- the -flagò competitions 

can augment other skill development 
opportunities. For example, the Air Force 
Association (AFA) sponsored Cyber Patriot 

program has evolved from a defense based 
cybersecurity competition to include curriculum 
to support elderly (Cybergenerations), educators 
(Elementary School Cyber Education Initiative 
(ESCEI)), and an information campaign through 
their CyberPatriot  Literature Series. The 
CyberPatriot National Youth Cyber Defense 

competition challenges teams of high school and 
middle school students to find and fix 
cybersecurity vulnerabilities in virtual operating 
systems (CyberPatriot, 2021) . Alternatively, the 
GenCyber program provides cybersecurity 
experience for students and teachers at the 

secondary level.  GenCyber focuses on:  
¶ Increasing awareness of K -12 cybersecurity 

content and career opportunities,  
¶ Increase student diversity in cybersecurity 

college and career readiness pathways, and  
¶ Facilitate teacher readiness within a teacher 

learning community (GenCyber, 2022).  

 
Additionally, t he National Cyber League (NCL) 
bridges the gap between high school an d college 
students by providing a performance -based, 
learning -centered cybersecurity competition 
providing practical cybersecurity challenges 
competitors are likely to face in the workplace 

(NCL, 2021) . Alternatively, TryHackMe 
(TryHackMe, 2021) and Hackth eBox (HTB, 2021)  

provide platforms for gaining hands -on 
cybersecurity skills.  
 

7. A BETTER APPROACH  

 
As previously stated, a unified approach 
incorporating the various learning opportunities 
must be developed to solve the cybersecurity 
workforce problem. A n example is the Cross -
Boundary Cyber Education Design (Glantz, 2020)  
which builds upon the Multi -Level, Multi -Discipline 
Cyber Education Approach by adding curricular 

design insights from cyber masterôs degree 
programs and cyber certification offerings ( Figure  
6).   

 


