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Abstract  

 
Generative AI (GenAI) offers transformative potential in higher education, particularly in the information 

security field. This study explores the integration of GenAI tools into information security courses, 
proposing a structured framework that enhances critical thinking and problem-solving skills through 
case-based learning. By combining GenAI with the analytical framework, Motivation-Methods-
Resources-Impact-Solutions (MMRIS), we conducted a two-phase case study. In total, 191 graduate 
students across 32 groups submitted the case study assignment and completed the reflection survey. 
The results show that 72% of the students preferred ChatGPT over Gemini (chi-square χ²=6.125, 
p<0.05) and critical thinking dimension scores ranged from 4.55 for inference to 2.77 for self-regulation. 

Students refined prompts for an average of 32 times per case. The key limitation of this study is that 
all data is based on self-reported perceptions. The findings suggest that GenAI tools can accelerate 
scenario comprehension and enrich educational outcomes. 
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Enhancing Student Learning in Information Security Courses: Integrating 
Generative AI, Critical Thinking, and Case-Based Pedagogy 

  
Gary Yu Zhao, Cindy Zhiling Tu and Joni Adkins 

 

 
1. INTRODUCTION 

 
Utilizing case studies in an information security 

class offers numerous pedagogical and practical 
benefits, especially in boosting student 
comprehension, engagement, and critical 
thinking. As established through a comprehensive 
Delphi Study by the American Philosophical 
Association (Facione, 1990), critical thinking 

represents an intentional and self-monitored 

cognitive process that involves systematically 
interpreting information, analyzing components, 
and evaluating both evidence and contextual 
elements. These skills are essential for the 
problem-solving mindset. In the context of 
information security education, students regularly 

engage in discussions, challenging others’ ideas, 
and approaches to problem-solving (Clarke & 
Konak, 2025). In a case study, critical thinking 
involves more than simply analyzing the incident; 
it requires students to challenge underlying 
assumptions, assess the validity of evidence, and 
develop logical, well-reasoned solutions. 

Throughout this process, students consistently 
apply analytical thinking and adapt their 
strategies, thereby demonstrating and 

strengthening their critical thinking abilities as 
they work through complex problems (Anderson 
et al., 2024). 

 
Critical thinking skills and knowledge are 
generally considered in six dimensions: 
interpretation, analysis, evaluation, inference, 
explanation, and self-regulation (Facione, 1990). 
In the case study of information security, 
interpretation involves understanding the 

scenario, defining the problem, and recognizing 
the stakeholders, systems, and security controls 
involved. Analysis enables students to analyze 
the situation, break down the attack chain, 
examine vulnerabilities, and assess security 
defenses (Mukherjee et al., 2024). Evaluation 

involves evaluating evidence, verifying data, and 

assessing impact and biases (Grover & Pea, 
2013). Inference allows students to brainstorm 
possible solutions, compare alternatives, and 
predict outcomes (Zimmerman, 2002). 
Explanation involves decision-making, choosing 
the best action, and considering ethics and 

compliance. Finally, self-regulation involves 
reflecting and improving. This allows students to 
review mistakes, document lessons learned, and 

ensure continuous improvement and adaptability 
(Zimmerman, 2002).  
 

Generative AI (GenAI) technologies like ChatGPT 
have proven effective in diverse academic fields, 
performing tasks like encouraging students to 
question and refine their solutions, creating 
knowledge-based course content, supporting 
coding exercises in Java and Python, and offering 

feedback for learners (Elkhodr & Gide, 2025; 

Michel-Villarreal et al., 2023). Information 
security education is especially well-suited for 
GenAI integration, as it demands both theoretical 
understanding and hands-on implementation. 
Students must evaluate regulatory standards, 
craft security policies, and respond to evolving 

cyber threats, i.e., tasks that benefit from GenAI-
assisted analysis but still necessitate human 
judgment to ensure precision and applicability 
(Al-Hawawreh et al., 2023; Balogh et al., 2024; 
Cao et al., 2025).  
 
The extensive body of literature on GenAI 

technologies in information security education 
has documented various advancements; 
however, several notable gaps persist. Firstly, 

there is a limited amount of research that 
specifically investigates the direct impact of 
GenAI models, such as ChatGPT, on cybersecurity 

education and curriculum development. Most 
existing studies have focused broadly on AI, 
primarily emphasizing earlier technologies like 
machine learning and data mining (Khan et al., 
2024). These studies have explored themes such 
as personalized learning, adaptive systems, and 
automated assessments, but they have largely 

overlooked the distinct capabilities and 
challenges introduced by GenAI tools. Secondly, 
there is a paucity of literature addressing how 
GenAI is integrated with case study pedagogy to 
promote students’ critical thinking and problem-
solving skills in the context of information security 

education. Educators in cybersecurity face the 

challenge of designing activities that encourage 
learning through trial and error, while striking the 
right balance between providing sufficient 
guidance and fostering independent problem-
solving (Ibrahim & Ford, 2023).  
 

This study seeks to bridge these gaps by offering 
a more in-depth exploration of the educational 
implications of GenAI, while also analyzing 



Cybersecurity Pedagogy & Practice Journal  5(1) 

2832-1006  April 2026 

 

©2026 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 6 

https://cppj.info/; https://iscap.us  

students’ responses and case study 

developments in the context of these emerging 
tools. Drawing upon the literature review and the 
gaps identified in existing research, this work 

seeks to explore the following research questions: 
 
RQ1: In what ways can GenAI tools be integrated 
into information security education to strengthen 
students’ critical thinking and their ability to apply 
knowledge in practical case analysis? 
 

RQ2: How does the use of GenAI tools improve 
students’ critical thinking skills? 
 
By systematically assessing the results of the 
proposed approach, the study establishes a 
transferable model for integrating GenAI in the 

information security curriculum. It serves as a 
practical reference for educators aiming to 
leverage AI as a pedagogical tool while 
maintaining academic rigor and fostering critical 
thinking. 
 

2. RELATED WORK 

 
Impact of GenAI on Information Security  
The transformative capabilities of GenAI— 
particularly large language models (LLMs) like 
ChatGPT, image generators, and code synthesis 
tools, are reshaping the information security 
landscape, offering innovative solutions for 

detecting, analyzing, and mitigating security 
threats (Marquardson, 2024; Shepherd, 2025). 

Generative AI represents a paradigm shift in both 
the offensive and defensive dimensions of 
information security. On the positive side, GenAI 
enhances threat detection and analysis by 

enabling systems to recognize complex attack 
patterns and process large volumes of data more 
efficiently. It can generate summaries of 
incidents, analyze logs using natural language 
understanding, and assist in identifying 
anomalies that may indicate security breaches 
(Grover et al., 2023; Metta et al., 2024). 

Additionally, it supports the automation of 
defensive measures, such as generating scripts 
and configurations based on specific threat 
models, and is being increasingly integrated into 

Security Orchestration, Automation, and 
Response (SOAR) platforms to improve response 
times and accuracy (Metta et al., 2024). GenAI 

also contributes significantly to cybersecurity 
training and simulation (Mohawesh et al., 2025). 
It can create realistic phishing emails, simulated 
malware, and various attack scenarios, all of 
which are valuable for red teaming and 
awareness training without exposing 

organizations to actual threats. Furthermore, it 
aids in code and configuration auditing by helping 

developers identify vulnerabilities in source code 

or configuration files, often explaining risks in 
clear, natural language. 
 

Despite these advantages, GenAI introduces a 
range of security risks. One of the most 
concerning issues is the automated generation of 
malware and exploits. Malicious actors can use AI 
tools to craft polymorphic malware or 
conceptualize zero-day attacks (Metta et al., 
2024). These tools lower the technical barrier for 

inexperienced attackers, allowing them to 
generate sophisticated malicious code without 
advanced expertise. Social engineering and 
phishing attacks also become more dangerous 
with the help of GenAI, as it enables the creation 
of highly personalized, grammatically correct, 

and context-aware messages, as well as deepfake 
audio and video content that can convincingly 
impersonate individuals (Al-Hawawreh et al., 
2023). 
 
Data leakage is another significant risk. When 
organizations interact with AI models—

particularly via public APIs—there is potential for 
inadvertent exposure of sensitive or proprietary 
information. Furthermore, model inversion 
attacks may extract confidential data from AI 
systems that have been trained on private 
datasets (Okdem & Okdem, 2024). In addition, 
GenAI can facilitate the evasion of traditional 

security controls. It can produce obfuscated or 
encoded malicious content that bypasses 

intrusion detection systems, firewalls, or other 
filtering mechanisms, and can adapt dynamically 
to different environments, undermining static or 
signature-based defenses (Okdem & Okdem, 

2024).  
 
GenAI in Information Security Education 
GenAI enhances personalized learning by 
enabling tailored explanations, real-time tutoring, 
and adaptive assessments. Students can interact 
with AI models to clarify difficult concepts such as 

risk management frameworks, access control 
models, and compliance requirements (e.g., ISO 
27001, NIST, GDPR), receiving instant feedback 
and examples relevant to their learning pace and 

context (Bukar et al., 2024; Crabb et al., 2024). 
Second, GenAI facilitates scenario-based learning 
and simulations (Elkhodr & Gide, 2025). 

Instructors can use GenAI to create dynamic case 
studies, threat models, and incident response 
simulations that reflect realistic, evolving attack 
scenarios. These AI-generated exercises can 
cover a wide range of topics, such as phishing 
campaigns, insider threats, or ransomware 

incidents, helping learners practice analytical 
thinking and decision-making in a safe 
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environment. Third, GenAI supports content 

creation and curriculum development (Elkhodr & 
Gide, 2025). Educators can generate instructional 
materials, quiz banks, lab exercises, and policy 

templates efficiently. This not only reduces 
preparation time but also allows for the rapid 
updating of content to reflect emerging threats 
and technologies (Elkhodr & Gide, 2025). 
 
Additionally, GenAI is a useful tool for ethical and 
critical thinking discussions. It can be used to 

demonstrate how attackers might misuse AI for 
malicious purposes, such as generating social 
engineering scripts or deepfakes, thereby 
sparking dialogue about responsible AI use, data 
protection, and legal implications (Mathews et al., 
2025). 

 
However, integrating generative AI into 
information security education also requires 
caution. There is a risk of students relying too 
heavily on AI without fully understanding the 
underlying concepts. Furthermore, the use of 
GenAI tools must be framed within clear 

academic integrity policies to prevent misuse, 
such as plagiarism or unauthorized code 
generation during assessments (Laato et al., 
2020; Michel-Villarreal et al., 2023). 
 
Case Study for Information Security 
Education 

The use of case studies in information security 
education has become increasingly valuable as a 

pedagogical tool for bridging theoretical 
knowledge with practical application (Anderson et 
al., 2024).  
 

One of the primary benefits of employing case 
studies is their ability to contextualize abstract 
security concepts. Topics such as risk 
assessment, incident response, regulatory 
compliance, access control, and governance 
frameworks are often difficult for students to fully 
grasp through lectures or textbook examples 

alone (Blanken-Webb et al., 2018; Cai, 2018). 
Case-based learning situates these concepts in 
realistic organizational settings, allowing learners 
to explore how theoretical models apply in 

practice. Moreover, case studies foster active 
learning (Cai, 2018; Marquardson, 2024). 
Instead of passively receiving information, 

students engage in discussions, analyze 
evidence, and evaluate alternative strategies. 
This interaction encourages deeper 
comprehension and the retention of complex 
information. For instance, analyzing a case 
involving a data breach can lead students to 

consider the interplay between technical controls, 
user behavior, and management decisions, 

thereby promoting a holistic understanding of 

cybersecurity. Case studies also serve to cultivate 
ethical awareness and policy literacy (García 
Peñalvo et al., 2025). By examining incidents 

involving insider threats, compliance failures, or 
controversial surveillance practices, learners can 
critically assess legal and ethical dimensions of 
security decision-making, which is particularly 
important in a domain where professionals must 
balance technical effectiveness with privacy 
rights, legal obligations, and organizational 

values (Mukherjee et al., 2024; Shivapurkar et 
al., 2020). 
 
Additionally, case studies support 
interdisciplinary learning. Information security 
spans multiple domains— technical, managerial, 

legal, and behavioral (Mathews et al., 2025; 
McDonald et al., 2019; Shepherd, 2025). A well-
designed case can integrate perspectives from all 
these areas, encouraging students to synthesize 
diverse forms of knowledge (Tagarev, 2019). This 
is particularly useful for graduate-level education 
or professional development courses, where 

learners often come from varied backgrounds. 
 

3. METHODOLOGY 
 
This study aims to propose a structured 
framework for utilizing GenAI tools in information 
security courses, demonstrating how such 

technologies can be leveraged to sharpen 
learners’ critical thinking and problem-solving 

skills. The implementation strategy unfolds in two 
structured phases. In the first phase, GenAI is 
incorporated into initial exercises, prompting 
students to evaluate AI-generated content, 

assess its validity, and enhance it through 
independent research and verified sources. This 
active engagement shifts learning from passive 
acceptance to critical analysis, reinforcing 
cybersecurity principles through hands-on 
scrutiny. The second phase integrates GenAI 
tools into formal case study assessment, 

challenging students to adapt AI-produced 
outputs to real-world cybersecurity situations 
while refining their work to meet industry and 
regulatory requirements. To solidify learning, 

reflective exercises are embedded, requiring 
students to compare different GenAI tools, 
evaluate GenAI’s role in the case study process, 

its strengths, and its constraints. 
 
This study was conducted in a graduate-level 
information security course at a Midwest public 
university, where one of the primary learning 
objectives was to prompt students to develop 

critical thinking and problem-solving skills. This 
study was built upon a case study in-class 
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assignment as shown in Appendix A. The 

assignment required group work, and the total 
class time was 6 hours over two weeks, with 

classes on Monday, Wednesday, and Friday (each 

lasting one hour). The main components of the 
assignment are summarized below. 

 

No.  Case Title Case Reference Link 

1 ViaSat Attack in Ukraine https://cyberconflicts.cyberpeaceinstitute.org/law-and-
policy/ cases/viasat 

2 Florida International University 
Ransomware Attack 

https://www.scworld.com/brief/florida-international-
university-attacked-by-blackcat-ransomware 

3 Rockstar Games Data Breach https://www.securityweek.com/rockstar-games-confirms-
breach-leading-gta-6-leak/ 

4 A massive DDoS attack takes 

down Israeli government 
websites 

https://www.timesofisrael.com/government-sites-crash-

after-massive-cyberattack-officials-say/ 

5 Synnovis Healthcare breach in 
June 2024  

https://www.webopedia.com/technology/biggest-cyber-
attacks-2024/ 

6 What Caused the Uber Data 
Breach in 2022? 

https://www.upguard.com/blog/what-caused-the-uber-
data-breach 

7 South Korea says DPRK hackers 
stole spy plane technical data 

https://www.bleepingcomputer.com/news/security/south-
korea-says-dprk-hackers-stole-spy-plane-technical-data/ 

8 Colonial Pipeline Ransomware 

Attack 

https://www.cisa.gov/news-events/news/attack-colonial-

pipeline-what-weve-learned-what-weve-done-over-past-
two-years 

9 Attack on Saudi Aramco https://money.cnn.com/2015/08/05/technology/aramco-
hack/index.html 

10 Data of More than 200 Million 
Twitter Users is Leaked 

https://purplesec.us/breach-report/twitter-data-leak-200-
million-users/ 

11 Iranian hackers breached a New 
York dam in 2013 

https://www.ciodive.com/news/iranian-hackers-breached-
new-york-dam-in-2013-wsj/411310/ 

12 Ransomware Breach Disrupted 
Indonesia Immigration  

https://www.sangfor.com/blog/cybersecurity/ransomware-
breach-disrupted-indonesia-immigration-and-other-
government-services 

13 Polycab targeted by 
ransomware attack 

https://www.financialexpress.com/business/industry-
polycab-targeted-by-ransomware-attack-company-says-
core-systems-and-operations-not-impacted-3432321/ 

14 WazirX Cryptocurrency 
Exchange Loses $230 Million in 
Major Security Breach 

https://thehackernews.com/2024/07/wazirx-
cryptocurrency-exchange-loses.html 

Table 1: The Case Pool for the In-class Assignment 

 
For this in-class assignment, students were 
required to collaborate in groups to conduct a 
comprehensive analysis of a historical cyber 
incident using the Motivation-Methods-
Resources-Impact-Solutions (MMRIS) framework 
adapted from the MMRI model (University of 

Washington, n.d.).  
 

In phase one (2 class hours), students learned 
the MMRIS framework and used it to dissect the 
attack in terms of the attacker’s motivation, the 
methods employed, the resources utilized, the 
impact of the incident, and the solutions 

suggested. Then, students practiced prompting 
two GenAI tools - ChatGPT and Gemini. The 
prompt must use the MMRIS framework in a 
cyberattack case. Students could use the 2023 
MGM cyberattack case or choose another case. A 

sample prompt was “Use the MMRIS framework 
to analyze this cyberattack.” Then “What were 
motivations?” and “What were the methods?”  
This practice was an iterative process that 
included a cycle of initializing a prompt, analyzing 
the output, and refining the prompt. Students 

kept track of the number of times they refined 
their prompts. 

 
The second phase (4 class hours) involved 
randomly drawing and thoroughly reviewing a 
real-world cyber incident from the case pool 
(Table 1). The students could describe the attack 

using their own words or upload the case. 
Students then applied the MMRIS framework as 
they had learned in phase one. Again, students 
must engage with two generative AI tools, such 
as Gemini and ChatGPT, by prompting them to 

https://cyberconflicts.cyberpeaceinstitute.org/law-and-policy/
https://cyberconflicts.cyberpeaceinstitute.org/law-and-policy/
https://www.scworld.com/brief/florida-international-university
https://www.scworld.com/brief/florida-international-university
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analyze the chosen case and compare the 

resulting outputs. Students all used the free 
versions of ChatGPT and Gemini. Based on this 
comparison, each group would develop and 

present its own analysis using the MMRIS model.  
 
After completing their case analysis, students 
gave a presentation to their classmates. They 
then submitted a final reflection, which included 
the evidence of learning promised in their 
proposal, as well as insights into their learning 

experience. 
 
Throughout the assignment, students were 
encouraged but not limited to use ChatGPT and 
Gemini in two phases. They could choose Grok, 
DeepSeek, Claude, or other models. They were 

instructed to cite ChatGPT and Gemini in both 
their initial learning plans and final reflections 
whenever they directly quoted its outputs. The 
instructor also demonstrated ChatGPT usage in 
class and provided examples highlighting 
instances of incorrect responses from the tool. 
 

Once the final reflection was submitted, students 
were invited to participate in the study, which 
aimed to inform future classroom discussions. 
Participation was voluntary, with no course credit 
or other incentives offered. The study involved 

completing a single survey featuring both 

quantitative and qualitative questions. Survey 
prompts are detailed in the results section. 
Students also had the option to upload ChatGPT 

and Gemini chat logs. 
No personal identifying information was collected 
unless a student chose to upload their logs. These 
logs compromised full anonymity due to 
filenames containing student names and the 
uniqueness of each student's topic, which could 
link the log to an individual. 

 
4. RESULTS 

 
In total, 191 students, divided into 32 groups (six 
students for 31 groups and five students for the 
last group), submitted the case study 

assignment, and all 191 students completed the 
reflection survey. 
 
In phase one, students reported the count of how 
many times they refined the prompt based on 
applying the MMRIS framework (at least five 
prompts). As shown in Figure 1, the range of 

refining times is from 15 to 46 for all 32 groups. 
Group 24 refined the least — 15 times, and Group 
19 refined the most — 46 times. The average 
number of refining times is 32, approximately 6 
refinements per query. 

 

 
Figure 1. The Count of Prompt Refining 

In phase two, students reported comparing their 

preferences for ChatGPT and Gemini when 
applying the MMRIS framework to the case study 
assignment. Figure 2 illustrates the overall group 
preferences: 72% of groups prefer ChatGPT, 

while 28% prefer using Gemini (chi-square χ² = 
6.125, p < 0.05, suggesting a clear preference 
between the two options presented). Moreover, 
as shown in Figure 3, student groups prefer using 
ChatGPT versus Gemini on the analysis of attack 
motivation by a ratio of 18:14, attack methods 

16:16, attack resources 22:10, attack impact 

17:15, and suggested solutions 21:11. The 
ANOVA results revealed significant differences 
among the groups (F(df1, df2) = 11.701, p < 
0.05), and the post-hoc tests identified which 

specific group comparisons were statistically 
different.  
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Figure 2. Student Group Preferences of 

ChatGPT and Gemini 

 

 
 

 
Figure 3. Student Group Preference of 

ChatGPT and Gemini on MMRI & Solutions 
 
At the end of phase two, a questionnaire survey 

was completed to gather feedback on the impact 

of GenAI tools on critical thinking and problem-
solving skills. The survey includes 17 questions 
with a 5-point Likert scale (1=Strongly Disagree, 
5=Strongly Agree) covering seven aspects. The 
survey questions focus on the reflection of six 
dimensions (Clarke & Konak, 2025) of critical 

thinking and the intention of using GenAI. A total 
of 191 feedback responses from students were 
collected and analyzed. Table 2 shows the survey 
report. 
 

# Question Mean SD 

1 
GenAI can learn the MMRIS 
framework fairly 

3.3 0.9 

2 
GenAI helps me understand the 
cyber incident scenario and learn 
the problems 

2.9 0.5 

3 

GenAI helps me recognize the 

stakeholders, systems, and 
security controls involved. 

3.7 0.6 

4 
GenAI can help me analyze the 
attack chain and the situation 
when an incident occurs. 

3.1 0.4 

5 
GenAI can examine the 
vulnerabilities in the incident 
case 

4.2 0.5 

6 

GenAI can help me evaluate the 

evidence and verify the data 

provided in the incident case 

2.8 0.6 

7 
GenAI can help me assess the 
impact on individuals, 
organizations, and society 

3.9 0.4 

8 
GenAI can suggest possible 
solutions and predict outcomes 

4.6 0.5 

9 
GenAI helps me consider 
different perspectives when 
finding solutions 

4.5 1.5 

10 
GenAI can provide comments on 
choosing the best action 

3.5 1.4 

11 
GenAI can help me consider 
ethics and compliance 

3.9 1.6 

12 

GenAI helps me document 

lessons learned from the incident 

cases 

2.8 1 

13 
GenAI encourages me to ask 
deeper or more refined questions  

3.1 0.9 

14 
GenAI helps me identify gaps or 
overlooked factors in our case 
study processes 

2.4 1.5 

15 
Overall, GenAI was a valuable 
tool for enhancing my critical 
thinking skills 

4.1 0.6 

16 

I would recommend the use of 
GenAI in future information 

security case studies or similar 
assignments 

4.7 0.6 

17 

I have the intention of using 

GenAI ethically in my future 
professional practice 

4.9 0.7 

Table 2. Helpfulness of GenAI on Critical 
Thinking and Intention of Adoption 

 
As shown in Figure 4, in the six dimensions of 
critical thinking, students perceived that GenAI 
tools have a good performance on five 
dimensions, especially on inference (providing 

possible solutions, scoring 4.55). The worst 
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performance is on self-regulation, with a score of 

2.77. Additionally, the intention to adopt GenAI is 
high, with a score of 4.57. 

 
Figure 4. Impact of GenAI on Six 

Dimensions of Critical Thinking and 
Intention of Adoption 

 

5. DISCUSSION 
 
Overall, the results suggest that GenAI tools can 
enhance students’ critical thinking skills and 
support structured analysis using the MMRIS 
framework in information security case studies; 
however, despite the high intention to use GenAI 

tools, students must be aware of potential 
inaccuracies and ethical issues.  

 
In phase one, students counted the prompt 
refining times and compared the outputs based 
on the word changes. All students agreed that 
refining prompts when using GenAI tools was 

crucial because the quality of the input (prompt) 
directly determined the quality of the output 
(response). However, there is no evidence in our 
study to show a positive relationship between the 
refining times and students’ satisfaction with the 
output. It could be a direction for future research.  

 
In phase two, students applied ChatGPT and 
Gemini with the MMRIS model to case studies and 
compared the outputs. The results show that 
students preferred ChatGPT over Gemini with a 

ratio of 72% to 28%. Additionally, ChatGPT 
outperformed Gemini in analyzing attack 

motivation, resources, and impact, as well as in 
providing possible solutions; however, it tied with 
Gemini in analyzing attack methods.  
 

“ChatGPT provided a broader perspective, 

focusing on motivations and methods. Its analysis 
included high-level recommendations for financial 
and reputational recovery.” 

 
“ChatGPT can be a great tool for generating 
general information and overviews, especially 
when needing fast answers on common topics.” 
 
“ChatGPT is useful for providing business-focused 
insights, such as explaining how companies 

handle crises, respond to threats, and manage 
operational continuity.” 
 
“Our team found ChatGPT to be more user-
friendly for broad brainstorming, while Gemini 
excelled in detailed and actionable insights.” 

 
“Gemini suits formal, in-depth needs; ChatGPT 
offers flexible, quick insights adaptable to follow-
up questions.” 
 
“Gemini excels in delivering detailed, technical 
information, especially about the methods and 

tools used by attackers.” 
 
“Gemini offered detailed operational insights and 
practical steps for mitigating risks. It emphasized 
post-attack recovery strategies and operational 
continuity measures.” 
 

The above students’ feedback affirms the results. 
ChatGPT is more user-friendly for providing broad 

and summarized analysis, more efficient for 
interacting with users’ natural language prompts, 
more effective for engaging the cyber incident 
contexts, and more concise for organizing related 

concepts in the responses. Gemini provides more 
granular, technical breakdowns and organizes 
responses into detailed subcategories. Moreover, 
the survey analysis reveals that GenAI 
significantly enhances the processes of 
interpretation, analysis, evaluation, inference, 
and explanation, but performs poorly in self-

regulation. Affirmatively, all students agree that 
both ChatGPT and Gemini help users develop 
critical thinking and problem-solving skills.  
 

Based on the analysis and discussion of the 
survey and students’ feedback, we propose a 
conceptual framework that integrates GenAI 

tools, critical thinking, and the MMRIS framework 
to support the analysis of cybersecurity case 
studies. 
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Figure 5. A Conceptual Framework  
 

As shown in Figure 5, at the center of the diagram 
is the case of a cyber incident, which serves as 
the focal point for applying both technological and 
cognitive tools in an educational context. On the 

left side of the diagram, GenAI tools, such as 
ChatGPT, Gemini, or similar models, play a 

supporting role by offering a variety of cognitive 
and assistive functions. These tools enable users 
to collect and interact with information, retrieve 
and simplify complex data, verify the credibility of 
sources, generate suggestions, provide examples 

and analogies, and guide users toward continuous 
improvement. These functionalities contribute to 
enhancing and refining students’ critical thinking 
processes throughout the case analysis. Critical 
thinking itself is situated at the core of the 
framework, depicted as a sequence of 
interconnected cognitive activities. These include 

interpretation, analysis, evaluation, inference, 
explanation, and self-regulation. These thinking 
processes are not isolated; they are supported 
and enriched by GenAI’s capabilities, which offer 

feedback and opportunities for iterative 
improvement. On the right side of the diagram 

lies the MMRIS framework, comprising 
motivation, methods, resources, impact, and 
solutions, which provides a structured approach 
to dissecting and understanding the selected 
cybersecurity incident. Through the application of 
critical thinking skills, students are encouraged to 
examine why the incident occurred, how it was 

executed, what tools were involved, what effects 

it had, and how the situation was or could be 
resolved. 
 
The framework also highlights the dynamic 

interaction between these components. GenAI 
tools enhance critical thinking, which in turn 

supports the application of the MMRIS framework 
to the case study. The process includes a 
feedback loop where self-regulation, supported 
by AI guidance, leads to refined analysis and 
deeper learning. Overall, the framework 

emphasizes how the integration of GenAI, 
structured analytical models, and critical thinking 
skills can significantly enrich students’ ability to 
interpret, evaluate, and respond to real-world 
cybersecurity challenges. 

 
6. CONCLUSIONS 

 
This study sheds light on how GenAI tools can be 
utilized to enhance learning in the field of 
information security. We propose a structured 

framework for incorporating GenAI into 
cybersecurity education, highlighting its ability to 

improve critical thinking and hands-on problem-
solving skills. The framework illustrates a 
pedagogical model for teaching cybersecurity 
through case-based learning. It emphasizes how 
GenAI tools, when integrated with critical thinking 
skills and a structured analytical framework 
(MMRIS), can enhance students' abilities to 

understand and respond to complex cyber 
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incidents. This approach provided students with 

immersive, practical experience in AI-driven 
cybersecurity strategies. 
 

Using a case-study-centered pedagogical 
approach, the study illustrates how GenAI can 
enhance students’ critical thinking in six 
dimensions. The findings reveal that GenAI 
significantly accelerates understanding of the 
scenarios, allowing students to dedicate more 
time to evaluating, refining, and ensuring 

compliance with industry standards and 
regulations. The proposed case analysis method 
supported by GenAI can be adapted to disciplines 
beyond security education, reinforcing the 
generalizability of the pedagogical model. 
 

This study has several limitations that warrant 
consideration. First, the findings are based on a 
single academic term and a relatively small 
student group. Thus, the effectiveness of the 
proposed framework may vary across different 
information security curricula and different 
institutions. Second, the study did not set a 

control group to compare with and without GenAI 
integration across different sections or 
semesters. Third, the research did not objectively 
assess students' ability to identify inaccuracies in 
AI-generated content. Future studies should 
address this gap by examining how detection 
capabilities vary between novice and advanced 

learners, thereby exploring potential correlations 
between skill level and discernment of AI-

generated misinformation. Further, future 
research should investigate the long-term effects 
on student skill development, adaptive GenAI-
learning frameworks, and scalable methods for 

integrating GenAI into cybersecurity education 
programs. 
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APPENDIX A 

 

The Group Assignment of Case Study with GenAI 

 

In this class work, you need to work with your group members to complete the following tasks: 

1. Go through a case of a cyber incident that occurred in the past.  

2. Learn and apply the Motivation-Methods-Resources-Impact-Solutions (MMRIS) framework to 
the cyber incident case. 

    MMRIS materials are linked under Module 12 on the course site. 

3. Prompt two generative AI tools (Gemini, ChatGPT, Grok, Claude, etc.) using MMRIS and present 
the outputs. 

4. Compare the output difference between two AI tools. 

5. Propose your own analysis based on MMRIS. 

6. Address what you have learned about using Gen-AI tools for this case study. 

At the end of Monday's class, you must submit at least 15 PowerPoint slides covering the above topics. 

You will do a class presentation on Wednesday and Friday's classes. 

 

Here is the rubric: 
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Abstract  
 

The growing demand for rigorous, standardized cybersecurity education has made the NSA’s National 
Centers of Academic Excellence in Cybersecurity (NCAE-C) program a cornerstone in ensuring quality 
and consistency across institutions.  The NCAE-C program for Cyber Defense utilizes the fundamental 
element Knowledge Unit (KU) to bundle learning outcomes and topics.  Institutions designated a Center 

of Academic Excellence (CAE) under the NCAE-C program must validate at least one program of study 
(PoS) by mapping PoS courses to a specified number and set of KUs.  This ensures that the CAE’s PoS 
includes foundational cybersecurity content and provides sufficient breadth and depth.  A simplifying 
NCAE-C program guideline treats all KUs as equivalent for mapping and validation purposes, regardless 
of the number or difficulty of learning outcomes and topics.  In this paper, we suggest that a more 
granular approach may be appropriate when comparing KUs.  Using systematic counts of learning 
outcomes and topics, combined with Bloom’s Taxonomy weighting of cognitive verbs, we calculate 

curricular load scores for all 73 KUs in the CAE-CD program.  These findings suggest that uniform 
treatment of KUs may unintentionally introduce inequities into CAE‑CD program design, review, and 

evaluation.  Recommendations include standardizing verb usage across KU documents and considering 
KU complexity when developing or revising program criteria.  A more granular understanding of KU 

demands can enhance curriculum planning and strengthen both academic rigor and alignment with 
evolving cybersecurity needs. 
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Excessive Equating: An Exploration of Knowledge Unit (KU) 

Curricular Load for CAE-CD Program Design and Evaluation 
 

Kasey Miller, Kevin Matthews, Ulku Clark, Geoff Stoker 
 

 
1. INTRODUCTION 

 
One of the two main requirements for designation 
in the National Centers of Academic Excellence in 
Cybersecurity (NCAE-C) program for Cyber 
Defense (CD) is a validated Program of Study 

(PoS) (Application Process and Adjudication 
Rubric Cyber Defense Working Group, 2024).  A 
major part of validating a PoS for a bachelor's 
program involves aligning 22 knowledge units 

(KU) with relevant courses within the PoS [NOTE: 
KU alignment details differ across associate, 
master's, and doctoral programs].  “A Knowledge 

Unit (KU) is a thematic grouping that encompass 
[sic] multiple, related KU outcomes and learning 
topics.” (Application Process and Adjudication 
Rubric Cyber Defense Working Group, 2024, p. 
3).  In this paper, the term "curricular load" refers 
to an abstract measure of the academic burden 

associated with a set of learning outcomes and 
topics.  Although this concept is explained more 
fully later, for now, think of curricular load as the 
idea that covering one learning outcome is less 
demanding than covering two, and addressing 
one topic is less burdensome than addressing 

two. 

 
Currently, there are 73 KUs grouped as follows: 

• 3 Foundational KUs 
• 5 Technical Core KUs 
• 5 Non-technical Core KUs 
• 60 Optional KUs.   

 

Each validated PoS in a bachelor's degree 
program must align with 1) the 3 Foundational 
KUs, 2) either all 5 Technical Core KUs or all 5 
Non-technical Core KUs, and 3) 14 of the Optional 
KUs (NOTE: opposing core KUs may also be used 
as optional KUs – i.e., if the Technical Core is 

chosen, then Non-technical Core KUs may be 
used as optional KUs, and vice versa).  Each KU 

contains a list of learning outcomes and a list of 
topics.  “While it is not required that every 
learning outcome be explicitly assessed as 
written, applicant schools should be able to 
defend their coverage of the learning outcomes” 

(Becker et al, 2024, p. 3).  For KU topics 
coverage, a simple majority must be addressed. 
 
The NCAE-C Program for CD instruction document 
also specifies that “a KU may be covered by one 

or more courses; however, a course should not 
be aligned to an excessive number of KUs, given 
the challenge of so many KU Outcomes coverage 
with a single course” (Becker et al, 2024, p. 3).  
The meaning of excessive is not clarified in this 
document, but in recent guidance from the NCAE-

C program office, the number five has been 
suggested as the threshold above which mapped 
KUs to a single course would be scrutinized (S. 
Steiner, personal communication, May 22, 2025). 

 
While this guidance begins to clarify what 
excessive could mean and is administratively 

useful, it is a bit coarse-grained and seems to 
imply, likely unintentionally, that the curricular 
load of all KUs is equivalent, so 1 KU ≡ 1 KU, 
despite the variation in the number of learning 
outcomes and topics for each KU.  Among the 73 
KUs, the number of learning outcomes per KU 

ranges from 1 to 10, and the number of topics 
ranges from 5 to 41.  At the extremes, the KU 
Software Security Analysis (SSA) has 2 Learning 
Outcomes and 5 Topics, whereas the KU 
Hardware/Firmware Security (HFS) has 5 
Learning Outcomes and enumerates 41 Topics. 

 

Although CAE CD policy treats all KUs as 
equivalent, the number of learning outcomes, 
topics, and Bloom-level verbs varies dramatically. 
Without accounting for this variation, KU mapping 
may unintentionally penalize programs whose 
selected KUs carry disproportionately high 
cognitive or topical load. 

 
This observation raises some questions, the 
exploration of which seems likely to be beneficial 
to the CAE-CD community.  Specifically, what is a 
good way to assess the curricular load of a 
particular KU?  Would having a curricular load 

score for each KU be helpful when evaluating a 
school’s PoS?  Would a curricular load score help 

schools interested in applying to the NCAE-C 
program better align KUs to their curriculum? 
 
In this paper, two ideas for generating a KU 
curricular load score using the number of KU 

Learning Outcomes, the number of KU Topics, 
and the revised Bloom’s Taxonomy level 
associated with the measurable verbs in the KU 
Learning Outcomes are explored.  Section 2 
reviews Bloom’s Taxonomy very lists and prior KU 
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analysis to motivate why verb choice matters for 

curricular burden. Section 3 details two scoring 
techniques, unweighted curricular load score 
(UCLS) and weighted curricular load score 

(WCLS), and the coding protocol used.  Section 4 
reports the results across KUs and illustrates the 
differences between UCLS and WCLS.  Section 5 
interprets the results for academic units from 
course design and program evaluation 
perspectives.  Section 6 concludes with 
implications for standards-aligned curricula 

beyond CAE-CD. 
 

2. LITERATURE REVIEW 
 
In 1948, an informal meeting of college 
examiners sparked interest in creating a 

theoretical framework to facilitate communication 
and the exchange of assessment items across 
educational institutions that measure common 
educational objectives (Bloom et al., 1956; 
Krathwohl, 2002).  The original idea included 
plans for a taxonomy of three domains: cognitive, 
affective, and psychomotor.  After years of work, 

a handbook was published on the cognitive 
domain, focusing on “the recall or recognition of 
knowledge and the development of intellectual 
abilities and skills” (Bloom et al., 1956, p. 7).  The 
six major classes identified were: knowledge, 
comprehension, application, analysis, synthesis, 
and evaluation. 

 
About half a century later, the framework was 

revised by a group that included David R. 
Karthwohl, a key contributor and author of the 
original framework, and resulted in the renaming 
of three classes, the reordering of two, and the 

recasting of all to verb form:  remember, 
understand, apply, analyze, evaluate, and create 
(Krathwohl, 2002). 
 
Verbs 
Using the presence of specific verbs in learning 
objectives to help identify and map objectives to 

Bloom levels has been done since the 1956 
publication of the original taxonomy; however, an 
authoritative, non-level-overlapping list of verbs 
does not currently exist.  Several efforts have 

been made to curate such a list, and we explore 
here the five that we consulted. 
 

Thirty unique verb lists were gathered by Stanny 
(2016) from the top 30 results of a Google search 
for “action words for Bloom’s taxonomy” (Stanny, 
2016, p. 3).  From this collection of 788 verbs, 
she found 433 unique verbs and 355 duplicates, 
both within and across the six Bloom categories.  

Using frequency of appearance across the 30 
lists, Stanny created a list of 104 unique verbs 

that each appeared on 10 or more lists.  These 

104 verbs resulted in a 128-verb chart with 18 
words duplicated across Bloom categories and the 
triplication of three (Figure A-1). 

 
Newton et al. (2020) gathered 47 publicly 
available lists from 35 universities and textbooks, 
noting that there was “very little agreement 
between these lists, most of which were not 
supported by evidence explaining where the 
verbs came from” (Newton et al., 2020, p. 1).  

Across the lists, they found 401 unique verbs.  
They created a 51-verb list with no duplicates 
using the original Bloom categories.  It included 
only verbs that appeared on more than half of the 
lists, occurring 50% of the time in one category 
(Figure A-2). 

 
In 2022, Das et al. built upon Stanny’s work and 
created a four-level classification system: Level 1, 
unambiguous; Level 2, unambiguous with a lower 
threshold; Level 3, transitional verbs; and Level 
4, ambiguous.  Level 1 results in 83 verbs, which 
is Stanny’s 128-verb chart minus the 21 verbs 

that repeat (Figure A-3). 
 
In January 2023, the Association for Computing 
Machinery (ACM) Committee for Computing 
Education in Community Colleges (CCECC) 
published a report that included a chart with 142 
unique verbs (Bamkole et al, 2023).  While many 

of the verbs are common to lists found on the 
internet, the main purpose of the report was to 

curate verbs useful to the computing community 
and for “technical tasks for which a technical verb 
would be appropriate but is not available” 
(Bamkole, 2023, p. 5).  For example, they took 

the verbs code, script, and program, which 
indicate similar concepts, and assigned code to 
the Apply level and script and program to the 
Create level.  The published list includes 56 of 
these compute-related verbs (Figure A-4). 
 
For their 2024 article, ElJishi et al. obtained lists 

of action verbs aligned to the revised Bloom’s 
Taxonomy from Stanford, Harvard, and an open 
textbook by Zhou & Brown (2015).  They used 
consensus to avoid duplicating verbs across 

Bloom categories and created a 140-verb list, 
albeit with 4 duplicates (Figure A-5). 
 

KU Analysis 
Previous analysis evaluated the 2018-2019 
changes to KU mapping and the reorganization of 
KU groups from two-year core, four-year core, 
and optional to the current groups of 
foundational, technical core, non-technical core, 

and optional (Clark et al., 2020).  This paper 
considers the KUs with changes published in late 
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2024 and focuses on their learning objectives and 

topics. 
 

3. METHODOLOGY 

 
Curricular load scores for each of the 73 KUs were 
generated in two ways: an unweighted method 
and a weighted method incorporating the revised 
Bloom’s taxonomy levels.  A complicating factor 
for both methods was how to count topics in the 
36 KUs with enumerated subtopics.  In these 

cases, only subtopics were counted, and the topic 
was treated as a heading.  In Figure 1, for 
example, the Technical Core KU Basic Scripting 
and Programming (BSP) has eight numbered 
topics, one of which (number 8) includes 10 
subtopics enumerated by lowercase letters a. 

through j.  In this case, we count 17 topics for the 
BSP KU (7 topics + 10 subtopics).   
 

 
Figure 1: BSP KU topics count = 17 – topics 

1-7 plus subtopics 8.a.-8.j.  (Becker et al., 
2024, p. 20). 

 
For Information Assurance Compliance (IAC), this 
one KU with sub-subtopics (Becker et al., 2024, 
p. 73) followed the same guideline.  In this case, 

only the sub-subtopics were counted; the topic 
and subtopic were treated as headings. 
 
Unweighted Curricular Load Scores 
The unweighted curricular load score (UCLS) is 
simply a count of the enumerated learning 
outcomes and listed topics for each KU.  For 

example, the KU Systems Certification and 
Accreditation (SCA) has 2 numbered learning 
outcomes and 5 numbered topics (Figure 2), so 
the UCLS for SCA is 7 (i.e., 2 + 5).   
 
Weighted Curricular Load Scores 
The weighted curricular load score (WCLS) 

calculation involves an additional step: weighting 
each learning outcome.  Instead of a value of 1, 
as with UCLS, each learning outcome is given a 

value (weight) from 1 to 6 based on the Bloom’s 

Taxonomy category into which the verb maps.  
The SCA KU (Figure 2) learning outcome #1 verb, 
describe, maps to Bloom’s understand tier (level 

2), and the learning outcome #2 verb, define, 
maps to Bloom’s remember tier (level 1).  The 
weighted score for the SCA KU topics is 2 + 1 = 
3, and the WCLS is 8 (3 weighted topic score + 5 
topics). 
 

 
Figure 2: Learning Outcomes and Topics for 

the SCA KU. 
 
For learning outcomes with a single verb, the 
mapping is straightforward.  For learning 
outcomes with more than one verb, we map it to 
the Bloom level of the highest-order verb.  For 

example, learning outcome #2 for the Optional 
KU Data Administration (DBA) reads: “Define and 
evaluate data and information quality, 
accessibility, and utility” (Becker et al, 2024, p. 
53).  This learning outcome has two action verbs: 
define and evaluate.  Define maps to Bloom’s 

remember tier (level 1) and evaluate maps to the 

evaluate tier (level 5), so this learning outcome 
would have a weight of five. 
 
Results for all UCLS and WCLS values for each KU 
are provided in detail in Tables B-2 and B-3 and 
depicted graphically in Figures B-1 through B-3. 
 

Counting and Coding 
To identify potential errors or omissions in 
reviewing the KUs, three authors independently 
reviewed the KU document, focusing on each of 
the 73 KUs’ learning outcomes and topics.  A 
spreadsheet that captured three things for each 

KU was produced by each author: 
• count of the learning outcomes 

• count of the topics 
• verb(s) in each learning outcome 

 
After all 73 KUs were coded by each author, the 
results were compared.  All three coders met to 

review discrepancies and unanimously agreed on 
the correct code for each disagreement. 
 
First, the codes for the count of learning 
outcomes were reviewed, and one KU showed a 



Cybersecurity Pedagogy & Practice Journal  5(1) 

2832-1006  April 2026 

 

©2026 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 21 

https://cppj.info/; https://iscap.us  

disagreement (0.014%).  Upon further review, 

one coder mistakenly swapped the values for the 
learning outcome and topic counts for this KU. 
 

Next, the codes for topic counts were reviewed, 
and disagreements were identified in 14 KUs 
(19.178%).  Upon further review, there were two 
main categories of coding disagreements: 
formatting issues in the Becker et al. (2024) 
document and human error during the coding 
process.  Only one disagreement fell outside 

these categories and could not be explained.  
Nevertheless, all disagreements were easily 
resolved with unanimous agreement among all 
three coders. 
 
The formatting issues in the Becker et al. (2024) 

document accounted for 6 disagreements and can 
be broken down into 3 types.  Four disagreements 
occurred because a page break separated the 
enumerated topics, and one coder missed the 
orphaned topics on the following page (e.g., p. 
10).  One disagreement occurred because the KU 
topics list was missing a line break, and the final 

topic was included on the same line as the 
previous subtopic (p. 73).  The final disagreement 
was over the inclusion of three “examples of 
acceptable operating system specific Topics” for 
the Host Forensics (HOF) KU (p. 71).  These 
operating system-specific examples were 
ultimately determined to be extensions of 

previous topics that were already counted in that 
KU.  While this is not necessarily a “formatting” 

issue with the document, it was the only KU that 
had such a supplemental list. 
 
Human errors led to seven coding disagreements 

and can be broken down into four types.  One 
disagreement, paired with the learning outcome 
disagreement, where the coder swapped the 
counts of the learning outcomes and the topics.  
Three disagreements occurred because one or 
more coders did not include subtopics in a KU’s 
topic count.  Two disagreements occurred due to 

typos: a coder prepended a 1 to the count (i.e., 
19 instead of 9 and 15 instead of 5).  And finally, 
one disagreement occurred because a coder 
mistakenly coded a KU in the wrong row of the 

spreadsheet; that is, they coded the previous KU 
instead of the current KU.  These types of errors 
were located, resolved, and support our decision 

to have multiple coders. 
 
The final thing to review was the verb(s) in each 
learning outcome.  For all 73 KUs, there were 293 
learning objectives.  Of these 293 learning 
objectives, 94 (32.082%) contained more than 1 

action verb and required a decision of which verb 
had the highest Bloom level.  After all coding was 

completed, there were disagreements with 36 of 

the 293 verbs selected (12.287%). 
 
Disagreement over verbs required a bit more 

discussion among the coders than did the counts 
of learning outcomes and topics.  Once 
disagreements were identified, all three coders 
reviewed discrepancies together, adjusted the 
verb selection process as needed, and 
unanimously agreed on the selected verb.  The 
reconciliation process revealed a few trends in the 

discrepancies.  These trends were all rooted in the 
interpretation of the learning objectives and in 
the ability to reliably reach the same conclusion 
for a selected verb.  In its simplest form, the 
disagreement was over the order of the listed 
verbs.  For example, if a learning objective 

contained two verbs at the same Bloom level, 
sometimes the coders selected the verb that 
occurred first in the sentence, while other times 
they selected the alphabetically ranked verb.  For 
consistency, the verb written first in the learning 
objective was selected. 
 

Surprisingly, the verb selection process also 
involved parsing the learning objective to identify 
verb candidates and ruling out verbs that were 
merely supplemental to the learning objective's 
action.  For example, learning objective #2 for 
Basic Networking (BNW) reads, “Apply 
networking concepts to design a basic network 

architecture given a specific need and set of 
hosts/clients” (Becker et al., 2024, p. 18).  While 

all coders identified “apply” as an action verb, 
they differed in how they treated the word 
“design.”  After discussion, it was agreed that “to 
design” was supplemental to the primary action 

verb “apply” and that this and any subsequent 
constructions of “to [verb]” would be treated 
similarly.  The same rule was also applied to a 
sentence with the construction “to [verb1] and 
[verb2]”, reading “verb2” as having an implied 
“to” just before it.  For example, Media Forensics 
(MEF), learning objective #2 reads, “Apply 

forensics techniques to investigate and [to] 
analyze a particular media in context” (Becker et 
al., 2024, p. 84). 
 

Another interesting discrepancy arose with 
learning objective #2 for the Optional KU Network 
Forensics (NWF), which reads, “Analyze and 

decipher network traffic, identify anomalous or 
malicious activity, and provide a summary of the 
effects on the system” (Becker et al., 2024, p. 
86).  In this case, one author coded “provide a 
summary” as “summarize” instead of “provide.”  
Though there was general agreement that 

“summarize” was probably a better verb for that 
learning objective, coding was restricted to the 
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document’s original text only. 

 
Mapped Verbs 
When determining which verbs map to which 

Bloom levels, the study relied heavily on previous 
efforts to curate consensus lists (Bamkole et al., 
2023; Das et al., 2022; ElJishi et al., 2024; 
Newton et al., 2020; Stanny, 2016).  Each unique 
verb from the KUs was placed into a Bloom 
category by referencing the lists in Figures A-2 
through A-5.  If the verb was in the same 

category in all 4 lists, placement was easy.  If a 
verb was missing in one or more lists, and the 
remaining lists had the verb in the same category, 
placement was also easy.  For conflicting listings, 
we developed the following rules to help us place 
verbs: 

• If 3 of 4 or 2 of 3 lists agreed, the majority 
ruled 

• If 1-1 or 2-2 tie, default to the ACM list 
• If 1-1 tie with no ACM or no list had the verb, 

the verb was placed using the researchers’ 
judgment 

 

The final verb list and Bloom-level categorizations 
are shown in Table 1.  Of the 70 unique verbs 
across all 73 KUs’ learning outcomes, complete 
consensus mapping was found for 14 (20%) of 
the verbs (bold/italics Table 1) and some 
degree of consensus for an additional 20.  A single 
source was used to map 16 verbs.  For 20 verbs, 

categorization was based on the researchers’ 
judgment because none of the lists contained 

those verbs, or there was conflicting Bloom-level 
alignment across two lists that were not the ACM 
list.  The details of the placement results are 
reflected in Table B-1. 

 
Unweighted Technique 
Using the unweighted method, it is found that the 
Systems Certification and Accreditation (SCA) KU 
was the most lightweight with a UCLS of 7 (2 
learning outcomes + 5 topics), and the 
Hardware/Firmware Security (HFS) KU was the 

most heavyweight with a UCLS of 46 (5 learning 
outcomes + 41 topics).  A list of all KUs ordered 
by UCLS is provided in Table B-2. 
 

Weighted Technique 
Using the weighted method, it is found that the 
Systems Certification and Accreditation (SCA) KU 

was still the most lightweight with a WCLS of 8 – 
2 learning outcomes:  (1 * level 1 + 1 * level 2 = 
3) + 5 topics – while the Intrusion 
Detection/Prevention Systems (IDS) KU became 
the most heavyweight with a WCLS of 55 – 7 
learning outcomes:  (5 * level 3 + 1 * level 4 + 1 

* level 5 = 24) + 31 topics.  A list of all KUs 
ordered by WCLS is provided in Table B-3.  A list 

of all KUs, ordered by verb weight, with the 

corresponding learning outcome verbs used for 
the weighting process when calculating the 
WCLS, is provided in Table B-4.  A list of the 94 

multiple-verb KU learning outcomes is provided in 
Table B-5, with the verbs not used in the 
weighting calculation identified. 
 

Remember 

define, identify, list, recall, recognize, select 

Understand 

annotate, communicate, describe, discuss, 
explain, explore, review, understand 

Apply 

apply, assist, compute, conduct, configure, 
demonstrate, deploy, document, draw, 
execute, handle, harden, illustrate, implement, 

install, leverage, map, mitigate, perform, 
produce, protect, provide, quantify, use, utilize 

Analyze 

analyze, articulate, categorize, characterize, 
compare, contrast, decipher, detect, diagram, 

differentiate, examine, monitor, outline, 
resolve 

Evaluate 

assess, determine, evaluate, rate, 

recommend, set up, suggest, test 

Create 

create, design, develop, devise, organize, 
plan, propose, prototype, write 

Table 1: 70 unique verbs across the 73 KUs 
mapped to the Revised Bloom’s Taxonomy.  

Verbs in bold indicate complete consensus 
for mapping across all source verb lists.  

 
4. RESULTS 

Verbs 
From the 402 measurable verbs used across the 
73 KUs’ 293 learning outcomes, 70 unique verbs 
were found.  The verb describe was used 91 times 
(22.6% of the 402).  There were 34 verbs used a 
single time (Table 2), for a total of 8.5% of the 
402 verb uses.  The six verbs describe, apply, 

explain, identify, understand, and evaluate 
account for 50.2% of all verb uses.  Verb 
frequency information is available in Table B-6. 
 

articulate, assist, categorize, characterize, 

communicate, compute, conduct, decipher, 
detect, devise, diagram, document, draw, 
explore, handle, harden, illustrate, map, 
mitigate, monitor, organize, produce, protect, 
prototype, quantify, rate, recognize, resolve, 
review, select, set up, suggest, test, utilize 

Table 2: verbs used only a single time 
5. ANALYSIS AND DISCUSSION 

 
The main benefit of this analysis is that the range 
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of academic burden across the 73 KUs becomes 

evident when viewed through the lens of 
curricular load scores.  This begins to make clear 
why it might be worthwhile considering an 

alternative to 1 KU ≡ 1 KU. 
 
The small graph in Figure 3 provides a sense of 
how the UCLS differs across all KUs, from the 
most lightweight KU, Systems Certification and 
Accreditation (SCA), with the fewest learning 
outcomes and topics and a UCLS of 7, to 

Hardware/Firmware Security (HFS), the KU with 
the most learning outcomes and topics and a 
UCLS of 46.  A larger version of this graph is 
provided in Figure B-1. 
 

 
Figure 3: KUs by UCLS 

 
Further comparisons of the KUs using WCLS, as 
in Figure 4, suggest that the academic burden 
difference among KUs is likely even greater.  The 

weighting of learning outcomes reveals subtle 
differences among the KUs and shifts the 
ordering.  While SCA remains the least complex 
KU with a WCLS of 8, Intrusion 
Detection/Prevention Systems (IDS) emerges as 
the most complex with a WCLS of 55.  A larger 

version of this graph is provided in Figure B-2. 
 

 
Figure 4: KUs by WCLS 

 
Since topics are treated the same for UCLS and 
WCLS, the analysis can focus solely on the 
learning outcomes to gauge how scores change 

when Bloom weighting is included.  Figure 5 
shows the change from UCLS to WCLS 
calculations for each KU once weights are applied.  

The KU SCA shows the smallest variation, with an 
increase of just 1, while Penetration Testing (PTT) 
exhibits the largest change, jumping by 27 and 
shifting in order from the 20th most burdensome 

KU using UCLS to the 3rd biggest lift when 
considering WCLS.  A larger version of this graph 
is provided in Figure B-3. 
 
Limitations 
While the results of this analysis appear 

promising, there are some shortcomings.  First, if 

there is a weakness in the administrative 
guidance on viewing 1 KU ≡ 1 KU, the same 
weakness now exists when discussing learning 

outcomes (LO) and topics (T), albeit perhaps to a 
lesser degree.  For both suggested techniques, 
the simplification shifts to 1 LO ≡ 1 LO or 1 LO at 
Bloom Level X ≡ 1 LO at Bloom Level X, and 1 T 
≡ 1 T.  The problem with the unweighted 1 LO ≡ 
1 LO is readily apparent when comparing the KU 
Systems Certification and Accreditation (SCA) LO 

#2, “Define certification and accreditation” 
(Becker, et al, 2024, p. 108), with the KU 
Embedded Systems (EBS) LO #5, “Design, 
develop and prototype embedded system 
solutions that address specific real-world 
problems, integrating hardware and software 

components effectively” (p. 63).  This problem is 
partly mitigated by weighting learning outcomes 
by Bloom level, but it remains a problem 
nonetheless. 
 

 
Figure 5: WCLS KUs Objective Difference 

from UCLS 

 
An insidious limitation of WCLS is that LO 
weighting by Bloom level is ordinal, not interval.  

This means that it is inaccurate to consider an LO 
mapped to Bloom level 2 to be twice as difficult 
or burdensome as an LO mapped to Bloom level 
1; and, by extension, we do not suggest that 

creating (Bloom level 6) is 6x more difficult than 
remembering (Bloom level 1).  This can pose 
challenges when deriving insights from the 
rankings.  It is crucial to remember that while the 
WCLS can be used to rank KUs, arithmetic 
operations should not be performed with it.  

Unfortunately, while both SCA (WCLS=8) and 
Supply Chain Security (SCS) (WCLS=10) are 
each less burdensome than Virtualization 
Technologies (VTT) (WCLS=18), this does not 
mean that SCA + SCS ≡ VTT. 
 

When it comes to weighting, the key lies in 

effectively mapping verbs to Bloom's levels.  That 
is why it is crucial for the chosen verbs to 
accurately represent those levels.  This not only 
enhances clarity but also ensures that the 
assessments are meaningful and aligned with 
learning objectives. 
 

Implications and Recommendations 
This investigation suggests that the academic 
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burden of KUs, as indicated by unweighted and 

weighted curricular load scores, differs 
sufficiently that assuming 1 KU ≡ 1 KU is a bit 
tenuous.  From this premise, a few suggestions 

are recommended: 
 
1-that the NCAE-C program office consider 
forming a small task force to consider the 
feasibility and potential value of calculating the 
curricular load for KUs. 
 

2-that the NCAE-C program office provide a 
Revised Bloom’s Taxonomy chart of non-
duplicated verbs as an appendix to the KU 
document for any verbs used to create KU 
learning outcomes – perhaps with the next 
document iteration. 

 
3-a reduction in the number of verbs used across 
all KUs with a focus on picking verbs that have 
wide agreement for mapping to a particular 
Bloom level.  In the absence of a universal, 
authoritative list of non-repeating verbs aligned 
to the revised Bloom’s Taxonomy levels, it seems 

a good idea for significant collaborative efforts 
like the NCAE-C to limit the use of verbs to those 
that have high agreement for Bloom’s level 
mapping. 
 
4-that no verb be used for a single KU learning 
outcome.  Any verb used in the KU document 

should be used widely. 
 

5-that some verbs be avoided entirely to provide 
greater clarity of learning outcomes; e.g., 
leverage, “provide a summary” [summarize], 
contrast [see definition of compare]. 

 
6-that no learning outcome contains more than 
one action verb.  The presence of multiple verbs, 
especially verbs that differ widely in Bloom 
category, created a problem for the WCLS 
method and likely causes confusion more 
generally. 

 
6. CONCLUSIONS & FUTURE WORK 

 
This paper suggests that using Knowledge Units 

(KUs) as an element in estimating curricular load 
equivalence may mask differences in the 
curricular burden across KUs.  It is discussed that 

a calculation based on the underlying KU 
components (learning outcomes and topics) may 
provide greater insight and prove more useful.  
Two methods were described and discussed for 
quantifying KU curricular load: unweighted 
curricular load scores (UCLS) and weighted 

curricular load scores (WCLS).  By calculating 
UCLS and WCLS and by documenting a 

transparent coding methodology, a practical tool 

is introduced. Though specifically used to analyze 
KUs under the NCAE-C program, this tool can be 
used more generally for curriculum mapping, 

course sequencing, and equitable distribution of 
academic content.  
 
These measures can be adapted by any 
standards-aligned curriculum with defined 
outcomes and topics, and assist the academic 
units with program design and review. 

 
Future Work 
While the current research explores a measure of 
curricular load, future work should extend this 
concept to examine its pedagogical 
consequences.  For example, higher UCLS or 

WCLS scores may necessitate longer instructional 
coverage or more complex assignments (e.g., 
labs versus quizzes), which directly affect course 
sequencing, credit hour allocation, and student 
workload.  Investigating these connections could 
lead to a more equitable distribution of content 
across programs, improving both instructional 

planning and the student learning experience. 
 
Future research should also explore empirical 
relationships between curricular load scores and 
student-centered outcomes. High-load KUs may 
correlate with performance gaps if faculty do not 
provide appropriate scaffolding or support.  

Building on computing education research 
showing that cognitive complexity strongly 

shapes student achievement and persistence, 
studies could examine how UCLS and WCLS align 
with grades, retention, and standardized 
assessment results.  By connecting curricular load 

to instructional practices and performance data, 
this framework could evolve into a practical tool 
not only for accreditation and program design but 
also for advancing equity and student success in 
cybersecurity education. 
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Appendix A 
 

 
Figure A-1: Stanny’s Table 2 of 128 verbs; 104 unique, 18 duplicates (e.g., describe under 
Knowledge & Understand), 3 triplicates (e.g., relate under Knowledge, Apply, & Analyze).  

The f score indicates the number of lists out of 30 (2016, p. 7). 
 
 

 
Figure A-2: Newton et al.’s Table 1 of 51 unique verbs compiled from 47 lists.  Verbs 

appeared in more than half of the 47 lists and were in the same Bloom level for more than 
half of the lists in which they were included (2020, p. 4). 
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Figure A-3: Das et al.’s Table 5 of 84 unique verbs derived from Stanny’s Table 2 with 

repeated verbs removed (2022, p. 561). 
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Figure A-4: Bamkole et al.’s Bloom’s for Computing list of 142 unique verbs, 56 of which are 
the new compute-related verbs (2023, p. 28). 
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Figure A-5: ElJishi et al.’s Table 1 140-verb list with four duplicates across levels – 

categorize, conclude, examine, and produce (2024, p. 298). 
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Appendix B 
 

List of Unique KU Verbs as Placed in Revised Bloom’s Taxonomy Levels 

  
ElJishi 
(2024) 

ACM 
(2023) 

Das 
(2022) 

Newton 
(2020) 

Authors 

Remember 

define x x x x   

identify   x       

list x x x x   

recall x x x x   

recognize   x       

select   x       

Understand 

annotate x x       

communicate         x 

describe         x 

discuss x x x x   

explain x x x x   

explore         x 

review x   x     

understand         x 

Apply 

apply x x x x   

assist         x 

compute x x x     

conduct         x 

configure   x       

demonstrate x   x x   

deploy   x       

document   x       

draw         x 

execute x x       

handle         x 

harden         x 

illustrate x x x     

implement   x       

install   x       

leverage         x 

map   x       

mitigate         x 

perform   x       

produce   x   x   
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protect         x 

provide         x 

quantify         x 

use x x x x   

utilize         x 

  
ElJishi 
(2024) 

ACM 
(2023) 

Das 
(2022) 

Newton 
(2020) 

Authors 

Analyze 

analyze x x x x   

articulate   x       

categorize   x x x   

characterize         x 

compare   x   x   

contrast x x x x   

decipher         x 

detect   x       

diagram x   x     

differentiate x   x x   

examine   x x x   

monitor   x       

outline   x   x   

resolve         x 

Evaluate 

assess x x x x   

determine         x 

evaluate x x x x   

rate x     x   

recommend x         

set up     x     

suggest         x 

test x x       

Create 

create x x x x   

design x x x x   

develop x x x     

devise x x x     

organize x   x     

plan x x x x   

propose x         

prototype         x 

write x   x     

Table B-1: reference for why verbs were placed in Bloom category 
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List of KUs Ordered by Unweighted Curricular Load Score (UCLS) 

UCLS = # of Learning Outcomes (LO) + # of Topics (T) 

KU LO T UCLS KU LO T UCLS 

Hardware/Firmware Security (HFS) 5 41 46 

Introduction to Theory of 

Computation (ITC) 3 15 18 

Intrusion Detection/Prevention 

Systems (IDS) 7 31 38 

Fraud Prevention & Management 

(FPM) 7 10 17 

Cybersecurity Fundamentals (CSF) 10 25 35 Threat Intelligence (THI) 7 10 17 

Secure Programming Practices (SPP) 5 28 33 

Network Technology & Protocols 

(NTP) 6 11 17 

Policy, Legal, Ethics, and Compliance 

(PLE) 6 26 32 Operating Systems Hardening (OSH) 3 14 17 

Data Administration (DBA) 5 27 32 Operating Systems Theory (OST) 2 15 17 

Business Continuity and Disaster 

Recovery (BCD) 5 25 30 Cyber-Physical Systems (CPS) 3 13 16 

Industrial Control Systems (ICS) 6 23 29 Databases (DAT) 3 13 16 

Digital Forensics (DFS) 5 24 29 IA Compliance (IAC) 2 14 16 

Cyber Threats (CTH) 4 25 29 Security Risk Analysis (SRA) 5 10 15 

IT Systems Components (ISC) 7 21 28 IA Standards (IAS) 5 10 15 

Cybersecurity Principles (CSP) 5 23 28 Host Forensics (HOF) 4 11 15 

Software Assurance (SAS) 5 21 26 Operating Systems Concepts (OSC) 4 9 13 

Cyber Crime (CCR) 3 23 26 Forensic Accounting (FAC) 4 9 13 

Embedded Systems (EBS) 5 19 24 Radio Frequency Principles (RFP) 3 10 13 

Basic Cryptography (BCY) 4 20 24 Virtualization Technologies (VTT) 3 10 13 

Security Program Management (SPM) 4 20 24 Device Forensics (DVF) 3 9 12 

Advanced Network Technology & 

Protocols (ANT) 3 21 24 Network Forensics (NWF) 3 9 12 

Penetration Testing (PTT) 8 15 23 Media Forensics (MEF) 3 8 11 

Basic Scripting and Programming 

(BSP) 6 17 23 Formal Methods (FMD) 2 9 11 

Cybersecurity Planning and 

Management (CPM) 6 17 23 IA Architectures (IAA) 2 9 11 

Database Management Systems 

(DMS) 6 17 23 Algorithms (ALG) 1 10 11 

Systems Programming (SPG) 4 19 23 Low Level Programming (LLP) 2 8 10 

Basic Cyber Operations (BCO) 5 17 22 Mobile Technologies (MOT) 2 8 10 

Network Defense (NDF) 4 18 22 Systems Security Engineering (SSE) 2 8 10 

Privacy (PRI) 4 18 22 Hardware Reverse Engineering (HRE) 1 9 10 

Web Application Security (WAS) 3 19 22 Pre-OS Boot Environment (PBE) 3 6 9 

Operating Systems Administration 

(OSA) 7 14 21 Analog Telecommunications (ATC) 2 7 9 

Cybersecurity Ethics (CSE) 6 15 21 Software Reverse Engineering (SRE) 2 7 9 

Vulnerability Analysis (VLA) 5 16 21 Digital Communications (DCO) 3 5 8 

Wireless Sensor Networks (WSN) 3 18 21 QA/Functional Testing (QAT) 2 6 8 

Network Security Administration 

(NSA) 7 13 20 Supply Chain Security (SCS) 2 6 8 

Life-Cycle Security (LCS) 3 17 20 Advanced Algorithms (AAL) 1 7 8 

Data Structures (DST) 4 15 19 Software Security Analysis (SSA) 2 5 7 

Basic Networking (BNW) 6 12 18 
Systems Certification & Accreditation 
(SCA) 2 5 7 

Advanced Cryptography (ACR) 4 14 18 

Independent/Directed 

Study/Research (IDR)     N/A 

Cloud Computing (CCO) 4 14 18     

Table B-2: List of all 73 KUs ordered by UCLS 
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List of KUs Ordered by Weighted Curricular Load Score (WCLS) 

KU LO T WCLS KU LO T WCLS 

Intrusion Detection/Prevention 

Systems (IDS) 7 31 55 Cloud Computing (CCO) 4 14 24 

Hardware/Firmware Security (HFS) 5 41 54 IA Compliance (IAC) 2 14 24 

Penetration Testing (PTT) 8 15 50 Data Structures (DST) 4 15 24 

Cybersecurity Fundamentals (CSF) 10 25 48 

Introduction to Theory of 

Computation (ITC) 3 15 24 

Basic Scripting and Programming 

(BSP) 6 17 47 IA Standards (IAS) 5 10 23 

Data Administration (DBA) 5 27 47 Cyber-Physical Systems (CPS) 3 13 23 

Cybersecurity Planning and 

Management (CPM) 6 17 45 Operating Systems Theory (OST) 2 15 23 

Secure Programming Practices (SPP) 5 28 43 Life-Cycle Security (LCS) 3 17 23 

Business Continuity and Disaster 

Recovery (BCD) 5 25 41 Security Risk Analysis (SRA) 5 10 22 

Cyber Threats (CTH) 4 25 41 Operating Systems Hardening (OSH) 3 14 22 

Policy, Legal, Ethics, and Compliance 

(PLE) 6 26 41 Databases (DAT) 3 13 21 

Network Security Administration 

(NSA) 7 13 40 Host Forensics (HOF) 4 11 20 

Embedded Systems (EBS) 5 19 40 Forensic Accounting (FAC) 4 9 19 

IT Systems Components (ISC) 7 21 40 IA Architectures (IAA) 2 9 19 

Database Management Systems 

(DMS) 6 17 39 Systems Security Engineering (SSE) 2 8 18 

Cybersecurity Principles (CSP) 5 23 38 Operating Systems Concepts (OSC) 4 9 18 

Systems Programming (SPG) 4 19 37 Network Forensics (NWF) 3 9 18 

Software Assurance (SAS) 5 21 37 Virtualization Technologies (VTT) 3 10 18 

Operating Systems Administration 

(OSA) 7 14 36 Device Forensics (DVF) 3 9 16 

Vulnerability Analysis (VLA) 5 16 36 Radio Frequency Principles (RFP) 3 10 16 

Cyber Crime (CCR) 3 23 36 QA/Functional Testing (QAT) 2 6 15 

Digital Forensics (DFS) 5 24 36 Media Forensics (MEF) 3 8 15 

Security Program Management (SPM) 4 20 35 Software Reverse Engineering (SRE) 2 7 14 

Industrial Control Systems (ICS) 6 23 35 Formal Methods (FMD) 2 9 14 

Cybersecurity Ethics (CSE) 6 15 33 Digital Communications (DCO) 3 5 13 

Network Defense (NDF) 4 18 32 Pre-OS Boot Environment (PBE) 3 6 13 

Advanced Network Technology & 

Protocols (ANT) 3 21 31 Low Level Programming (LLP) 2 8 13 

Privacy (PRI) 4 18 30 Algorithms (ALG) 1 10 13 

Wireless Sensor Networks (WSN) 3 18 30 Analog Telecommunications (ATC) 2 7 12 

Threat Intelligence (THI) 7 10 29 Mobile Technologies (MOT) 2 8 12 

Basic Networking (BNW) 6 12 29 Hardware Reverse Engineering (HRE) 1 9 12 

Advanced Cryptography (ACR) 4 14 28 Software Security Analysis (SSA) 2 5 10 

Network Technology & Protocols 

(NTP) 6 11 27 Supply Chain Security (SCS) 2 6 10 

Basic Cyber Operations (BCO) 5 17 27 Advanced Algorithms (AAL) 1 7 10 

Web Application Security (WAS) 3 19 27 

Systems Certification & Accreditation 

(SCA) 2 5 8 

Basic Cryptography (BCY) 4 20 27 

Independent/Directed 

Study/Research (IDR)      N/A 

Fraud Prevention & Management 

(FPM) 7 10 25         

Table B-3: List of all 73 KUs ordered by WCLS 
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List of KUs and Learning Objective Verbs Used for Weighting 

Ordered by Verb Weight 

KU LO 
Verb 

weight 
LO Verbs Used for Weighting 

Penetration Testing (PTT) 8 35 plan, analyze, discuss, describe, create, devise, assess, compare  

Basic Scripting and Programming 

(BSP) 6 30 write, write, write, write, implement, demonstrate   

Cybersecurity Planning and 

Management (CPM) 6 28 examine, develop, develop, outline, discuss, develop   

Network Security Administration 

(NSA) 7 27 recommend, recommend, protect, monitor, assist, evaluate, discuss 

Intrusion Detection/Prevention 

Systems (IDS) 7 24 detect, apply, apply, leverage, apply, test, apply 

Cybersecurity Fundamentals (CSF) 10 23 

define, describe, describe, describe, evaluate, describe, describe, apply, 

describe, discuss 

Database Management Systems 

(DMS) 6 22 compare, describe, apply, apply, outline, design   

Operating Systems Administration 

(OSA) 7 22 set up, configure, configure, perform, install, review, configure 

Embedded Systems (EBS) 5 21 describe, explain, develop, evaluate, design 

Data Administration (DBA) 5 20 draw, evaluate, examine, compare, outline 

Vulnerability Analysis (VLA) 5 20 apply, create, apply, propose, explain 

IT Systems Components (ISC) 7 19 

differentiate, characterize, describe, understand, understand, describe, 

apply 

Threat Intelligence (THI) 7 19 identify, perform, apply, demonstrate, demonstrate, apply, apply 

Systems Programming (SPG) 4 18 develop, apply, implement, develop    

Cybersecurity Ethics (CSE) 6 18 explain, examine, describe, identify, examine, assess   

Basic Networking (BNW) 6 17 describe, apply, apply, apply, examine, describe   

Cyber Threats (CTH) 4 16 compare, rate, evaluate, explain    

Business Continuity and Disaster 

Recovery (BCD) 5 16 identify, explain, implement, suggest, evaluate 

Software Assurance (SAS) 5 16 apply, describe, create, apply, explain 

Network Technology & Protocols 

(NTP) 6 16 demonstrate, demonstrate, describe, mitigate, demonstrate, explain   

Security Program Management (SPM) 4 15 apply, apply, assess, articulate    

Cybersecurity Principles (CSP) 5 15 differentiate, describe, analyze, apply, understand 

Secure Programming Practices (SPP) 5 15 produce, describe, understand, differentiate, examine 

Policy, Legal, Ethics, and Compliance 

(PLE) 6 15 describe, describe, differentiate, explain, explain, apply   

Fraud Prevention & Management 

(FPM) 7 15 describe, describe, analyze, describe, describe, describe, recognize 

Network Defense (NDF) 4 14 describe, explain, evaluate, evaluate    

Advanced Cryptography (ACR) 4 14 explain, evaluate, explain, evaluate    

Cyber Crime (CCR) 3 13 examine, evaluate, examine  

Hardware/Firmware Security (HFS) 5 13 outline, use, describe, describe, discuss 

IA Standards (IAS) 5 13 compare, map, describe, describe, describe 

Wireless Sensor Networks (WSN) 3 12 diagram, describe, propose 

Privacy (PRI) 4 12 examine, explore, describe, compare    

Security Risk Analysis (SRA) 5 12 describe, describe, evaluate, identify, annotate 

Digital Forensics (DFS) 5 12 discuss, describe, describe, use, perform 

Industrial Control Systems (ICS) 6 12 identify, describe, describe, apply, explain, explain   

IA Architectures (IAA) 2 10 examine, design     

IA Compliance (IAC) 2 10 compare, plan     
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Systems Security Engineering (SSE) 2 10 determine, determine     

Advanced Network Technology & 

Protocols (ANT) 3 10 describe, describe, develop  

Cyber-Physical Systems (CPS) 3 10 describe, implement, evaluate  

Cloud Computing (CCO) 4 10 compare, list, explain, apply    

Forensic Accounting (FAC) 4 10 describe, implement, describe, compute    

Basic Cyber Operations (BCO) 5 10 describe, describe, identify, describe, use 

QA/Functional Testing (QAT) 2 9 develop, perform     

Introduction to Theory of 

Computation (ITC) 3 9 describe, differentiate, quantify  

Network Forensics (NWF) 3 9 describe, analyze, use  

Operating Systems Concepts (OSC) 4 9 describe, describe, describe, install    

Data Structures (DST) 4 9 list, discuss, utilize, implement    

Host Forensics (HOF) 4 9 discuss, describe, describe, perform    

Operating Systems Theory (OST) 2 8 understand, design     

Databases (DAT) 3 8 describe, outline, describe  

Digital Communications (DCO) 3 8 describe, describe, compare  

Operating Systems Hardening (OSH) 3 8 describe, install, leverage  

Virtualization Technologies (VTT) 3 8 describe, compare, discuss  

Web Application Security (WAS) 3 8 examine, describe, explain  

Software Reverse Engineering (SRE) 2 7 apply, analyze     

Device Forensics (DVF) 3 7 describe, perform, explain  

Media Forensics (MEF) 3 7 describe, apply, explain  

Pre-OS Boot Environment (PBE) 3 7 describe, describe, demonstrate  

Basic Cryptography (BCY) 4 7 identify, describe, describe, describe    

Life-Cycle Security (LCS) 3 6 describe, describe, describe  

Radio Frequency Principles (RFP) 3 6 understand, understand, discuss  

Analog Telecommunications (ATC) 2 5 illustrate, understand     

Formal Methods (FMD) 2 5 apply, describe     

Low Level Programming (LLP) 2 5 apply, explain     

Software Security Analysis (SSA) 2 5 describe, apply     

Mobile Technologies (MOT) 2 4 understand, describe     

Supply Chain Security (SCS) 2 4 describe, describe     

Advanced Algorithms (AAL) 1 3 implement   

Algorithms (ALG) 1 3 implement   

Hardware Reverse Engineering (HRE) 1 3 perform   

Systems Certification & Accreditation 

(SCA) 2 3 describe, define     

Independent/Directed 

Study/Research (IDR)   N/A    

Table B-4: verbs and verb weighting used for each KU for the WCLS calculation; e.g., the KU  
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List of KU Learning Outcomes (LO) with Multiple Verbs; with Verbs Unused for Weighting Identified 

 

E.g., CSF LO #5 has verbs describe & evaluate; from Table B-1, describe is Bloom Level 2, evaluate is Bloom Level 5, 

so evaluate is used when calculating the WCLS 

KU LO# All Verbs Verbs Unused for Weighting 

Cybersecurity Fundamentals (CSF) 5 describe, evaluate describe 

Cybersecurity Principles (CSP) 1 differentiate, discuss discuss 

Cybersecurity Principles (CSP) 3 analyze, identify identify 

Cybersecurity Principles (CSP) 4 identify, apply identify 

IT Systems Components (ISC) 1 differentiate, diagram differentiate 

Basic Networking (BNW) 1 describe, explain explain 

Basic Networking (BNW) 3 apply, demonstrate demonstrate 

Basic Networking (BNW) 4 apply, demonstrate demonstrate 

Basic Networking (BNW) 5 perform, examine perform 

Basic Scripting and Programming 

(BSP) 1 write, execute execute 

Basic Scripting and Programming 

(BSP) 2 write, execute execute 

Basic Scripting and Programming 

(BSP) 3 write, execute execute 

Basic Scripting and Programming 

(BSP) 4 write, execute execute 

Network Defense (NDF) 1 describe, discuss discuss 

Network Defense (NDF) 2 explain, discuss explain 

Network Defense (NDF) 3 analyze, evaluate analyze 

Operating Systems Concepts (OSC) 1 describe, discuss describe 

Operating Systems Concepts (OSC) 2 describe, discuss describe 

Operating Systems Concepts (OSC) 3 identify, describe identify 

Operating Systems Concepts (OSC) 4 install, configure, harden configure, harden 

Cyber Threats (CTH) 1 identify, compare, contrast identify, compare 

Cyber Threats (CTH) 2 communicate, rate, describe communicate, describe 

Cyber Threats (CTH) 4 explain, discuss explain 

Cybersecurity Planning and 

Management (CPM) 1 examine, describe describe 

Cybersecurity Planning and 

Management (CPM) 4 outline, explain explain 

Policy, Legal, Ethics, and Compliance 

(PLE) 1 identify, recall, describe identify, recall 

Policy, Legal, Ethics, and Compliance 

(PLE) 3 describe, differentiate describe 

Security Risk Analysis (SRA) 1 describe, explain describe 

Security Risk Analysis (SRA) 3 evaluate, categorize, recommend evaluate, categorize 

Security Risk Analysis (SRA) 4 identify, select select 

Security Risk Analysis (SRA) 5 annotate, apply annotate 

Advanced Algorithms (AAL) 1 understand, implement understand 

Advanced Cryptography (ACR) 4 evaluate, explain explain 

Advanced Network Technology & 

Protocols (ANT) 1 identify, describe identify 

Advanced Network Technology & 

Protocols (ANT) 2 describe, discuss discuss 

Algorithms (ALG) 1 understand, implement understand 

Analog Telecommunications (ATC) 1 describe, illustrate describe 
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Analog Telecommunications (ATC) 2 understand, describe understand 

Business Continuity and Disaster 

Recovery (BCD) 2 explain, describe explain 

Business Continuity and Disaster 

Recovery (BCD) 4 analyze, suggest analyze 

Business Continuity and Disaster 

Recovery (BCD) 5 evaluate, recommend recommend 

Basic Cyber Operations (BCO) 2 list, describe list 

Cloud Computing (CCO) 4 describe, apply describe 

Cyber-Physical Systems (CPS) 3 analyze, evaluate analyze 

Cybersecurity Ethics (CSE) 4 identify, recall recall 

Cybersecurity Ethics (CSE) 5 examine, differentiate differentiate 

Data Administration (DBA) 1 draw, describe describe 

Data Administration (DBA) 2 define, evaluate define 

Data Administration (DBA) 4 compare, contrast contrast 

Database Management Systems 

(DMS) 1 compare, contrast contrast 

Database Management Systems 

(DMS) 4 describe, apply describe 

Database Management Systems 

(DMS) 6 design, deploy deploy 

Databases (DAT) 3 identify, describe identify 

Device Forensics (DVF) 2 perform, handle, understand handle, understand 

Digital Communications (DCO) 3 compare, contrast, describe contrast, describe 

Digital Forensics (DFS) 2 identify, describe identify 

Embedded Systems (EBS) 1 identify, describe identify 

Embedded Systems (EBS) 3 develop, implement implement 

Embedded Systems (EBS) 5 design, develop, prototype develop, prototype 

Forensic Accounting (FAC) 2 describe, implement implement 

Hardware/Firmware Security (HFS) 2 explain, use explain 

Host Forensics (HOF) 4 perform, provide provide 

IA Architectures (IAA) 1 examine, identify identify 

IA Compliance (IAC) 1 compare, contrast contrast 

IA Compliance (IAC) 2 plan, conduct conduct 

IA Standards (IAS) 1 compare, contrast contrast 

IA Standards (IAS) 5 list, describe list 

Industrial Control Systems (ICS) 1 identify, recall identify 

Introduction to Theory of 

Computation (ITC) 3 describe, quantify describe 

Intrusion Detection/Prevention 

Systems (IDS) 1 detect, identify, resolve, document identify, resolve, document 

Intrusion Detection/Prevention 

Systems (IDS) 6 deploy, test deploy 

Life-Cycle Security (LCS) 2 list, describe, explain list, describe 

Life-Cycle Security (LCS) 3 list, describe list 

Mobile Technologies (MOT) 1 understand, explain understand 

Network Forensics (NWF) 2 analyze, decipher, identify, provide decipher, identify, provide 

Network Security Administration 

(NSA) 1 analyze, recommend analyze 

Network Security Administration 

(NSA) 6 evaluate, perform perform 
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Network Technology & Protocols 

(NTP) 3 identify, describe identify 

Network Technology & Protocols 

(NTP) 4 identify, mitigate identify 

Operating Systems Theory (OST) 2 understand, design, implement understand, implement 

Penetration Testing (PTT) 1 plan, organize, perform organize, perform 

Penetration Testing (PTT) 7 assess, determine determine 

Penetration Testing (PTT) 8 compare, contrast contrast 

Privacy (PRI) 4 compare, contrast contrast 

Radio Frequency Principles (RFP) 1 understand, identify identify 

Radio Frequency Principles (RFP) 2 understand, identify identify 

Systems Programming (SPG) 2 outline, apply apply 

Systems Security Engineering (SSE) 1 analyze, determine analyze 

Systems Security Engineering (SSE) 2 analyze, determine analyze 

Virtualization Technologies (VTT) 2 compare, contrast contrast 

Vulnerability Analysis (VLA) 2 create, apply apply 

Vulnerability Analysis (VLA) 4 propose, analyze analyze 

Wireless Sensor Networks (WSN) 1 diagram, deploy deploy 

Wireless Sensor Networks (WSN) 3 analyze, propose analyze 

Table B-5: list of KU Learning Outcomes with multiple verbs identifying which verbs were 

not used for the weighting when calculating WCLS 
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List of 70 Unique Verbs Used Across the 73 KUs 

Ordered by Frequency of Use (402 total verb uses) 

Verb # Times Used % Verb Uses  Verb # Times Used % Verb Uses 

describe 91 22.6%   recall 2 0.5% 

apply 32 8.0%   articulate 1 0.2% 

explain 26 6.5%   assist 1 0.2% 

identify 24 6.0%   categorize 1 0.2% 

understand 15 3.7%   characterize 1 0.2% 

evaluate 14 3.5%   communicate 1 0.2% 

analyze 13 3.2%   compute 1 0.2% 

discuss 13 3.2%   conduct 1 0.2% 

compare 11 2.7%   decipher 1 0.2% 

examine 11 2.7%   detect 1 0.2% 

implement 11 2.7%   devise 1 0.2% 

perform 10 2.5%   diagram 1 0.2% 

demonstrate 9 2.2%   document 1 0.2% 

develop 9 2.2%   draw 1 0.2% 

contrast 8 2.0%   explore 1 0.2% 

differentiate 7 1.7%   handle 1 0.2% 

list 6 1.5%   harden 1 0.2% 

outline 5 1.2%   illustrate 1 0.2% 

configure 4 1.0%   map 1 0.2% 

design 4 1.0%   mitigate 1 0.2% 

execute 4 1.0%   monitor 1 0.2% 

use 4 1.0%   organize 1 0.2% 

write 4 1.0%   produce 1 0.2% 

assess 3 0.7%   protect 1 0.2% 

create 3 0.7%   prototype 1 0.2% 

define 3 0.7%   quantify 1 0.2% 

deploy 3 0.7%   rate 1 0.2% 

determine 3 0.7%   recognize 1 0.2% 

install 3 0.7%   resolve 1 0.2% 

recommend 3 0.7%   review 1 0.2% 

annotate 2 0.5%   select 1 0.2% 

leverage 2 0.5%   set up 1 0.2% 

plan 2 0.5%   suggest 1 0.2% 

propose 2 0.5%   test 1 0.2% 

provide 2 0.5%   utilize 1 0.2% 

Table B-6: frequency of use across 73 KUs for all 70 unique verbs 
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Figure B-1: KUs arranged from low to high UCLS 

 

 
Figure B-2: KUs arranged from low to high WCLS 

 

 
Figure B-3: KUs arranged from low to high by the change in UCLS to WCLS 
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Abstract 

 
As cybersecurity threats continue to increase in sophistication, frequency, and scale, the demand for a 
skilled cybersecurity workforce expands. While post-secondary institutions have increased the number 
of cybersecurity programs, similar growth within high schools has not kept up. High school cybersecurity 
and computing courses are necessary to develop skills, raise awareness and digital responsibility, 
introduce career opportunities, and foster critical thinking and problem-solving skills. The CyberSupply 
data collection was part of the 2020 National Centers for Academic Excellence in Cybersecurity High 
School Designation Feasibility Study, initially focusing on availability and access to high school 

cybersecurity courses across 12 states. In 2023, the CyberSupply data collection was expanded to 
include Arizona. This paper provides an overview of the CyberSupply data collection project and details 
the Arizona CyberSupply data collection project conducted in fall 2023. Arizona’s data is analyzed to 
identify the profile of Arizona schools and students, key findings, and opportunities for changing access 

to cybersecurity education in Arizona. These insights can help cybersecurity educators identify 
availability and access to cybersecurity courses and pathways in their states, areas of opportunities to 
support K-12 educators, course and pathway development opportunities, and address the cybersecurity 

workforce needs of the nation. 
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1. INTRODUCTION 
 
The cybersecurity skills and workforce gap 
continue to widen as the threat landscape 

continues to evolve at an alarming rate. The 
ability to overcome these issues requires a 
comprehensive cybersecurity education and 
training strategy. Collegiate cybersecurity 

programs continue to increase in availability and 
access due to increasing demand and support 
from federal agencies and funding. Despite this 

growth at post-secondary institutions, 
cybersecurity education within high schools is 
somewhat bare, with some pockets of growth 
(Dark et al., 2020). Only 16% of regular public 
high schools are estimated to have cybersecurity 
courses (Dark et al., 2020). The availability of 

cybersecurity courses is limited due to the 
availability of qualified teachers, availability of 
computer labs, crowded curriculum, and 
sequencing and scheduling. This limits access to 
cybersecurity courses to an estimated 3.7% of 
U.S. high school students (Dark et al., 2020). 
High school cybersecurity programs are 

important because they provide early skill 
development, help address the growing demand 
for cybersecurity professionals, raise awareness 
and promote responsible digital behavior, 
introduce diverse career opportunities, develop 
critical thinking and problem-solving skills, 
enhance national security, and bridge the digital 

divide. An added benefit is that these skills 
transcend the cybersecurity discipline. This paper 
provides an overview of the CyberSupply data 
collection project and details the Arizona 
CyberSupply data collection project conducted in 
fall 2023. Arizona’s data is analyzed to identify 

the profile of Arizona schools and students and 
identify key findings and opportunities for 
changing access to cybersecurity education in 

Arizona. These insights can help cybersecurity 
educators identify the availability and access to 
cybersecurity courses and pathways in their 
states, identify areas of opportunities to support 

K-12 educators, course and pathway 
development, and address the cybersecurity 
workforce needs of the nation. 
 
 
 

2. LITERATURE REVIEW 
 
Cybersecurity Workforce Gap 
The cybersecurity workforce shortage continues 

to be a concern, with over 450,000 unfilled 
positions within the United States (CyberSeek, 
2025) and nearly four million globally (ISC2, 
2023). Additionally, the cybersecurity threat 

continues to grow in sophistication, frequency, 
and scale, increasing stress on the cybersecurity 
workforce and leading to high employee turnover. 

White & Bunce (2023) estimates that nearly 51% 
of cybersecurity professionals will leave the field 
due to stressors like staffing and resource 
limitations, rising complexity of technology, 
remote work challenges, and compliance and 
regulatory pressures. 

 
Compounding this problem is the increasing 
dissatisfaction of employers regarding the 
knowledge, skills, and abilities of cybersecurity 
graduates’ capacity to fulfill the required tasks of 
the organization. Ross and Duke (2018) stated, 
“employers are expressing increasing concern 

about the relevance of certain cybersecurity-
related education programs in meeting the real 
needs of their organization,” in a report to the 
President of the United States. Additionally, an 
ISACA report (2023) identified that only 28% of 
employers surveyed believed that recent 
cybersecurity graduates were well prepared to 

meet the cybersecurity challenges of the 
organization, citing a lack of technical and soft 
skills. Addressing these concerns requires 
reviewing cybersecurity programs at the post-
secondary level to ensure alignment with industry 
needs. Additionally, understanding the 

cybersecurity availability and access at the 
secondary education level can identify ways to 
develop competencies earlier in students’ 

educational journey. 
 
Collegiate Cybersecurity Programs 
Hundreds of post-secondary institutions provide 

academic programs in cybersecurity to address 
the cybersecurity workforce gap and meet the 
knowledge, skills, and abilities required by 
employers. The National Security Agency’s (NSA) 
National Cryptologic School partners with several 
federal partners on the National Centers of 
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Academic Excellence in Cybersecurity (NCAE-C) 

program. NCAE-C aims to create and manage a 
collaborative cybersecurity educational program 
with post-secondary institutions that: 

• Establishes standards for cybersecurity 
curriculum and academic excellence; 

• Includes competency development 
among students and faculty; 

• Values community outreach and 
leadership in professional development; 

• Integrates cybersecurity practice within 

the institution across disciplines; and 
• Actively engages in solutions to 

challenges facing cybersecurity education 
(National Security Agency [NSA], 2025). 

 
Currently, 467 institutions (National Centers of 

Academic Excellence in Cybersecurity [NCAE-C], 
2025) maintain one or more of three 
designations: Cyber Defense, Cyber Operations, 
and/or Cyber Research. Institutions must 
complete a program of study validation that 
meets the desired characteristics required by the 
program office to produce the qualified workforce 

needed by the nation (NSA, 2025).  
 
Alternatively, ABET is a nonprofit, non-
governmental organization that accredits 
programs globally. They currently accredit 4,773 
programs at 930 colleges and universities in 42 
countries (ABET, 2025a). Similar to NCAE-C 

institutions, ABET-accredited programs ensure 
that graduates are prepared to enter the global 

workforce. ABET accredits programs in 
cybersecurity and similarly named computing 
programs and cybersecurity engineering and 
similarly named engineering programs. There are 

currently 54 institutions with one or both of these 
accreditations (ABET, 2025b).  
 
It is important to note that additional schools not 
listed in these databases may also have 
cybersecurity programs. Additionally, colleges 
and universities may hold both ABET and NCAE-C 

designations. 
 
High School Cybersecurity Programs 
The availability and access of high school 

programs are difficult to identify. The National 
Center for Education Statistics (NCES) is the 
Department of Education’s agency focused on 

collecting, compiling, analyzing, and reporting the 
condition of American education (National Center 
for Education Statistics [NCES], 2025). School 
statistical data provided by NCES includes 
directory information, school details, and 
enrollment characteristics; however, program 

information is not provided. Aggregate data for 
programs is typically collected by organizations 

and nonprofits at the local, state, or federal 

levels. Identifying program and course availability 
required the manual inspection of school 
websites. This is noteworthy as the process is 

time-intensive and can lead to errors.  
 
Dark et al. (2020) conducted a study to identify 
(1) the availability of gateway-to-cybersecurity 
and cybersecurity courses and pathways and (2) 
the level of access to cybersecurity courses and 
pathways for 9-12 grade students in the U.S. This 

comprehensive study of 5,915 regular public high 
schools (42.5% of schools) and 192 Career and 
Technical Education (CTE) centers (15.8% of 
centers) located in Arkansas, Colorado, Florida, 
Georgia, Illinois, Maryland, Ohio, South Carolina, 
Texas, Utah, and Virginia provided a confidence 

level of >99.99% for public schools and 90% for 
CTE Centers (Dark et al., 2020).  
 
CyberSupply’s background and details on the 
methodology are outlined in the next section. 
Comprehensive study results can be found in the 
2020 NCAE-C High School Designation Feasibility 

Study (Dark et al., 2020) with compiled results 
found at CyberSupply.org (Dark Enterprises, 
2023). The CyberSupply study provided the 
template for Arizona’s CyberSupply data 
collection project, which is the focus of this paper.  

 
3. CYBERSUPPLY 

 
Background 

CyberSupply was part of the 2020 National 
Centers for Academic Excellence in Cybersecurity 
(NCAE-C) High School Designation Feasibility 
Study. The High School Feasibility study 

investigated the practicality of a high school 
cybersecurity recognition program by conducting 
a Strengths, Weaknesses, Opportunities, and 
Threats (SWOT) analysis, identifying resources 
required to implement, and establishing a 
prospectus for success (Dark et al., 2020). The 
goals were to identify the availability, attendance, 

and access to gateway, non-gateway, and 
cybersecurity courses within public high schools 
and CTE centers within the U.S. 
 

A gateway course is typically considered the first 
credit-bearing course in a program of study, 
which generally applies to the requirements of a 

degree program (Kwak, 2020). Alternatively, 
gateway courses can be considered courses that 
students take, such as English or biology. The 
CyberSupply study defined gateway courses as 
“introductory courses that teach necessary 
prerequisite knowledge that set students up for 

success during their academic career and their 
professional lives.” (Dark et al., 2020, p.58) The 
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study further coded gateway courses as 

Computer Science (CS) gateway or Information 
Technology (IT) gateway. Table 1 outlines the 
courses used within the study.  

 

CS Gateway IT Gateway Non-
Gateway 

CSP/AP CSP IT 

Fundamentals 

Computer 

Applications 

CSP/AP CSA Networking I Computer 
Management 
and Support 

CS 

Discoveries 

Networking II Database 

CS Essentials Networking III Digital Media 

Exploring CS  Game Design 
I 

Intro to CS  Game Design 
II 

Linux  Mobile 
Applications 

Programming 
I 

 Robotics 

Programming 
II 

 Web Design I 

Programming 
III 

 Web Design 
II 

  Capstone I 

  Capstone 

Table 1 – Course Coding (Dark et al., 2020) 
 
Cyber.org’s K-12 Cybersecurity Learning 

Standards (2021) center on three core themes: 
Computing Systems (CS), Digital Citizenship 
(DC), and Security (SEC). Within these themes 

are fundamentals in cybersecurity education 
focusing on communication and networking, 
hardware, software, online safety, ethics, policy 
and legal issues, information security, network 
security, and physical security (Cyber.org, Cyber 
Innovation Center, & Cybersecurity and 
Infrastructure Security Agency, 2021). 

Additionally, the High School Cybersecurity 
Curriculum Guidelines & Glossary (Teach Cyber, 
2021) are based on four levels: big ideas, 
enduring understandings, learning objectives, 
and essential knowledge statements. The big 
ideas are broad areas of importance within 

cybersecurity, including ethics, establishing trust, 
ubiquitous connectivity, data security, system 
security, adversarial thinking, risk, and 
implications (Teach Cyber, 2021). In addition to 
these documents, concepts from the 
Cybersecurity Curricular Guidelines (ACM, 2017) 
and the Centers of Academic Excellence in Cyber 

Defense (CAE-CD) Knowledge Units (KUs) 
(Becker et al., 2024) were used to identify 
cybersecurity courses offered at schools within 

the study population. The following course titles 

were identified: Cybersecurity I, Cybersecurity II, 
Cybersecurity III, Principles of Cybersecurity, 
Network Security, Cyber Forensics, Cyber Ops, 

and Advanced Cyber Forensics (Dark et al., 
2020).  
 
Research questions were broken down into 
availability (the provision of courses in schools) 
and attendance and access (student access to 
courses in schools). Availability generally means 

that something can be used or obtained. For this 
study, availability of courses means that the 
course is listed within the school’s academic 
catalog. Dark (2020) noted that merely listing a 
course in a school’s catalog does not guarantee 
that the course has been or is being offered. 

Access generally refers to the ability to obtain or 
use a resource. Within this study, access is a 
function of the percentage of schools with 
gateway or cybersecurity courses, the number of 
students served in those schools per year, the 
number of courses available to those students, 
and the number of students that could be served 

with those courses (Dark et al., 2020). The 
following research questions guided the research 
study: 
 
Availability 

1) What percentage of schools and CTE 
centers have cybersecurity courses and 

computing courses that would be 
foundational to cybersecurity? 

Foundational courses in this study are 
called Gateway courses.  

2) Are there differences in availability by 
state, Title I status, size and locale? 

3) How many courses are offered by type 
(Gateway, Non-Gateway, Cybersecurity)? 

 
Attendance and Access 

1) How many students attend the schools 
and CTE centers with gateway and 
cybersecurity courses? 

2) Are there attendance differences by 
state? 

3) Are there attendance differences by 
race/ethnicity? 

4) Given availability levels along with other 
limitations (limited teachers, computer 
labs, and available hours), how many 

high school students have access to 
gateway computing and cybersecurity 
courses? 

5) Are there differences in access by state? 
6) Are there differences in access by student 

race/ethnicity? (Dark et al., 2020) 
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4. ARIZONA’S CYBERSUPPLY 

 
Arizona’s CyberSupply data collection project 
partnered with Dark Enterprises’ personnel, who 

conducted the initial CyberSupply data collection 
in 2020. This partnership allowed researchers to 
leverage the original research methodology, align 
with research questions, and benefit from lessons 
learned and best practices. This project was 
sponsored by the Center for the Future of Arizona 
(CFA) in partnership with the University of 

Arizona during Fall 2023. CFA is a nonprofit, 
nonpartisan organization that provides education, 
workforce development, and civic engagement 
programming. Specifically, the Arizona Pathways 
to Prosperity (APTP) initiative creates “future 
opportunity and upward economic mobility for all 

young Arizonans while supporting state and 
regional talent needs” (Center for the Future of of 
Arizona [CFA], 2025). APTP develops career-
connected pathways in critical career fields, like 
cybersecurity, to provide career exploration, early 
college programs of study, and work-based 
learning (CFA, 2025). In addition to identifying 

the availability, attendance, and access of 
gateway, non-gateway, and cybersecurity 
courses, Arizona’s CyberSupply data collection 
project had the following additional goals: 

1) Identify schools of opportunity to develop 
cybersecurity courses or programs. 

2) Identify schools with cybersecurity 

courses or programs to articulate 
pathways to higher education.  

3) Identify schools with cybersecurity 
courses or programs to provide career 
exploration and career readiness 
opportunities.  

 
Methodology  
As previously mentioned, a subset of the research 
questions outlined in the High School Designation 
Feasibility Study was used to develop the 
research questions for this study. The research 
questions are: 

 
Availability 

1) What percentage of schools and CTE 
centers have cybersecurity courses and 

computing courses that would be 
foundational to cybersecurity? 
Foundational courses in this study are 

called Gateway courses.  
2) Are there differences in availability by 

size, Title I status, and locale? 
3) How many courses are offered by type 

(Gateway, Non-Gateway, Cybersecurity)? 
 

 
 

Attendance and Access 

1) How many students attend the schools 
and CTE centers with gateway and 
cybersecurity courses? 

2) Given availability levels along with other 
limitations (limited teachers, computer 
labs, and available hours), how many 
high school students have access to 
gateway computing and cybersecurity 
courses? 

Although state-to-state comparison is briefly 

reviewed, it is important to note the timeframe 
between the original data collection and Arizona’s 
data collection. The availability and access to 
cybersecurity courses in the original 11 states 
may have changed.  
  

Purposive sampling was used during this study, 
which refers to a group of non-probability 
techniques in which units are selected because 
they have characteristics needed in the sample 
(Nikolopoulou, 2022). Purposive sampling is best 
suited to help answer the identified research 
questions, particularly when a lot of background 

information is available. Homogeneous sampling 
was used to reduce variation and simplify the 
analysis to describe a particular subgroup in 
depth.  
 
Data Collection 
Researchers from the University of Arizona (U of 

A) and undergraduate students from the U of A, 
Grand Canyon University (GCU), and Pima 

Community College (PCC) conducted data 
collection during the 2023-2024 academic year. 
Data sources included the Common Core of Data 
from the National Center for Education Statistics 

(NCES).  
• Data on enrollment, race/ethnicity, 

free/reduced lunch, Title I status, size, 
and locale were gathered from NCES. 

• Data on course availability were gathered 
from publicly available websites. 
Undergraduate students manually 

collected this data, which was then 
reviewed by faculty and personnel from 
Dark Enterprises to validate the findings. 

 

Schools 
Arizona’s CyberSupply course availability data is 
reported for 349 schools identified in the final 

dataset with an estimated total population of 
319,079 high school students. Most schools were 
considered “small schools” with less than 600 
students (54.2%), Title I schools (54.4%), and 
located within a city (43.6%). The breakdown for 
each category is provided in Tables 2, 3, and 4. 
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School Size f % 

<600 Students 189 54.2 

600-1200 Students 44 12.6 

1201-2000 Students 62 17.8 

>2000 Students 54 15.5 

Total 349 100.0 

Table 2 – School Size 
 

Title I f % 

Yes 190 54.4 

No 159 45.6 

Total 349 100.0 

Table 3 – Title I Schools 
 
 

 

Locale f % 

City 152 43.6 

Suburb 70 20.1 

Town 51 14.6 

Rural 76 21.8 

Total 349 100.0 

Table 4 – School Locale 
 
Courses 

This study identified 667 computing and 73 
cybersecurity courses, as outlined in Tables 5 and 
6, respectively. Courses considered computer 
science gateway are annotated with (CSG), those 
considered IT gateway are annotated with (ITG), 
and non-gateway courses are annotated with 
(NG). 

 

Pathway Course f % 

Computer Science 
Gateway 

AP CSP / CSP 73 10.9 

AP CSA 56 8.4 

CS Discoveries 5 0.7 

CS Essentials 8 1.2 

Exploring CS 4 0.6 

Introduction to CS 50 7.5 

Linux 3 0.4 

Programming I  83 12.4 

Programming II 69 10.3 

Programming III 38 5.7 

Exploring CS 4 0.6 

Information 

Technology 
Gateway 

IT Fundamentals 41 6.1 

Networking I 15 2.2 

Networking II 11 1.6 

Networking III  4 0.6 

Non-Gateway 

Capstone Course I 47 7.0 

Capstone Course II 21 3.1 

Computer Applications 1 0.1 

Computer Management and Support 27 4.0 

Database 0 0 

Digital Media 11 1.6 

Game Design/ 
Development I 

18 2.7 

Game Design 
/Development II 

8 1.2 

Mobile App Design/ Development 10 1.5 

Robotics 33 4.9 

Web Design 20 3.0 

Web Design II 11 1.6 

Total 667 100 

Table 5 – Computing Courses 
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Course f % 

Intro to Cybersecurity 21 29 

Cybersecurity II 17 23 

Cybersecurity III 14 19 

Principles of Cybersecurity 16 22 

Network Security 0 0 

Cyber Forensics 0 0 

Cyber Ops 1 1 

Advanced Cyber Forensics 0 0 

Other 4 5 

Total 73 100 

Table 6 – Cybersecurity Courses 
 
Analysis 
The formula for calculating access (Figure 1) is 

the number of courses (C) multiplied by the 

number of available seats (P). 30 is used for 
available seats to align with the feasibility study. 
C x P is divided by the total number of students 
(T) divided by four (4) to determine the 
approximate number of students per grade (4) 

 
Figure 1 – Access Formula 
 
Analysis of the data and available courses 

identified that 48% of schools provided gateway 
courses across 460 different courses (667 (total 

courses)-207 (NG-labeled courses) =460 
different courses from Table 5). 70% of total 
students from the study have access to these 
courses, providing an estimated 34% access to 
gateway courses.  
 

Additionally, 10% of schools provided 
cybersecurity courses across 73 courses. These 
schools accounted for 2% of total students, 
providing an estimated 2.7% access to 
cybersecurity courses. Further, <1% of students 
have access to a cybersecurity pathway. 
Pathways are career-themed and college 

preparatory programs in high schools and CTE 

centers. Cybersecurity is often found in either the 
IT or STEM career cluster.  
 
Tables 7 through 15 provide a cross-tabulation of 
computing courses, gateway computing courses, 
and cybersecurity courses across school size, Title 

I status, and locale, respectively, and provide the 
following information. Profile information and key 
findings from this data are summarized below. 
 

Profile of Schools and Students 
• 78% of AZ public high schools are Urban 

and 88% of students attend Urban 

Schools 
• 33% of schools have >1200 students and 

75% of students attend these schools 
• 54% of AZ public high schools have <600 

students and 13% of students attend 
them 

• 54% of high schools are Title I 

 
Key Findings 

• 40% of schools offering gateway courses 
are Urban; 8% are rural schools 

• 9% of schools offering cyber courses are 
urban; 1% are rural schools 

• 78% of schools with 1200+ students offer 
gateway courses; 15% offer 
cybersecurity courses 

• 34% of schools with <1200 students offer 
gateway courses; 7% offer cybersecurity 
courses 

 

 Computing Courses  

School 
Size 

Yes No Total 

<600 
Students 

68 121 189 

600-
1200 
Students 

29 15 44 

1201-
2000 
Students 

46 16 62 

>2000 
Students 

45 9 54 

Total 188 161 349 

Table 7 – Computing Courses and School 
Size 
 

 Gateway Computing  

School 
Size 

Yes No Total 

<600 

Students 

54 135 189 

600-
1200 

Students 

25 19 44 

1201-
2000 
Students 

45 17 62 

>2000 
Students 

45 9 54 

Total 169 180 349 

Table 8 – Gateway Computing and School 
Size 
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 Cybersecurity Courses  

School 

Size 

Yes No Total 

<600 
Students 

12 177 189 

600-

1200 
Students 

5 39 44 

1201-
2000 
Students 

8 54 62 

>2000 
Students 

9 45 54 

Total 34 315 349 

Table 9 – Cybersecurity Courses and School 

Size 

 

 Computing Courses  

Title I Yes No Total 

Yes 96 94 190 

No 92 67 159 

Total 188 161 349 

Table 10 – Computing Courses and Title I 

 Gateway Computing  

Title I Yes No Total 

Yes 85 105 190 

No 84 75 159 

Total 169 180 349 

Table 11 – Gateway Computing and Title I 
 

 Cybersecurity 
Courses 

 

Title I Yes No Total 

Yes 19 171 190 

No 15 144 159 

Total 34 315 349 

Table 12 – Cybersecurity Courses and Title I 
 

 Computing Courses  

Locale Yes No Total 

City 86 66 152 

Suburb 43 27 70 

Town 24 27 51 

Rural 35 41 76 

Total 188 161 349 

Table 13 – Computing Courses and Locale 

 

 Gateway Computing  

Locale Yes No Total 

City 79 73 152 

Suburb 43 27 70 

Town 19 32 51 

Rural 28 48 76 

Total 169 180 349 

Table 14 – Gateway Computing and Locale 
 

 Cybersecurity 

Courses 

 

Locale Yes No Total 

City 22 130 152 

Suburb 5 65 70 

Town 4 47 51 

Rural 3 73 76 

Total 34 315 349 

Table 15 – Cybersecurity Courses and Locale 
 
Arizona’s CyberSupply data was compiled into the 
dataset from other states. Figure 2 outlines the 
availability of Gateway Computing courses and 
Cybersecurity courses across 13 states. Figure 3 
outlines the access to those courses across 

states. Several key takeaways are identified by 

viewing this consolidated data. First, there are 
prominent outliers in several states. For example, 
the availability of gateway computing courses in 
Maryland at 91% is contrasted with the relatively 
low access to those courses at 38%. Similarly, the 
availability of cybersecurity courses in Virginia at 

61% contrasts with access being calculated at 
just 14%. Second, the average availability for 
Gateway Courses is 59% or 56% when removing 
the Maryland outlier. The average availability for 
Cybersecurity courses is 16% or 12% after 
removing the Virginia outlier. There are no 

significant outliers for Gateway access, resulting 
in an average access of 46% across states. 
However, when calculating access for 
cybersecurity, averages are considered with 

Virginia and without, resulting in 3.7% or 2.9%, 
respectively.  
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Figure 2 – Availability by State with Gateway 
Computing vs Cybersecurity Courses (Dark 
et al., 2020) 

 

Figure 3 – Access by State with Gateway 

Computing vs Cybersecurity Courses (Dark 
et al., 2020) 
 
Finally, researchers developed Figures 4 and 5 to 
highlight the side-by-side comparisons of 
availability and access from states included in this 
study. Figure 4 shows that in some instances 

(Arkansas, Kentucky, Ohio, and South Carolina), 
there is greater access to courses than 
availability. Alternatively, Figure 5 shows the 

differences between availability and access are 

proportionally similar except for Virginia.  

 

Figure 4 – Availability and Access of 

Gateway Courses by State 

 

 

Figure 5 – Availability and Access of 
Cybersecurity Courses by State 
 

5. FUTURE WORK 
 
This study provides multiple possibilities for 
future work. Analysis of outlier states and those 
tat have more access to courses than availability 
could identify best practices, resources, or 
methods for developing and increasing the 

availability and access for gateway and 
cybersecurity courses within Arizona. 
Additionally, researchers noted a three to four-
year gap between the original data collection and 

Arizona’s data collection. Evaluating the ability to 
conduct regular data collection and expanding it 
to other states could further identify areas of 

opportunity and excellence to inform decision-
making. This could also lead to year-over-year 
trend analysis to identify whether availability and 
access are increasing or decreasing. Further, 
researchers will leverage this data to identify 
schools for development, support, or expansion. 

It could identify why schools with low, or no 
availability are not offering gateway or 
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cybersecurity courses. Finally, this study provides 

information on schools with gateway and 
cybersecurity courses. This provides the 
opportunity to develop a community of practice 

and connection with schools to ensure districts, 
teachers, and programs are sustainable. This 
would enable the development and distribution of 
best practices, staying current with the evolving 
nature of cybersecurity, and conducting 
professional development. The community of 
practice can be facilitated through statewide 

initiatives, including GenCyber, Arizona 
Cybersecurity Initiative, the National 
Cybersecurity Teaching Academy (NCTA), 
Arizona Teaching Academy, and the 18-credit 
Graduate Certificate in Cyber Operations offered 
by the University of Arizona.  

 
6. CONCLUSIONS 

 
The availability and access to gateway and 
cybersecurity courses at secondary education 
institutions are critical to overcoming the 
cybersecurity skills and workforce shortage. 

Cybersecurity education at the high school level 
lacks availability and access, with only 10% of 
Arizona schools offering cybersecurity courses 
and less than 1% of students having access to 
cybersecurity pathways. Changing access in 
Arizona can occur in several ways. First, 
leveraging interest in computer science can 

develop interest in cybersecurity. Since 48% of 
schools offer gateway to cybersecurity courses it 

provides an opportunity to develop interest 
through those courses. Second, offering multiple 
entry points into cybersecurity pathways can be 
beneficial. Cybersecurity professionals have 

diverse backgrounds and enter the career field at 
different points. Cybersecurity education should 
provide similar opportunities and a diverse range 
of pathways. Additionally, states and schools 
need to invest in teachers and cybersecurity 
professional development. There are local and 
national training opportunities ranging from 

camps and professional development, like 
GenCyber and Cybersecurity High School 
Innovations (CHI), to scholarships for a graduate 
certificate in cybersecurity provided by the NCTA. 

Finally, Arizona needs to incentivize schools and 
districts to initiate and grow cybersecurity 
pathways. This may include implementing state 

standards and requirements for cybersecurity or 
developing a dedicated CTE program for 
cybersecurity.  
 
Actions must be taken to address Arizona’s and 
the nation’s critical cybersecurity workforce 

shortage by expanding access and availability of 
cybersecurity education in our secondary schools. 

Educators, policymakers, and industry leaders 

should collaborate to leverage existing computer 
science programs, create diverse entry points into 
cybersecurity pathways, and invest in teacher 

training and professional development. By 
incentivizing schools and districts to build robust 
cybersecurity programs and adopting clear state 
standards, states can empower their students 
with the skills needed for tomorrow’s digital 
challenges. 
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Abstract 

This study examines a multi-organization Tabletop Exercise (TTX) involving state and national agencies 

to provide insights into how social cognition and network factors influence exercise outcomes. Building 

on Social Cognitive Theory and Social Network Theory, this study proposes a model linking psychological 

factors, such as self-efficacy, and communication network structures to participants’ perceptions of 

organizational performance and training benefits. The research explores how communication networks 

and people’s confidence in their organization’s abilities affect participants' perceptions of the exercise’s 

success. The study highlights the importance of security self-efficacy, demonstrating how beliefs in 

organizational capability influence engagement and perceived success. By connecting psychological 

readiness with network structures, this work advances a more comprehensive understanding of how to 

design, implement, and evaluate impactful cybersecurity TTXs, strengthening preparedness for complex, 

high-stakes cyber incidents. Findings underscore the critical role of communication structures: 

participants embedded in larger and more central networks reported higher assessments of their 

organization’s performance and the exercise’s value. Perceived security self-efficacy was a key factor 

for positive results. The findings recommend designing TTX for groups with different maturity levels and 

encouraging inclusive communication.  
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response. 
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1. INTRODUCTION 

Cybersecurity professionals and government 
agencies have warned that the US power grid and 
critical infrastructure are vulnerable to 
devastating malicious attacks (Ling, 2025). As 

cyber threats to critical infrastructure continue to 
rise, organizations across both public and private 
sectors are turning to Tabletop Exercises (TTXs) 
as a key tool for cybersecurity and incident 

response preparedness. For example, “Operation 
999” was a ransomware TTX focused on the water 
industry, which allowed participants an immersive 

experience to practice incident response 
strategies (Leyden, 2025). TTXs offer a low-cost, 
scenario-based method to simulate incident 
response and test decision-making, coordination, 
and communication strategies in a safe, 
controlled environment. They combine 
experiential learning with realistic scenarios to 

train organizational personnel effectively 
(Maurer, 2023). When implemented, these 
exercises significantly enhance both technical and 
essential soft skills, bridging gaps frequently 
observed among professionals and new 
graduates (Angafor et al., 2020). These exercises 

are especially valuable for improving not only 
technical readiness but also soft skills such as 
collaboration, leadership, and adaptability 
(Angafor et al., 2020; Pate et al., 2016).  

Empirical evidence from healthcare, education, 
transportation, and the pharmacy sectors 
reinforces the effectiveness of TTXs, showing 
substantial improvements in knowledge, 
attitudes, confidence, and practical response 

capabilities compared to traditional lecture-based 
training (Brunner & Lewis, 2006; Mirzaei et al., 
2020; Pate et al., 2016; Radow, 2007). 
Businesses frequently rely on TTX for their 
cybersecurity training and preparedness needs 

(Pearlson et al., 2021). Further, CISA, the U.S. 
government organization charged with protecting 

national cybersecurity and infrastructure from 
cyber threats, actively endorses this training 
method by providing ready-made TTX packages, 
reflecting their advocacy as a standard practice 
(Cybersecurity & Infrastructure Security Agency, 
2025). Moreover, the National Institute for 
Standards and Technology (NIST) has put TTX as 

a common and valuable practice in their NIST 

Cybersecurity Framework (CSF) to help 
organizations test and improve their response 
capabilities (National Institute of Standards and 

Technology, 2024). In summary, Tabletop 
exercises (TTXs) are widely used for emergency 
preparedness by several disciplines, including 
Cybersecurity, and much work has gone into the 
design of these programs, yet effective 
Cybersecurity TTX implementation is not as well 

understood (Haddouch et al., 2025).  

Although TTXs are widely used, their 
effectiveness is not completely clear and they 

tend to be assessed differently based on the 
situation.  This study addresses this gap by 
integrating a social-cognitive perspective with a 
social network lens to explain why some exercises 
yield stronger perceptions of value and 
performance than others. This research argues 
that participants’ self-efficacy and perceptions of 

collective capability shape how they engage 
during the exercise, and these engagement 
processes, in turn, influence what participants 
believe they gain from the experience. 

At the same time, these cognitive mechanisms 
are conditioned by the structure of 
communication and collaboration during the TTX: 
who interacts with whom, how centralized or 
fragmented the interaction patterns are, and 

whether participants occupy bridging or 
peripheral positions. By examining cognition and 
network structure jointly, the research moves 
beyond “did the exercise work?” to specify how 
and under what social conditions TTXs produce 
more meaningful learning, coordination, and 

preparedness outcomes, especially in cross-
functional and cross-organizational settings 
where TTXs are most often deployed. 

The goal of TTX is to assess an organization's 
preparedness and response capabilities for 
various scenarios by simulating real-world 
situations in a low-risk, discussion-based 
environment (Cybersecurity & Infrastructure 
Security Agency, 2025). A key outcome is 

developing and testing coordination and 
communication(Everbridge, 2025; Haddouch et 
al., 2025). In a literature review, Vykopal et al. 
identified 140 research papers explicitly 
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examining TTXs. “Out of only three papers (P4, 

P6, and P8) that addressed assessment, only one 
(P6) suggested a method that goes further than 
unstructured assessment by the observers and 

facilitators” (Vykopal et al., 2024, p. 223). There 
is an opportunity to provide a theoretically driven, 
rigorous assessment of the outcomes of the TTX 
beyond observational data.  

This study focuses on evaluating participants’ 
perceptions of their organization’s performance 
and the benefits gained from a TTX situated in the 

context of critical infrastructure protection in rural 
areas, where resource constraints and unique 
communication challenges make effective team 
coordination and training implementation 
particularly important. This research examines 

the impact of a key learning factor drawn from 

social cognitive theory (Bandura, 1997), in 
concert with factors related to the network of 
interactions between participants to better 
understand how to effectively implement and 
evaluate TTXs in cybersecurity and beyond. This 
research identifies key psychological and 
contextual factors—such as self-efficacy (belief in 

one’s ability to accomplish a specific task), 
network size, and network centrality (one’s 
structural position within a network)—that are 
often overlooked in traditional linear TTX 
evaluations. Thus, this study supports the 
development of a research model that explains 
how these factors shape perceived performance 

and benefits during TTXs, particularly in resource-

constrained environments like rural infrastructure 
settings. By connecting psychological readiness 
and social networks, this research offers a more 
comprehensive understanding of how to 
implement and evaluate impactful TTXs in 

cybersecurity and beyond.  

2. LITERATURE REVIEW &  
THEORETICAL FOUNDATION 

Tabletop exercises: Design, efficacy, and 
evaluation gaps 
Tabletop exercises (TTXs) are becoming more 
common in critical infrastructure industries, 

allowing organizations to practice responding to 
cyber threats in a safe, low risk setting.  

Additionally, TTXs have emerged as an effective 
method for enabling participants to 
collaboratively address complex cybersecurity 
incidents affecting critical infrastructure. 
According to Evans (2019), such scenarios 

provide a low-stress yet high-impact setting that 
enables participants to enhance their 
comprehension of cyber threats while improving 
their collaborative, communicative, and decision-
making abilities in simulated real-world 

conditions (Evans, 2019). In complex scenarios, 

the integration of public-private partnerships and 
civilian-military collaboration becomes essential. 

As Elvegård and Andreassen (2024) emphasize, 

TTXs facilitate interagency coordination by 
engaging multiple organizations, thereby 
enhancing mutual recognition of cyber risks and 
increasing awareness of shared resources and 
response capabilities (Elvegård & Andreassen, 
2024). Maennel et al. (2023) stress the necessity 
of joint efforts across sectors to develop 

comprehensive cyber-defense mechanisms 
capable of addressing large-scale, multifaceted 
security incidents. The inclusion of diverse 
disciplinary perspectives and varying levels of 
expertise within these exercises further enriches 

the collective problem-solving process.  

A critical element of interagency collaboration is 
establishing a clear understanding of roles and 
shared expectations during cybersecurity 
incidents. In alignment with these principles, the 
NIST 800-84 guidelines (Grance et al., 2006) 
endorse TTXs as a key component within broader 
test, training, and exercise (TT&E) programs 

aimed at strengthening preparedness for 
cybersecurity events. Organizations should adopt 
best practices for TTXs to be prepared to address 
security events. 

Bartnes and Moe (2017) identify several critical 
success factors in the design and execution of 
TTXs, including clearly defined objectives, time-

sensitive decision points, realistic role 
assignments, and active involvement of key 
stakeholders. When these elements are met, 
TTXs have the potential to enhance both technical 
competencies and non-technical skills, such as 
leadership and collaboration (White et al., 2004; 

Young & Farshadkhah, 2022). Despite their 
recognized value, much of the existing literature 
primarily assesses TTXs through the lens of 
compliance and organizational readiness 
benchmarks. Less attention has been paid to the 
interpersonal and structural dynamics that shape 
the efficacy of these exercises. 

Tobergte et al. (2022) argue that the most 
impactful TTXs are those that replicate authentic 

cognitive and emotional stressors, mirroring the 
uncertainty and complexity of real-world 
incidents. Nonetheless, empirical investigations 
into interactional patterns—such as 
communication flows, centrality in problem-

solving networks, and their influence on learning 
outcomes remains limited. The current study 
seeks to fill this gap by examining the relational 
and organizational conditions that optimize 
learning and coordination in cybersecurity 
tabletop exercises. 
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Social Cognitive Theory  

Social Cognitive Theory (SCT) posits that 
individuals’ beliefs about their capabilities 
influence their behavior, motivation, and 

outcomes (Bandura, 1977, 1997). When 
extended to the group or organizational level, 
collective efficacy reflects the shared belief that 
the team or organization is capable of 
successfully performing a given task. In the 
cybersecurity context, this theoretical lens has 
proven powerful in explaining behavioral variation 

in both proactive and reactive security behaviors. 

A landmark early application of this theory in the 
information systems domain is found in Compeau 
and Higgins (1995). In the study, Compeau and 
Higgins (1995) developed and validated a scale 

for computer self-efficacy (CSE) and 

demonstrated its predictive power for individual 
computer usage behavior, beyond actual skill 
level. CSE was updated in 2022 to IT self-efficacy 
(ITSE) as CSE has a narrow desktop-centric view 
of computing, which does not translate to the 
platform and mobile environment of today. ITSE 
acknowledges that confidence in using IT now 

extends to environments where users may 
interact with systems indirectly (e.g., voice 
interfaces, AI tools) or rely on highly automated 
systems (D. Compeau et al., 2022). Extending 
this to the cybersecurity domain, Johnston and 
Warkentin (2010) applied self-efficacy theory to 
model end-user compliance with security policies. 

The study empirically tested the role of self-

efficacy alongside fear-based appeals in shaping 
users’ security behavior intentions, finding that 
users who believed in their ability to enact secure 
behaviors were significantly more likely to avoid 
risky actions such as opening phishing emails or 

using weak passwords (Johnston & Warkentin, 
2010). Further, Stavrou and Piki (2024) found 
that cultivating self-efficacy is a key attribute in 
developing cybersecurity skills. These findings 
highlight the importance of psychological 
readiness in shaping security-related 
performance.  

Similarly, Ifinedo (2012) used social cognitive 
theory to explore employee compliance intentions 
within organizations. The study advanced a model 

that integrates self-efficacy within a broader 
behavioral framework, combining the Theory of 
Planned Behavior (TPB) and Protection Motivation 
Theory (PMT) to examine what drives user 

compliance with security policies. His findings 
demonstrate that self-efficacy, perceived 
behavioral control, and response efficacy are key 
predictors of intention to comply with security 
policies. This work is particularly relevant in 
organizational contexts where employee 

awareness, confidence, and perceived capability 

significantly influence security posture (Ifinedo, 

2012). In the context of cyber team readiness, 
Durcikova et al. (2024) empirically examined how 
organizational cybersecurity self-efficacy relates 

to real-world breach outcomes, reinforcing the 
view that collective belief systems or 
organizational security self-efficacy are predictive 
of performance in high-uncertainty, high-stakes 
environments like cybersecurity (Durcikova et al., 
2024). In sum, there is clear evidence that social 
cognition plays an important role in technology 

interactions and decision making, which are both 
critical in TTXs.  

Social Network Theory  
While social cognitive theory explains why 
individuals and teams may engage in effective 

behavior during TTXs, Social Network Theory 

helps explain how those behaviors unfold across 
communication structures. Social Network Theory 
conceptualizes social systems as sets of nodes 
(people) and ties (interactions), and emphasizes 
how structural position within a network affects 
access to resources, influence, and information 
(Borgatti & Li, 2009; Burt, 1992; Freeman, 

1978). Two constructs—network size and 
centrality—are relevant in time-sensitive, 
collaborative environments like TTXs. In an early 
application of social network theory to 
organizational behavior, Brass (1984) conducted 
a study on organizational influence, revealing that 
individuals with high centrality in communication 

networks wield significant informal power, often 

surpassing those with formal authority. The study 
found that structural position within a network, 
i.e., centrality, is an important predictor of 
influence over decision-making and performance 
outcomes (Brass, 1984). This principle was 

extended to emergency management and 
security contexts by Monge & Contractor (2003), 
who extended Social Network Theory into high-
pressure organizational environments, 
demonstrating that communication structure, not 
just technical expertise, plays a decisive role in 
determining team effectiveness during complex 

coordination tasks. Their work underscores the 
predictive value of network properties such as 
density and connectivity for group performance 
(Monge & Contractor, 2003). 

In the cybersecurity space, Gordon et al. (2003) 
argued for the importance of inter-organizational 
information sharing in preventing security 

breaches and proposed early models of 
collaborative security readiness. The authors 
emphasized that timely and strategic information 
flow between networked actors is essential for 
preempting and mitigating security breaches, 
shifting the focus from isolated technical controls 

to collaborative readiness (Gordon et al., 2003). 
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A study examining cybersecurity skills, 

specifically phishing detection within 
organizations, found that an individual’s 
centrality within a department, as determined by 

social network analysis, is associated with 
cybersecurity compliance (Wright et al., 2023). In 
addition, this study found that IT self-efficacy was 
identified as another factor related to 
cybersecurity skills and compliance. Similarly, 
Carley (2003, 2020) introduced the concept of 
social cybersecurity, applying computational 

network analysis to assess how information 
spreads through human networks and how trust 
and influence can be compromised. Her work 
highlights the importance of modeling not just 
who participates in exercises, but who connects, 
influences, and facilitates coordination; ideas that 

this study seeks to test in an applied TTX setting 
(Carley, 2003, 2020). Individual interactions and 
relationships, as assessed by a social analytics 
lens, are interconnected in significant situations 
and can influence outcomes. The authors believe 
this may be true in TTX as well.  

To summarize this literature review, first, 

tabletop exercises (TTXs) are widely used and 
effective for improving preparedness, 
coordination, and both technical and 
non-technical skills across critical infrastructure 
sectors. Gross and Ho (2021) stated that 
experiential, team-based learning activities in 
cybersecurity enhance technical understanding, 

collaboration, and readiness for defensive tasks, 

supporting the value of exercises like TTXs. The 
literature review also indicates that existing 
studies primarily focus on exercise design, 
compliance, and organizational readiness, while 
giving limited attention to the social and 

structural processes that shape exercise 
outcomes. The literature on Social Cognitive 
Theory and Social Network Theory highlights that 
participants’ beliefs about their organization’s 
capabilities and the structure of in-exercise 
communication networks may play a critical role 
in determining perceived performance and 

training benefits. However, these factors have 
rarely been examined together in cybersecurity 
TTXs. This study addresses this gap by examining 
how perceived organizational security self-

efficacy and communication network structure 
jointly influence exercise outcomes. 

Research hypotheses 

Building upon Social Cognitive Theory and Social 
Network Theory, this study advances a 
theoretically grounded model to explain how 
perceived organizational security efficacy and 
communication network structure may influence 
participants’ perceptions of organizational 

performance and training benefit in cybersecurity 

Tabletop Exercises (TTXs). The hypotheses center 

around psychological antecedents (self-efficacy), 
structural mediators (network position), and the 
exercise-level outcomes (perceived performance 

and benefit). 

Perceived security self-efficacy 
Grounded in Social Cognitive Theory, perceived 
self-efficacy in the context of TTX refers to an 
individual’s belief in their team or organization’s 
ability to effectively respond to cyber threats. This 
belief serves as a motivational driver, influencing 

how participants approach engagement with 
team members and respond to simulated stress 
scenarios during the exercise. 

Past research has long established the positive 
influence of self-efficacy across various domains 

(Bandura, 1997; Staples et al., 1999). At the 

team level, cybersecurity-specific self-efficacy 
reflects the collective confidence of a group in 
executing cyber incident response tasks  (Judge 
& Bono, 2001). Recent empirical work also 
reinforces this view. Durcikova et al. (2024) 
investigated how collective self-efficacy within 
cybersecurity teams affects an organization’s 

resilience against breaches . The study found that 
high team efficacy led to fewer and less severe 
security incidents, emphasizing that belief in 
competence influences not just individual 
behavior but also organizational vigilance and 
cohesion. Similarly, Park and Shin (2022) applied 
social cognitive theory to explore how group-level 

efficacy shaped team coordination during 

security-critical tasks, finding that overconfidence 
can sometimes degrade performance unless 
coupled with strong communication and 
accountability mechanisms. These findings align 
with the broader theoretical expectation that 

groups with elevated levels of self-efficacy and 
trust in their organization tend to exhibit better 
performance outcomes (Park & Shin, 2022; Ter 
Huurne & Gutteling, 2009).  

These psychological factors are not only critical 
for performance but also shape interpersonal 
dynamics during TTXs. Specifically, higher levels 

of self-efficacy may lead participants to contribute 
more actively to group dialogue during the 
exercise, express concerns, and initiate 

communication more freely. These behaviors, in 
turn, influence the structure and quality of 
communication networks that form during the 
exercise, including participants’ connectedness 

and central roles within those networks. It is 
acknowledged that individual attitudes and social 
network characteristics are posited to co-evolve 
over time, especially within organizational 
settings (Tasselli et al., 2015); however, because 
the in-exercise network formed during the 
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exercise, influenced only by the temporary teams 

that participants were assigned to, it is 
reasonable to assume that individual participants’ 
pre-conceived notions of their organizations’ 

security self-efficacy were unlikely to be 
influenced by the nascent network that emerged 
during the exercise, and instead were more likely 
to influence participants’ behavior during the 
exercise, in turn affecting their network size and 
position. 

Within the TTX environment, this research posits 

that heightened perceived security self-efficacy 
enables teams to more efficiently access and 
disseminate critical information, facilitating 
quicker and more effective connections to 
relevant actors and knowledge. Therefore: 

 

H1: Perceived organizational security self-efficacy 
is positively related to in-exercise communication 
network (a) size and (b) centrality. 
 
In-exercise communication networks 
While individual-level beliefs serve as behavioral 
antecedents, the structure of communication 

during a TTX also plays an important role in 
shaping outcomes. Drawing from Social Network 
Theory (Borgatti et al., 2009; Freeman, 1978), 
this study examines two network-level 
constructs: a) network size and b) network 
centrality. These metrics capture the relational 
architecture of a TTX and are central to 

understanding how influence, coordination, and 

information flow unfold in real time. 

The social network perspective conceives of the 
interconnected relationships and interactions 
between individuals as an informal structure that 
provides opportunities and imposes constraints 

(Borgatti et al., 2009). By examining the informal 
structure of the participants’ communication 
during the exercise, the researchers explore how 
the relational context influences participants’ 
access to information, ability to share 
information, and their influence on others, thus 
providing a deeper understanding of the factors 

affecting their perceptions of their organization’s 
performance and the benefits of the exercise. 

Network size is defined by the number of people 

each participant identified as effective 

communicators during the exercise (Freeman, 
1978). Larger networks are associated with 
greater access to information and resources 

(Borgatti et al., 2009). Network centrality can be 

defined in several different ways. This study used 
closeness network centrality (Freeman, 1978; 
Valente & Foreman, 1998), which is defined by 

the number of links it takes for each participant 
to reach all the other participants through the 
network. This concept of centrality is associated 
with independent access to information (because 
one has many potential contacts from which to 
gather information) and through this access, 
increased influence over others (Brass, 1984). 

Accordingly, in organizational crisis response, 
actors who are more central or better connected 
are often more influential in steering team 
decisions and synthesizing intelligence 
(Brilingaitė et al., 2022).  

Therefore, the study expects that participants 

whose in-exercise communication networks are 
larger and whose positions within the networks 
are more central will evaluate their organization’s 
performance in the exercise more favorably and 
will more highly rate the benefits of the exercise 
to their organization. 

H2: In-exercise communication network size is 

positively related to a) perceived organizational 
performance in the TTX and b) perceived benefits 
of the TTX.  

H3: In-exercise communication network 
centrality is positively related to a) perceived 
performance in the TTX and b) perceived benefits 
of the TTX. 

Further, this research expects that in the high 
information velocity context of the TTX, where 
access to and control of information is highly 
important, a participant’s network size and 
centrality will mediate the relationship between 
self-efficacy and the outcomes. 

H4: In-exercise communication network size will 
mediate the relationship between perceived 
organizational security efficacy and a) perceived 
organizational performance and b) perceived 
benefits of the TTX. 

H5: In-exercise communication network 
centrality will mediate the relationship between 

perceived organizational security efficacy and a) 

perceived organizational performance and b) 
perceived benefits of the TTX. 
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Figure 1. Integrated Model Based on Social Cognitive Theory and Social Network Theory. 

 

 

Research model 
Figure 1 illustrates the conceptual model that 

represents these hypotheses. The model 
integrates psychological beliefs (self-efficacy), 

communication structure (network size and 
centrality), and perceived outcomes 
(performance and benefit), providing a theory-
driven explanation for variability in TTX 
effectiveness. In the proposed model, 
participants with higher perceptions of 

organizational security efficacy will have larger in-
exercise communication networks and will be 
more central in those networks. In turn, in-
exercise network size and centrality will influence 
participants’ perceptions of their organizations’ 
performance in the exercise and the benefits of 
the exercise for their organizations. Additionally, 

this research expects that in certain high-

information velocity environments (e.g., TTX), 
where access to and control of information is 
highly important, the properties of a participant’s 
in-exercise communication network (e.g., size 
and centrality) will mediate the relationship 
between self-efficacy and the outcomes. 

3. METHODS 

Study setting and TTX description 
The study was situated in the context of critical 
infrastructure protection in rural areas, where 
resource constraints and unique communication 
challenges make effective team coordination and 

training implementation particularly important. 
The TTX took place in a rural state located in the 

Rocky Mountain West and focused on the 
electrical industry. 

The TTX session started with an interdisciplinary 
planning team that organized the event and 
developed the exercise. The planning team 

included staff from the state’s flagship university, 
staff from the Cybersecurity and Infrastructure 
Security Agency (CISA), staff from the state 
conducting the TTX training, and members from 
the critical infrastructure organizations. The 

planning team met several months prior to the 

event to develop goals for the TTX, develop the 

participant list, design the scenario for the 
exercise, and devise a plan to identify gaps during 
the after-action review. This exercise used the 
DECIDE Platform from Norwich University Applied 
Research Institutes (NUARI, n.d.) as a decision 
support system to be used during the exercise. 

DECIDE was developed with funding from the 
Department of Homeland Security, and it has 
been a trusted cybersecurity live exercise 
solution. The platform simulates cyber-attacks for 
organizations and their partners to stress and test 
incident response plans, resulting in after-action 
reports to improve strategic communication, 

compliance, risk, and overall resilience. The 
platform launches the different stages of the 
scenario in an email inbox interface. Participants 

can respond via a chat tool and there is a survey 
tool to capture qualitative and quantitative 
responses for each step of the TTX.  

This exercise was designed to practice 
coordination, communication, and information 
sharing protocols between electric grid partner 
organizations while responding to a hypothetical 
disruptive cyber and physical incident. The 
integration of government, industry, military, and 
academia provides a strategic opportunity to 

work toward informed state-wide solutions with a 
robust network of partners. The participants in 
the exercise included employees from the public 
power company, 20 energy cooperatives, the 
Electric Cooperatives’ Association, the state 
fusion center, the state Cybersecurity and 

Infrastructure Security Agency (CISA) 

representatives, National Guard, and state IT.  

Procedure and participants 
The event was held for six hours in two adjoining 
rooms at a large northwestern university. There 
were 25 players from the power industry and 21 
players from state and federal agencies as well as 

the National Guard. Most of the participants (43) 
attended in person, and three attended virtually 
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via an internet video conferencing system 

(Zoom). All participants used laptops that were 
connected to the NUARI DECIDE Platform. All 
players, observers/scribes, and facilitators 

received DECIDE training prior to the TTX. NUARI 
provided staff to troubleshoot problems and to 
advance the injections for the exercise. Appendix 
1 provides details about the exercise scenario.  
The in-person participants were assigned to eight 
groups distributed between two rooms at the 
facility; virtual participants were assigned to a 

ninth group. Each group included managers and 
technical staff from a power company or 
cooperative, as well as a National Guard 
representative.  

There were facilitators for each step of the 

exercise as well as a facilitator for the virtual 

group. The facilitators roamed around to make 
sure each group was making progress on the 
discussion. There were 26 scribes who took notes 
on the discussions of the nine groups over the 
four modules of the TTX. The scribes all signed a 
Non-Disclosure Agreement, agreeing to keep the 
names of the participants and the organizations 

confidential. Their notes were submitted on the 
DECIDE Platform as a chat message. The 
facilitators explained each stage of the scenario, 
and then gave the participant teams 20 minutes 
to discuss. Then everyone was brought back 
together for a 15-minute large group discussion 
following each step of the TTX. During the 20-

minute team discussions, few players entered 

comments into the DECIDE platform, so the 
content of the discussion was primarily captured 
by the scribes in DECIDE. The large group 
discussion was broadcast between the two rooms 
of the facility and to the virtual participants via 

Zoom. Prior to launching the next stage of the 
exercise, participants were given five minutes to 
respond to open-ended and Likert questions on 
the DECIDE Platform. 

Survey instruments, measures, and analysis 
Online surveys were distributed via the DECIDE 
platform as well as via Qualtrics survey software 

(Qualtrics, Provo, UT). The research design 
included a pre-test survey administered before 
the participants began the exercise to elicit their 

organizational security efficacy, organization 
information, and demographics, and a post-test 
survey administered after participants completed 
the exercise to elicit their in-exercise networks, 

ratings of their organization’s performance during 
the exercise, and their ratings of the benefits of 
the exercise for their organization. Both survey 
invitations were emailed to participants. The pre-
test survey took about 10 minutes, and the post-
test about 20 minutes. The data collected on 

Qualtrics was stored on a separate protected 

server, which only the researchers had access to. 

The Qualtrics surveys were encrypted using SSL 
security. Of the 46 participants, 39 completed 
both surveys (84.8% response rate). 

Respondents were assigned a random ID code by 
the survey software. The investigators 
maintained one roster file containing participants’ 
names and ID codes. This roster file was 
password protected and only accessed by the 
researchers. All analysis was done with the 
random ID code to protect the identity of the 

participants. The network map about who 
interacted with whom during the exercise is non-
sensitive data that the organizations will use only 
to aid in future incident response planning. All 
participants were entered into a drawing for gift 

cards that were given out at the end of the TTX 

event. Participants could complete the survey 
only once, so incentives did not influence 
participation beyond survey completion.  

Outcome and social cognitive variables were 
measured using Likert-type scales where 1= 
strongly disagree and 7= strongly agree. A 
complete list of survey items and confirmatory 

factor analyses is shown in Appendix 2. Perceived 
organizational performance in the exercise was 
measured using a 6-item scale adapted from Park 

& Shin (2022) and Cammann et el. (1979). Sample 

item: “Our organization exceeded its objectives 
for dealing with this cyber incident.” Perceived 
benefit of the exercise was measured using a 3-

item scale developed by (Wu & Wang, 2006) 
Sample item: “The tabletop exercise will benefit 
my organization.” Perceived organizational 
security efficacy was measured using a three-

item scale developed by Park & Shin (2022) and 
Cammann et al. (1979). Sample item: “My 
organization has above-average ability in 
responding to cybersecurity events.”  

The in-exercise social networks were elicited 
using one-items measures, as is common in social 

network research (Marsden, 1990). First, 
participants were presented with a complete 
roster of all 46 participants and their 
organizational affiliations and asked to identify 
everyone they interacted with during the 
exercise. Next, participants were presented with 

a list of the participants they indicated that they 

interacted with and asked to identify which of 
those participants were especially effective at 
communicating during the exercise. Figure 2 
displays the two social network questions, with 
participant names and affiliations redacted to 
maintain confidentiality. 
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Figure 2. Survey Items Used to Elicit In-

exercise Interaction and Communication 
Networks 
 

  

The resulting networks were thus 39 x 39 binary 
matrices, where a 1 in cell xi,j indicated that 

participant i identified j as an interaction partner 

or effective communicator. The networks were 
symmetrized using the maximum method, such 
that xij and xji were replaced by max(xij, xji), i<j. 

i.e., if either member of the pair named the other, 
the tie was counted (Borgatti et al., 2024). This 
research chose the maximum method for 
symmetrizing the networks to capture the 
broadest possible network in each case and 
correct for any forgetfulness on the part of 
participants, since individuals have been found to 

be better at remembering long-term relationships 
than discrete instances of communication 
(Freeman et al., 1987). This research expects 
that effective communication benefits not only 
the effective communicators, but also the people 
they communicate with, so accounting for both 

incoming and out-going ties ensures that this 
research captures the full effect of the networks 
on the research outcomes. Communication 
network variables were calculated using UCINET 
VI (Borgatti et al., 2002). Network size was 
calculated using degree, a count of the number of 
people in each participant’s communication 

network (Freeman et al., 1987). Network 
closeness centrality was calculated using 

 

Figure 3. In-exercise Interaction and Communication Networks. 

 

 

Average Reciprocal Distance (ARD) (Valente & 
Foreman, 1998),  was calculated using the 

formula  

Where C(i) equals the closeness centrality for 
node i, n is the total number of nodes in the 
network, and d(i,j) is the geodesic distance of the 
shortest path between i and j, thus indicating the 

extent to which each participant had access to 

many effective communicators during the 
exercise. 

This study tested several potential control 
variables, including age, race, gender, 
organizational affiliation, rank, position tenure, 
veteran status, organization size, number of 
employees in the organization’s cyber unit, and 

number of cyber breaches. Only organization size 
and number of cybersecurity employees were 
significantly related to the outcome variables, so 
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all other controls were deleted for the sake of 

parsimony. Frequencies for categorical control 
variables are available in Appendix 3. 
 

4. RESULTS 

Refer to Figure 1 for the theoretical model, which 
outlines the hypothesized relationships between 
organization security self-efficacy, in-exercise 

communication network size and centrality, and 
perceived performance during the exercise and 
the benefit of the exercise. The sample size is 
insufficient for structural equation modeling  
(Wolf et al., 2013); thus, the authors used 
ordinary least squares (OLS) regression analyses 
to test for direct relationships and the PROCESS 

macro  (Hayes, 2012) in IBM SPSS Statistics 

(version 29) for the path analysis of the mediation 
model. Indirect effects were tested using 5,000 
bias-corrected bootstrap samples (Preacher & 
Hayes, 2008).  

 
 

Network maps 

Figure 2 presents the maps of the in-exercise 
interaction and communication networks. Nodes 
are colored according to group membership, with 

gray nodes indicating facilitators. Recall that the 
communication network identifies especially 
effective communication ties, so the 
communication network is sparser than the 
general interaction network. 

Descriptives and zero-order correlations 
Table 1 presents descriptive statistics and zero-
order correlations. The relatively high means for 
perceived organization performance (5.52 out of 
7) and benefit of the exercise (6.14 out of 7) 
indicate that participants generally thought their 

organizations had performed well and saw value 

in the exercise. Pre-exercise perceptions of 
organizational security efficacy were also 
relatively high (5.21 out of 7), indicating that 
participants generally believed that their 
organizations were competent to deal with 
cybersecurity incidents.

Table 1. Descriptive Statistics and Zero-order Correlations. 

 

 

Model testing 
Results of OLS regression analysis predicting 
communication network size and centrality are 

presented in Table 2. In Model 1, it was found that 
perceived organizational security efficacy is not 
significantly related to communication network 
size. In Model 2, it was found that security 
efficacy is positively and significantly related to 
communication network centrality. Thus, 
Hypothesis 1a is not supported and 2a is 

supported.  

Results of OLS regression analysis predicting 
perceived organizational performance in the 
exercise are presented in Table 3. The control 
variable, number of cybersecurity professionals, 
was entered in Model 1, and was negatively and 
significantly related to perceived performance. 

Perceived organizational security efficacy, 
entered in Model 2, was positively and 
significantly related to perceived performance. 

The effect size and significance of this relationship 
are attenuated in the presence of the social 
network measures, providing some evidence of 

mediation. Communication network size and 
centrality were entered separately in Models 3 
and 4 to correctly test the effects of each variable 
because social network variables, while 
theoretically distinct, are often empirically 
correlated. Both network measures are positively 
and significantly related to perceived 

performance, providing support for Hypotheses 
2a and 3a. 

Results of OLS regression analysis predicting 
perceived benefit of the exercise are presented in 
Table 4. The control variable, organization size 
(number of employees), was entered in Model 1, 
and was negatively and significantly related to 

perceived benefit. Perceived organizational 
security efficacy, entered in Model 2, is not 
significantly related to perceived benefit. Both 

N Mean SD Min Max 1 2 3 4 5 6

1 Perceived organizational performance 39 5.52 0.87 3.00 7.00

2 Perceived benefit of the exercise 39 6.14 0.83 4.00 7.00 .57**

3 Perceived organizational security efficacy 43 5.21 1.61 2.00 7.00 0.29 -0.10

4 In-exercise communication network size 55 3.67 2.98 0.00 13.00 .43** 0.32 0.22

5 In-exercise communication network centrality 55 12.47 7.73 0.00 24.00 .33* 0.27 .33* .83**

6 Number of cyber professionals in organization 39 94.10 359.35 0.00 2000.00 -0.31 -0.29 0.30 0.25 0.16

7 Number of employees in organization 39 1019.44 2806.18 8.00 17000.00 0.05 -.45** 0.11 0.15 0.12 0.46

Note . Table presents bivariate correlations. N=39

 * p  < .05.  ** p  < .01.  

Variable



Cybersecurity Pedagogy & Practice Journal  5(1) 

2832-1006  April 2026 

 

©2026 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 62 

https://cppj.info/; https://iscap.us  

network variables are positively related to the 

outcome, providing support for Hypotheses 2b 
and 3b.  Since perceived organizational security 
efficacy is not significantly related to perceived  

benefit, there is no evidence suggesting 

mediation, providing no support for Hypotheses 
4b or 5b.

 
Table 2. Results of OLS Regression Analysis Predicting Communication Network Size and 
Centrality. 

 

 

Table 3. Results of OLS Regression Analysis Predicting Perceived Organizational 
Performance in Tabletop Exercise. 

 

  

Model 1 Model 2

Network Size Network Centrality

B (SE) B (SE)

Perceived organizational security efficacy .39 (.27) 1.41* (.62)

Model F 2.08 5.14*

R2 0.05 0.11

Adjusted R2 0.03 0.09

N  = 39. † p < .10 * p  < .05   ** p  < .01   *** p  < .001.

Model 1 Model 2 Model 3 Model 4

β (SE) β (SE) β (SE) β (SE)

Number of cybersecurity professionals in organization -.31† (.00) -.43* (.00) -.53*** (.00) -.48** (.00)

Perceived organizational security efficacy .36* (.08) .27† (.07) .26 (.08)

In-exercise communication network size .53*** (.04)

In-exercise communication network centrality .35* (.02)

Model F 3.79† 4.69* 9.94*** 5.30**

R2 0.10 0.22 0.48 0.33

Change in R2 0.12 0.26 0.11

Adjusted R2 0.07 0.17 0.43 0.26

N  = 39. † p < .10 * p  < .05   ** p  < .01   *** p  < .001.
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Table 4. Results of OLS Regression Analysis Predicting Perceived Benefit of Tabletop 

Exercise. 

 

Table 5. Simple Mediation PROCESS Models Examining the Effect of Organizational Security 
Efficacy on Organizational Performance Through In-Exercise Communication Network Size 
and Centrality. 

Results of PROCESS models testing indirect 
effects of perceived organizational security 
efficacy on perceived organizational performance 

through communication network size and 
centrality are presented in Table 5. Models 1 and 

2 present the effects of the organization size and 
perceived security efficacy on the two mediating 
variables, communication network size and 
centrality. In the presence of the control variable, 
the positive relationship between perceived 
security efficacy and communication network 

centrality is attenuated, but still marginally 
significant. Models 3 and 4 present the effects of 

the independent and mediator variables on the 
outcome, perceived performance. Both network 
measures are positively and significantly related 

to perceived performance. Indirect effects are 
reported using confidence intervals under Models 

3 and 4. Mediation is indicated when the 
confidence intervals do not include zero, thus 
neither network size nor network performance 
demonstrate evidence of mediating the 
relationship between perceived efficacy and 
perceived performance, providing no support for 

Hypotheses 4a or 5a. In summary, results 
support Hypothesis 1, perceived security efficacy 

Model 1 Model 2 Model 3 Model 4

β (SE) β (SE) β (SE) β (SE)

Number of employees in organization -.45** (00) -43** (.00) -.48** (.00) -.46** (.00)

Perceived organizational security efficacy -.11 (.08) -.21 (.07) -.24 (.08)

In-exercise communication network size .44** (.04)

In-exercise communication network centrality .40* (.02)

Model F 8.65** 4.55* 7.13*** 5.99**

R2 0.20 0.21 0.39 0.35

Change in R2 0.01 0.18 0.14

Adjusted R2 0.18 0.17 0.34 0.29

N  = 39. † p < .10 * p  < .05   ** p  < .01   *** p  < .001.

Model 1 Model 2 Model 3 Model 4

Mediating variable Mediating variable Dependent variable Dependent variable

Network size Network centrality

Perceived 

Performance

Perceived 

Performance

β (SE) β (SE) β (SE) β (SE)

Independent variables

     Number of cybersecurity professionals in organization .00 (.00) .00 (.00) -.00*** (.00) -.00** (.03)

     Perceived organizational security efficacy .30 (.30) 1.15† (.68) .14† (.07) .14 (.08)

Mediator variables

     In-exercise communication network size .16*** (.04)

     In-exercise communication network centrality .04* (.02)

Mediation (indirect effests) Effect [95% CI] Effect [95% CI]

Security efficacy ->Network size ->Performance .05 [-.04, .13]

Security efficacy ->Network centrality ->Performance .05 [-.00, .17]

Constant 3.00† (1.58) 8.76* (3.52) 4.10*** (.38) 4.17*** (.45)

F- statistic 1.62 2.46 9.94*** 5.30**

R
2

0.09 0.13 0.47 0.33

Note. N  = 37. All mediation tests were done using 5,000 bootstrap samples.

* p  < .05   ** p  < .01   *** p  < .001.
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is positively related to communication network 

centrality; Hypotheses 2 and 3 are supported, 
communication network size and centrality are 
positively and significantly related to both 

perceived performance and perceived benefits; 
and there is no evidence in support of mediation 
(Hypotheses 4 and 5). These results demonstrate 
that communication network size and centrality 
are independent predictors of the two outcomes, 
rather than mediators between the outcomes and 
perceived security efficacy. Additionally, these 

results demonstrate that perceived organizational 
security efficacy was positively related to 
performance, which was not hypothesized, but it 
was not associated with perceived benefit of the 
exercise. One possible explanation is that 
participants who already had strong confidence in 

their organization’s security capability viewed the 
exercise as less beneficial, since they perceived 
limited new value to be gained. This contrasts 
with the consistent positive effects of 
communication network variables, which appear 
to shape both performance perceptions and 
perceived benefit. 

5. DISCUSSION 

This study contributes to the research on the 
effective implementation of TTX by examining the 
effects of factors drawn from social cognitive 
theory and social network theory on TTX 
outcomes. Few studies have examined how the 

“human element” affects TTX outcomes or 

focused on collecting data to evaluate the 
effectiveness of TTX implementation; thus, this 
research moves beyond the typical linear format 
to better explicate what combination of factors 
enhance performance and benefits in a TTX 

exercise, providing a more comprehensive 
understanding of how to implement and evaluate 
TTXs going forward.  

Theoretical and practical implications 
First, it is important to point out that the 
participants in general were highly engaged and 
perceived great benefits from the TTX exercise 

(mean = 6.14/7). This indicates they generally 
saw value, which is a necessary condition for 
tabletop exercises to be successful (Pearlson et 

al., 2021). That said, this research also found that 
employees of larger organizations with more 
cybersecurity professionals evaluated their 
organization’s performance and the benefit of the 

exercise less favorably. One way to read this is 
that once a cybersecurity program is fairly 
mature, a standard tabletop just doesn’t feel as 
fresh—or as revealing. If you already have solid 
playbooks and experienced people, the exercise 
may not surface many surprises, so it feels like 

you got less out of it. Put differently, 

organizations with more advanced protocols are 
harder to “move” with a conventional TTX, which 
suggests the format may need to be dialed up—

more realistic scenarios, higher complexity, and 
sharper evaluation—so it delivers the same level 
of value. 

Another possibility is simply that bigger, more 
security-mature organizations have a higher bar. 
When you’ve run a lot of exercises, dealt with real 
incidents, and have formal metrics, it’s easier to 

spot what felt unrealistic, what didn’t stress the 
right parts of the system, or what the exercise 
didn’t actually reveal. So even if they performed 
“fine,” participants may rate both performance 
and value lower because, relative to what they’re 

used to, the TTX didn’t teach them much or 

surface anything new. 

It might be useful for practitioners to consider 
creating different exercises for different cohorts 
based on the level of cybersecurity maturity, 
although it is likely that participants from smaller 
organizations likely benefited greatly from their 
interactions with the participants from larger 

organizations (Chowdhury & Gkioulos, 2023; 
Mareš et al., 2024). Further research could seek 
to tease apart the overlapping benefits for 
different groups  

Second, this research found that perceived 
security efficacy, a key social cognitive factor, is 
significantly associated with participants’ 

perceptions of their organization’s performance 
during the exercise but is not associated with 
their perceived benefit of the exercise. Perhaps 
higher confidence in their organization’s security 
efficacy contributed to participants’ effectiveness 
during the exercise, although an alternative 

explanation could be that their confidence painted 
a rosy picture of their performance and may have 
contributed to less critical attention to certain 
aspects of the event. Future research could 
augment the collection of participants’ 
perceptions of performance with objective 
performance measures to compare the two. It is 

also interesting that enhanced confidence led 
participants to negatively evaluate the benefits 
their organizations could gain from the exercise 

(although the relationship was not statistically 
significant). Participants who view their 
organization as already competent often see 
limited value in current TTXs. This supports the 

first findings about perceived benefits and 
corroborates the suggestion that more advanced 
exercises may be preferable. Grouping 
organizations by cybersecurity maturity and 
security self-efficacy could also be effective.  
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Third, this study found that both network 

variables, as independent predictors, had larger 
effect sizes than perceived security efficacy in 
predicting the outcome variables, suggesting that 

in-exercise communication, and the access to 
information and influence that it provides, is an 
important factor to be examined further. This 
study also found that communication network 
size was a stronger predictor of both outcomes 
than communication network centrality, 
suggesting that the simpler measure might be an 

effective factor to consider, greatly simplifying 
data collection and analysis for practitioners who 
want to take social networks into account. 
Facilitators need to actively engage organizations 
to involve their entire network within the TTX 
(and probably a real cyber response) for the best 

outcomes.  

Finally, this research learned that social cognitive 
and social network factors were independently 
related to perceived performance, with no 
support indicating the mediation relationship 
hypothesized. Neither network variable mediated 
the relationship between security efficacy and 

perceived organizational performance or 
perceived benefit of the exercise, although the 
confidence interval of the indirect effect on 
perceived performance through network 
centrality approached significance, and might 
have been significant with a larger sample size. 
Future research could dig deeper to examine 

other psychological readiness constructs as 

potential antecedents to in-exercise interaction 
and cooperation, which would help researchers 
and practitioners better prepare participants for 
TTXs, perhaps leading to enhanced outcomes.  

Limitations and future research 

Given the small sample, these findings should be 
interpreted cautiously. A clear next step is 
replication in additional settings, particularly 
because TTX design, facilitation, and evaluation 
practices vary substantially across industries and 
geographic regions. Future studies could also 
strengthen construct validity by triangulating 

participant perceptions with more objective 
indicators of exercise performance (e.g., decision 
timeliness and quality, coordination breakdowns, 

adherence to protocols, and completion of after-
action items). Doing so would help assess 
whether perceptual biases—such as 
overconfidence or differences in internal 

performance standards—systematically shape 
how participants evaluate exercises. Moreover, 
with only 39 matched responses, the statistical 
power to detect mediation effects is limited. The 
null findings for Hypotheses 4 and 5 should 
therefore be interpreted with caution; the 

absence of statistically significant indirect effects 

does not necessarily indicate the absence of 

mediation in the population. The modest sample 
size elevates the risk of Type II error, particularly 
for the bootstrapped mediation tests, and 

replication with larger samples is needed before 
drawing definitive conclusions about the role of 
network position as a mechanism linking self-
efficacy to TTX outcomes. At the same time, the 
modest sample reflects the reality of studying a 
live, multi-organization critical-infrastructure 
exercise, a setting that is difficult to access and 

rarely captured with matched pre– and post– and 
network data. In that sense, this study serves as 
an exploratory field-based foundation for future 
multi-site and longitudinal research. 

Second, this study relies exclusively on self-

reported perceptions of performance and benefit 

and cannot establish whether more favorable 
evaluations translate into measurable 
improvements in preparedness. Higher perceived 
gains may reflect confidence, satisfaction, or 
organizational norms rather than actual incident 
response capability. All claims about 
preparedness in this paper should therefore be 

understood as pertaining to perceived 
preparedness. Future work should link participant 
perceptions to behavioral or objective 
performance indicators, such as response speed, 
decision quality under pressure, and coordination 
effectiveness, to determine when perceived 
benefit reliably proxies actual capability. 

Third, because this study is situated in a single 

TTX focused on electrical infrastructure within a 
rural Rocky Mountain West state, the findings 
may not generalize directly to other sectors, 
geographic regions, or exercise formats. The 
interagency coordination norms, pre-existing 

relationships among participants, and resource 
constraints characteristic of rural critical 
infrastructure settings may have shaped both the 
network structures observed and their 
relationship to perceived outcomes. TTXs 
conducted in urban settings, in different critical 
infrastructure sectors, or using different scenario 

designs and facilitation approaches may yield 
different patterns. These findings should 
therefore be treated as context-specific pending 

replication across diverse TTX implementations. 

Fourth, the use of “especially effective 
communication” to define the in-exercise 
communication network potentially conflates 

effective communication with competence in 
cybersecurity, since individuals might perceive 
competence in cybersecurity as a signal of 
effective communication. Ultimately, reputational 
competence in both communication and 
cybersecurity expertise could reasonably affect 
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participants’ perceptions of organizational 

performance and the benefits of the exercise in 
similar ways, but future research could use a 
more precise definition of effective 

communication to avoid any confusion on the part 
of participants. 

Finally, although the pre–post design supports 
reasonable inferences about directionality, 
longitudinal work would provide a stronger test of 
how these relationships unfold over time. For 
example, researchers could follow the same 

organizations across multiple exercises (and, 
where feasible, real incidents) to examine 
whether prior TTX participation alters 
communication patterns, improves subsequent 
exercise performance, and ultimately translates 

into measurable preparedness gains. Such 

designs would also help clarify whether and how 
TTXs need to be adapted for more mature 
cybersecurity programs, where conventional 
formats may generate smaller marginal benefits. 

6. CONCLUSION 

This study had an opportunity to study a multi-
organization TTX that included state and national 
agencies. The goal of this research was to provide 
novel insights into how social cognition and 

network factors influence the outcomes of a TTX. 
This study contributes to the emerging literature 
in TTX as these findings underscore the significant 
role of communication networks, specifically 
network size and centrality. This research also 

highlights the importance of security self-efficacy 
for performance outcomes. Practically, these 

results recommend structuring TTX for cohorts 
that may have differing maturity levels and 
facilitating broad and inclusive communication.  
The TTX exercise was designed to simulate a 
critical infrastructure incident to help participating 
organizations to be more aware of what they 

should do if an actual cybersecurity incident 
occurs. 
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Appendix 

Appendix 1. TTX Exercise. 

 

Electrical Grid TTX1 Modules and Questions 

Event Purpose: The United States will continue to face critical risk to its critical infrastructure from 

state, non-state actors and criminal networks. The state as a rural state continues to be at risk from 

limited resources and critical national investment in protecting critical infrastructure. As part of the 

nation’s critical infrastructure, 3 sectors stand out as critical to national functions: electricity, 

telecommunications, and finance. Known as the tri-sector; they hold most of the critical national 

functions critical to state functions. This exercise is designed to be the start of a series of cyber 

incident response exercises to discover gaps, vulnerabilities and most importantly solutions to cross 

sector and cross function incident response. The integration of government, industry, military, and 

academia provides a strategic opportunity to work toward informed state-wide solutions with a robust 

network of partners. 

Participants: Public Energy Utility (electrical generation, transmission, and distribution), twenty 

electric distribution cooperatives, National Guard, State fusion center, Department of Homeland 

Security, Cybersecurity and Infrastructure Security Agency (CISA), and a state university. 

Scenario: Tensions continue to rise in globally as China threatens Taiwan for strong returns in their 

most recent Presidential election for a candidate that emphasized a free and independent Taiwan and 

elimination of the one China policy. China in turn has ramped up mobilization of PLA and PLN 

resources forecasting a lethal response or invasion to repulse an independent Taiwan recognized by 

global powers. China has also ramped up greater cyber intrusions on US national infrastructure, 

interested in strategic US military facilities for force projection, nuclear response, and mobilization. 

These intrusions are focused on US military systems, defense industrial base systems and critical 

components of the electric grid supporting military installations and outlying Strategic Command 

facilities. 

Exercise Objectives: 

▪ Identify key relationships in an escalatory cyber incident in an electric distribution scenario. 

▪ Identify key organizational capability gaps in responding to an escalatory cyber incident 

(local/State/federal) 

o Training and education gaps 

o Authorities and policy gaps 

o Response capabilities and capacity 

o Process and relationships 

▪ Identify the key processes for cross organizational escalatory cyber incident 

▪ Identify key questions and decisions required at private-public interface (local/state) 

▪ Identify what resources are available from the federal government (specific organizations) to 

enhance state, local government, and industry 

Training Objectives for Organizations 

Industry Partners: 

▪ Identify key decisions and processes required in an escalatory cyber incident 

▪ Develop relationships and mature processes to respond to an escalatory cyber incident 

▪ Develop basic gaps analysis for organizational response plan 

▪ Identification of war stoppers, policy and authority issues with partner (local/state/federal) 

▪ Identify resource requirements to enhance incident response planning and exercising 

▪ Identify outside resources available and the process for requesting support during a cyber 

incident 

State Government 

▪ Identify key decisions and processes required in an escalatory cyber incident 
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▪ Develop relationships and mature processes to respond to an escalatory cyber incident 

▪ Develop basic gaps analysis for state response plan 

▪ Identification of war stoppers, policy and authority issues with partner (local/state/federal) 

▪ Identify resource requirements to enhance incident response planning and exercising 

▪ Identify outside (Federal) resources available and process to request for cyber incident 

National Guard 

▪ Identify and describe National Guard capabilities available to the state for cyber event 

▪ Identify authorities, policy gaps to respond to state cyber incident and interaction with private 

industry (what can they do and what are they capable of doing) 

▪ Identify reporting requirements and the approval process for cyber incident response (e.g., the 

9-line program) 

▪ Identify capability and capacity gaps for state response to cyber incident response 

University 

▪ Identify opportunities to support gaps analysis and requirements development  

▪ Identify opportunities for university leadership 

▪ Identify opportunities for workforce professional development (future workforce and 

professional development of current workforce) 

Deliverables: 

▪ Student-Observer, Researcher and DECIDE questions data 

▪ After action report on key objectives above 

▪ Researcher whitepaper on Identified gaps from exercise 

▪ Proposals (Roadmap) for series of exercises (annual/semi-annual or quarterly) 

▪ Gaps analysis report (internal with partners)  

 

 

Tabletop Scenario 

 
Module 1 

Day 1 – Wednesday April 19th 

Your industrial control system (ICS) software provider recommends a new critical security update for 

its industrial control systems in the upcoming weeks. The patch is downloaded by a staff engineer’s 

laptop and then uploaded to your system’s Programmable Logic Controller(s) (PLC).  

Discussion Questions   

1. What is the greatest cyber threat to your organization? To the energy sector? 

2. What processes are in place to vet third-party vendors and their patches (software authenticity 

& integrity checks) 

3. Describe the security controls in place for the engineer’s laptop. 

4. How are personnel who update ICS systems vetted and trained?  

 

Day 2 – Thursday April 20th 

The Cybersecurity Infrastructure Security Agency (CISA) and Federal Bureau of Investigation (FBI) 

released a joint alert regarding a phishing campaign targeting energy companies over the past three 

months. A suspected global hacker group has been observed discussing on dark web forums a 

sophisticated phishing strategy to cast a wide net to attack as many energy sector businesses and ICS 

systems as possible. 

Your organization also receives information from other cyber intelligence sources that report incidents 

of threatening notes and emails being delivered, information on a widespread phishing campaign 

against a bank, and known malicious actor groups. 

Day 6 – Monday April 24th 

All Electricity Information Sharing and Analysis Center (E-ISAC) members receive an email alert from 

“alerts@Energy-ISAC.co”. The alert warns members regarding threats to the electrical grid via a 

watering hole on websites frequented by organization employees. The alert is quickly identified as a 

spoof by E-ISAC, and you are notified via E-ISAC Portal Notification “noreply@mail.eisac.com” of its 

untrustworthiness. CISA and FBI amplify E-ISAC’s Portal Notification for situational awareness.  

https://csrc.nist.gov/glossary/term/watering_hole_attack
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Discussion Questions  

1. What actions would you take based on the alerts in this scenario? 

2. What cybersecurity threat intelligence do you currently receive? 

a. What cybersecurity threat intelligence is most useful? 

b. How is the information shared internally? 

c. How do you assess intelligence to determine its relevance? 

d. When you receive a significant number of alerts/reports from many different sources, what 

process is used to identify the most important/actionable information? 

3. With different types of intelligence (physical vs cyber, electric sector vs general cyber activity, 

local vs national/global), how does your organization balance these different intelligence 

topics/sources? 

4. What factors are considered for you to determine an intelligence source to be trustworthy? 

5. Given the false information received in the above incident, what factors would you consider for 

attempting to validate any other intelligence you receive? 

a. What internal/external partners would you contact to validate these sources? 

b. How would you contact trustworthy intelligence sources? 

6. What alternative methods can intelligence be shared if normal channels are compromised or 

potentially untrustworthy? 

 

Day 7 – Tuesday April 25th 

A spear-phishing email is received by your operators of the transmission system from a typo-squatting 

energy provider account. The email asks the target to change their credentials that access the Market 

Portal. Some in your organization report the email to their management or security officer; others 

complete the request to change passwords/credentials. 

Discussion Questions  

1. Describe your organization’s cybersecurity awareness training program. 

2. What topics does the training address? 

a. How often are personnel required to complete the training?  

b. Are simulated phishing emails included in the training? 

c. What are the consequences for not completing training? 

d. How do you track and enforce cybersecurity awareness training? 

3. How do employees report possible phishing emails? 

a. What actions are taken after a phishing email is reported? 

4. How/What is the process in place you would use to share this intel with other organizations? 

5. Because it appears as though the energy provider has been potentially compromised, how would 

you handle validating the energy provider's communications? 

6. What communication/expectation would you have from the energy provider in addressing this 

issue? 

7. What alternative communications/reporting methods are available? 

 

Module 2 

Day 8 – Wednesday April 26th 

Breakers begin opening and closing on electric equipment on the grid. The alternating breakers are 

becoming erratic enough to cause intermittent outages. An investigation is opened to discover the root 

cause of the breaker issues.  

Discussion Questions: 

1. At what point would you notify law enforcement, regulators, or others in government of these 

incidents?  

a. What are the thresholds for requesting external assistance? 

2. What resources would you need to manage these incidents?  

a. What resources are immediately available? 

b. What outside partners, if any, would you contact for assistance or advice?  

3. How are you communicating with your operations teams that are trying to stabilize the grid? 

 



Cybersecurity Pedagogy & Practice Journal  5(1) 

2832-1006  April 2026 

 

©2026 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 73 

https://cppj.info/; https://iscap.us  

Day 10 – Friday April 28th  

Residents and business owners begin calling customer service and your operations center regarding 

the outages. Some customers report that the intermittent power issue is tripping their emergency 

generators.  

Day 13 – Monday May 1st  

Throughout the night, affected residents take to social media sites, including your company’s online 

platforms, to complain about the lack of power, claiming their calls to the operations center and 

customer service are being ignored.  

As workers continue to troubleshoot around the clock, for every load reenergized, another indicator 

alerts to a power loss. More customers call in to report outages.  

Your customer service and your operations center receive calls from local healthcare providers 

regarding continued outages and letting the operations center know of failures in their local backup 

generator. 

Discussion Questions  

1. Who is authorized to represent the company on social media? To the news network media?  

2. How would you manage interactions with the media or the public? 

3. What are employees supposed to do if they are contacted by media? 

4. How do you share information internally? 

5. Do you provide media training to team members to react to these incidents?  

6. As these events play out, who do you share information with? 

a. What information do you share? Who does the sharing?  

b. How do the Electrical Coop Association members support each other? 

c. How does the Electrical Coop Association and the public utility support each other? 

7. Could any of the events described in this module be classified as cybersecurity incidents? If so, 

how should they be handled? 

8. At what point would you refer to your cybersecurity incident response plan? 

a. How would you handle this incident per the plan?  

b. How are your cyber/physical plans coordinated during incident response? 

Day 15 – Wednesday May 3rd 

Local police receive multiple reports of individuals taking photographs of transmission lines, 

transformers, and electric substations. Although no suspects were questioned to date, some reports 

indicate that the individual may have been dressed in a uniform resembling those local utility workers 

wear and may have had a backpack containing tools. Concurrently, other electric cooperatives 

observed some suspicious activity at a few of its electric substations. 

Recently, the Federal Bureau of Investigation (FBI) released a Joint Intelligence Bulletin (JIB) warning 

of possible sabotage to telephone lines, specifically those relating to 911 services. In response to the 

JIB, the Electricity Information Sharing and Analysis Center (E-ISAC) issued an industry advisory 

concerning the need for increased vigilance and reporting of suspicious activity. 

Discussion Questions  

1. Has state Electric Cooperative Association members and the public power company identified to 

law enforcement the level of importance of regional and local critical infrastructure (e.g., electric 

substation, communications, and electrical vaults)? 

2. What security or intruder detection measures are employed at both above ground and 

underground communication vaults?  At local electric substations? 

3. If your organization received information related to “suspicious behavior” or potential threats 

against your facilities and personnel, how would you communicate this information to 

appropriate industry partners or authorities? 

a. What are your local reporting procedures (e.g., local suspicious activity reporting [SAR]), 

and which entities would you notify? 

b. Is your organization aware of the Nationwide SAR Initiative? 

c. Is your organization familiar with how to contact your local law enforcement, Joint Terrorism 

Task Force (JTTF), state fusion center, FBI Office, and local CISA Protective Security Advisor 

(PSA)? 
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4. What measures might you ask of local law enforcement at this time to protect your organization 

and / or facilities (e.g., outreach, increased vigilance)? 

5. What internal information sharing and dissemination processes does your organization currently 

use? 

a. How does your organization triage the information it receives (e.g., formal reporting, 

rumors, social media) for further dissemination within the organization and to personnel? 

b. Are nationwide trends of suspicious behaviors within your industry and across the Energy 

Sector tracked locally? 

c. Who is responsible for coordinating the risk communications message for your organization? 

d. How would implementation of protective measures be communicated? 

e. Are there technological barriers, legal considerations, or institutional sensitivities that might 

affect information sharing or prohibit use of electronic communication during specific times? 

6. Given current and established information sharing procedures, what types of official information 

are the most useful (immediate information versus analyzed information) to your organization? 

a. Does your organization use the Homeland Security Information Network – Critical 

Infrastructure – Electricity (HSIN-CI - Electricity) portal? 

b. Does your office habitually receive E-ISAC Industry Advisories or JIBs that are pertinent to 

your organization? 

c. Does your organization receive security threats or protective measure information from 

trade organizations, manufacturers, consultants, or other industry partners? 

d. Does your organization perform independent analysis on information provided? If so, 

describe the process? 

 

Module 3 

Day 20 – Monday May 8th 

Grid Operations Center crews notice the turbine over rev is exceeding recommended operational 

revolutions per minute. Two issues develop: electrical output is increased beyond the level 

transformers can handle, and the turbine starts to fail from the heat generated along its power shaft. 

As the turbine spins out of control, crews attempt to conduct an emergency shutdown. However, they 

are unable to completely de-energize the system before the transformers fail. This creates a cascading 

effect across the grid as it attempts to keep up the demand for electricity.  

Day 21 – Tuesday May 9th 

As state energy companies attempt to recover from the cyber incident, it is discovered that 

replacement turbine parts are delayed 6-12 months due to supply chain issues.  

Discussion Questions  

1. How do you manage crews (Field or Operation Center Crews) across days of repairing energy 

grids? 

2. How are systems/grids prioritized for recovery efforts? 

a. How do you determine the criticality of each system/grid?  

b. How is this defined by your business continuity and recovery plans? 

c. What backup systems can be deployed?  

i.   How quickly can they be deployed?  

ii.   How are they verified and updated? 

3. How do you share resources among other electric sector members in the event of a major grid 

issue? 

4. How are field crews communicating back to respective Controls Rooms to provide 

updates/assessments on the state of grid equipment? 

5. How do grid failures impact the stability/energy flows across the greater state Interconnection? 

a. What type of communication is happening with other regions in the state? 

6. How does this impact the running of other parts of the business (such as the Markets)? 

7. What information would you share with the media? 

8. How does the delays in replacement parts impact grid recovery and reliability? 

9. Given the new timeline on repairing equipment (6-12 months out) how does this impact the 

running of other parts of the business (such as the Markets) 
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Day 22 – Wednesday May 10th   

After a thorough investigation, it was discovered that the malfunctioning grid and transformers were a 

result of a patch containing malware that infected industrial control systems (ICS). 

Day 23 – Thursday May 11th 

Several media outlets contact your organization seeking comments about the increasing power 

outages. Local new stations around the state report of healthcare providers, small businesses, schools, 

and government facilities are struggling with providing services due to the increasing power outages. 

The report states that businesses that have backup generation have not properly tested their backup 

equipment and they are not working properly. 

Discussion Questions 

1. What is your change management process to determine if any other update/upgrade could also 

be contributing? 

2. How do you determine if a recent software patch has adversely affected your systems? 

3. What processes and resources are in place for cyber evidence preservation and forensics?  

a. At this point what information are you sharing with external partners (particularly those 

participating in this exercise) 

4. How are you balancing decisions around executing your cybersecurity incident response plans 

to contain & eradicate while also keeping the grid running? 

5. What level of risk are you willing to accept to keep the electric grid running when you have 

software/equipment that has been compromised? 

6. If you find that other organizations are also victims of these incidents, what factors are 

considered for sharing incident information? What value is there in sharing? What 

channels/capabilities do you have for open sharing incident information? 

7. What outside partners, if any, would you contact for assistance or advice 

8. For the State and Federal partners in the room, at this point how can you be of assistance? 

9. How do you determine if an attacker is in or still in your system? 

10. How do you monitor suspicious or anomalous network activity for IT systems? 

11. How do you recover your Industrial Control Systems? 

12. IT Backups vs OT Backups. Are they the same?  Where are the backups stored? Are they offline 

or online, stored in a secure location, or managed by a third party? 

a. Are backups tested to ensure they work and are not corrupted, infected, or damaged? 

b. How far back can your backups recover? 

c. How often is the data restoration process exercised? 

13. What information would you share with the media? 

a. Would you share any information about the malware with the media? 

 

Module 4 

Day 25 – Saturday May 13th 

Residents experience disruptions in attempts to place and receive 911 calls using their landline 
telephones. Citizens that were unable to place landline calls successfully used mobile 
telecommunications to notify 911 operators and their telephone service providers of the problem. 
The location of the communications disruption is determined to be near an electric substation. Local Co-

op workers are dispatched to the site and begin surveying to determine the locality and cause of the 
disruption. 
Law enforcement officers are dispatched to a local electric substation after receiving reports of 

sporadic gunfire being directed at the substation. Meanwhile, the local electric utility company facility 

operators notice system abnormalities and begin implementing safety protocols. After a cursory search 

around the perimeter of the substation facility, police officers discover several “large metal boxes” 

leaking fluid, possibly oil. 

Upon analysis, state’s Analysis and Technical Information Center which is the state’s Fusion Center 

determines that this closely resembles an event outlined in an E-ISAC Portal Notification from Day 15 

– May 3rd. When this information is forwarded to the local FBI Field Office, they issue a JIB for release 

to local law enforcement and the private sector, stating that this is a recurring method of sabotage. 

Discussion Questions 
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1. Would the electric utility company be notified by the telecommunications company of the 

communications disruption or vice versa of any power disruption? 

a. Would the 911 dispatch office contact either the electric company or telecommunication 

company to report any disruption of service or inquire about the duration for repair? 

b. Should there be more sharing of real-time information between telecommunication and 

electric substation entities, particularly when interruption of communications may be an 

initial sign of an attack? 

2. Are first responders (e.g., law enforcement, fire fighters, and emergency services) aware of any 

specific concerns or hazards associated with responding to incidents at electric substations? 

3. Do your organization’s emergency response plans (e.g., site security plans, emergency 

evacuation plans, emergency action plans, or other appropriate plans) contain protocol for 

properly responding to incidents described in this module? 

a. How often does your organization review its emergency response plans, and does it perform 

drills to test their effectiveness? 

b. Do your organization’s response plans address how to coordinate power restoration 

priorities? 

c. Do your organization’s response plans account for law enforcement evidence-gathering 

requirements? 

d. Have cross-sector dependencies been incorporated into your organization’s response plans? 

e. Have resulting impacts or cascading effects on other electricity components within the 

Energy Sector been incorporated into your organization’s response plans? 

4. What information sharing processes would you use to disseminate information concerning this 

incident? 

a. What notification capabilities would you use to share information and communicate 

protective measures implementation? 

b. How would employee safety concerns be managed (e.g., at what point would the utility 

company allow employees to enter the site)? 

c. What are your organization’s external information sharing responsibilities in response to 

such incidents? 

d. How would proprietary information concerns be managed? 

e. Are there technological barriers, legal considerations, or institutional sensitivities that might 

affect information sharing or prohibit use of electronic communication during specific times? 

5. What protective security measures would be employed following a domestic attack? 

a. Would you coordinate protective measure implementation with any organization within the 

Electricity Subsector or specific government entities, such as law enforcement agencies and 

your CISA PSA? 

b. Would you need to communicate implemented protective measures to organizational 

liaisons, response entities?? 

c. How useful are the information bulletins and advisories the U.S. Department of Homeland 

Security (DHS) provides (e.g., a JIB) that recommend protective measures? 

 

Final Discussion Questions  

1. When is an incident determined to be over? 

2. How do you document incident lessons learned? 

3. What are your after-action (post-incident) procedures? 

4. How do you document and implement improvement plan processes? 
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Appendix 2. Scale Items and Confirmatory Factor Analysis. 

 

 

  

Scale

Variance 

explained

Cronbach's 

Alpha Items

Factor 

Loadings

Our organization exceeded its objectives for dealing with this cyber incident.
0.748

Reports on our organization's performance in dealing with cyber incidents are 

favorable.

0.712

Our organization successfully dealt with this cyber incident.
0.865

Overall, I am satisfied with the outcome we achieved through the tabletop 

exercise.

0.749

Overall, we handled the problems in the tabletop exercise well.
0.802

I am satisfied with our performance during the tabletop exercise.
0.769

The tabletop exercise helped my organization acquire new knowledge 

when dealing with cybersecurity incidents.
0.944

The table top exercise helped my organization understand its weaknesses 

when dealing with cybersecurity incidents.
0.834

The tabletop exercise will benefit my organization. 0.898

My organization has above-average ability in responding to cybersecurity 

events.

0.970

My organization has the resources to respond appropriately to cyber 

incidents compared to other organizations.

0.947

The members of my organization have excellent skills for dealing with 

cyber incidents.

0.935

* Confirmatory Factor Analysis with varimax rotation; N = 43. Variance explained is of the single factor identified in each analysis.

Perceived 

organizational 

security efficacy

90.4% 0.945

Perceived 

organizational 

performance

60.2% 0.862

Perceived benefit of 

the exercise
79.8% 0.865
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Appendix 3. Frequencies for Categorical Control Variables. 

 

 

 
  

Variable N Valid %

In-person or virtual attendance In person 43 93.5

Virtual 3 6.5

Affiliation CISA 4 8.7

Electric Company 3 6.5

Electric Co-op 22 47.8

National Guard 9 19.6

NGO 2 4.3

State/Local Govt 6 13.0

Rank in home organization Individual Contributor 26 57.8

Supervisor/Manager 13 28.9

Director 4 8.9

VP or SVP 1 2.2

Top Management Team 1 2.2

Position Tenure Less than 1 year 5 12.5

1-3 years 13 32.5

3-7 years 8 20.0

7-12 years 4 10.0

More than 12 years 10 25.0

Age 25-34 years 3 7.7

35-44 years 17 43.6

45-54 years 11 28.2

55-64 years 8 20.5

Gender Female 9 23.1

Males 28 71.8

Non-binary 1 2.6

Prefer not to respond 1 2.6

Race Hispanic or Latino 3 7.7

White 33 84.6

Prefer not to respond 3 7.7

Veteran status Not a veteran 36 80.0

Veteran 6 13.3

Prefer not to respond 3 6.7
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1. INTRODUCTION 

 
Current educational technology systems are 
largely built on human-centered assumptions that 
position learners as autonomous agents and treat 
AI systems as neutral instruments that simply 
support personal achievement (Cukurova, 2025). 

Learning management systems track discrete 

individual metrics, adaptive learning platforms 
modify content delivery based on presumed 
cognitive deficits, and learning analytics models 
predict outcomes while bracketing out the 
complex socio-technical assemblages that 
actually constitute contemporary learning 

environments. This paradigm obscures the 
entanglements between humans and 
technological systems that characterize 
knowledge emergence in digitally-mediated 
contexts. 
 
Posthumanist and postphenomenological 

perspectives challenge this dominant framing by 
conceptualizing agency as distributed across 
human and non-human actors within 

technological assemblages (Taylor & Hughes, 
2016; Rosenberger & Verbeek, 2015). Rather 
than treating technology as external support, 

posthumanism reveals how AI systems actively 
enact, shape, and co-constitute learning 
processes in ways that transform rather than 
merely extend human capabilities (Adams & 
Thompson, 2016). These mediators 
fundamentally reshape meaning and the 
ontological status as knowledge moves across 

contexts, challenging assumptions about stable 
learning objects and linear knowledge transfer 
(Gourlay, 2015). 
 
Cybersecurity education offers a compelling 
domain for investigating these dynamic 

approaches, as professional practice increasingly 

involves human-AI collaboration. Security 
analysts routinely work alongside automated 
detection systems, threat intelligence platforms, 
and decision support tools in ways that blur 
traditional boundaries between human and 
machine agency. Our previous analysis of the 

NICE Cybersecurity Workforce Framework (V1) 
(Newhouse et al., 2017) education-focused work 
roles revealed that 89.4% of competency 

statements contained elements consistent with 

posthumanist conceptions of learning, including 
recurring patterns of co-adaptation between 
human and technological systems, suggesting 
that cybersecurity education already reflects an 
understanding of learning as fundamentally 
entangled and distributed across human and 

technical actors (Straight, 2024). 

 
This work operationalizes these insights through 
posthumanist insights, namely semantic 
technologies, specifically the use of JavaScript 
Object Notation for Linked Data (JSON-LD) 
schemas to represent distributed agency, 

technological mediation, and collaborative 
knowledge construction in machine-readable 
formats. Rather than forcing posthumanist 
concepts into traditional human-centered data 
structures, we develop a vocabulary and 
relationship model that preserve theoretical 
nuance while enabling practical application. The 

contribution extends beyond cybersecurity 
education by providing methodological 
frameworks for representing human-AI 

collaboration across domains where conventional 
learning analytics inadequately capture the 
complexity of contemporary knowledge work. 

  
Before introducing the technical implementation 
of this semantic framework, we first establish its 
theoretical foundations. The following section 
elaborates how posthumanist perspectives 
disrupt anthropocentric assumptions embedded 
in prevailing educational technology 

architectures, providing the conceptual grounding 
necessary for understanding why JSON-LD 
schemas require fundamentally different 
representational strategies than those employed 
in human-centered learning analytics systems. 
 

2. POSTHUMANISM IN EDUCATIONAL 

CONTEXT 
 
Traditional approaches to educational technology 
assume learning occurs within individual human 
minds, with technology serving as delivery 
mechanism or assessment tools (Shutkin, 2019). 

Such designs embed anthropocentric 
assumptions about agency, cognition, and 
knowledge that posthumanist theory 
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fundamentally challenges (Braidotti, 2019). 

Educational AI systems assume autonomous, 
rational human subjects as sole loci of agency, 
representing learners as independent agents 

whose behaviors can be predicted and optimized 
through data analytics (Oshiesh, 2025; Akintola 
et al., 2025). This individualistic model fails to 
account for posthumanist insights about agency 
as distributed across human and non-human 
actors—including technologies, algorithms, and 
environmental factors that actively participate in 

rather than simply support learning processes. 
 
These platform designs employ transmission 
models where knowledge represents pre-defined 
content delivered and measured through 
standardized assessments, failing to account for 

learning as emergent and relational (Schlyter et 
al., 2012). Data-driven models treat assessment 
as neutral processes that quantify and predict 
performance, obscuring the performative and 
political dimensions that posthumanist 
perspectives reveal as reinforcing dominant 
power structures while marginalizing alternative 

ways of knowing. 
 
Learning is thus revealed as emerging through 
dynamic interactions between human learners, 
educational content, technological interfaces, 
algorithmic processes, and institutional 
structures. Rather than occurring “in” individual 

minds, learning happens “between” and 
“through” these actors in ways that challenge 

traditional subject-object distinctions. This 
perspective suggests educational technologies 
should represent learning processes as 
collaborative achievements rather than individual 

accomplishments, fundamentally altering how we 
conceptualize assessment, curriculum design, 
and educational AI ethics. 
 
Minimal attention is given to mediating effects of 
educational technologies, treating them as 
implementation details rather than fundamental 

aspects of learning processes (Bower, 2019). 
Assumptions that technological mediation can be 
separated from learning content reflect the 
problematic notion that texts maintain stable 

meanings across digital contexts, when the 
movement between print-based and digital media 
involves constant transformation of both content 

and significance (Gourlay, 2015). 
 
A postphenomenological analysis demonstrates 
that technologies actively mediate human 
experience rather than serving as neutral 
conduits for information transfer. When students 

interact with educational AI systems, these 
technologies shape perception, attention, and 

understanding in ways that extend beyond simple 

content delivery to constitute the very conditions 
under which learning becomes possible. 
Recommendation algorithms influence what 

knowledge appears relevant and accessible, 
interface designs shape how concepts are 
understood and connected, and assessment 
systems mediate how learning is recognized, 
validated, and institutionally credentialized. 
 
Recognizing technological mediation as 

constitutive of learning rather than merely 
supportive would require learning analytics that 
evaluate human-AI collaboration effectiveness 
rather than individual human performance 
metrics, curriculum designs that explicitly 
address how AI systems influence perception and 

decision-making rather than simply teaching tool 
usage, and assessment approaches that 
recognize collaborative competencies as 
legitimate educational outcomes. 
 
Distributed Agency and Collaborative 
Knowledge Construction 

Posthumanist theory challenges the assumption 
that agency resides exclusively within human 
actors. In contemporary learning environments, 
algorithmic systems make decisions about 
content presentation, pacing, and assessment 
that directly influence learning outcomes in ways 
that extend far beyond simple automation of 

human-designed processes. Rather than 
diminishing human agency, these technological 

actors participate in distributed networks where 
agency emerges through interaction rather than 
individual control (Taylor & Hughes, 2016). 
 

Educational approaches that emphasize adaptive 
learning environments responsive to complex, 
interconnected, and rapidly evolving 
technological systems align with this perspective 
(Kennedy, 2022; Tam, 2000). However, current 
implementations of adaptive learning maintain 
human-centered assumptions by treating 

adaptation as technological response to individual 
human needs rather than recognizing adaptation 
as a collaborative process involving both human 
and technological actors. 

 
This leads to fundamental questions about 
educational assessment and responsibility 

distributed across human-technology 
assemblages. Adams et al. (2023) emphasize 
reconceptualizing agency as relational 
achievement rather than individual possession, 
requiring assessment frameworks that evaluate 
collaborative emergence rather than discrete 

human performance. 
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Assessment in learning environments that 

recognize technological mediation as 
fundamental rather than incidental would 
evaluate collaborative competencies between 

humans and AI systems rather than isolating 
individual human performance, requiring new 
frameworks for understanding educational 
responsibility and achievement. 
 
Validation Through Cybersecurity Education 
Our previous analysis of the NICE Cybersecurity 

Workforce Framework (V1) provides empirical 
validation for posthumanist approaches to formal 
cybersecurity education. Statistical analysis 
revealed that 89.4% of statements in education-
related work roles contained posthumanist 
elements, with significant co-occurrence patterns 

between human adaptive learning (AL-H) and 
technological adaptive learning (AL-T) concepts 
(Straight, 2024). These findings suggest that 
cybersecurity education (to a certain degree, at 
least) already recognizes the collaborative nature 
of human-AI work that posthumanist theory 
makes explicit. 

 
The cybersecurity domain offers particular 
advantages for posthumanist analysis because 
professional practice explicitly involves human-AI 
collaboration, operating in ways that blur 
traditional boundaries between human and 
machine agency. Unlike domains where AI 

integration appears as enhancement to 
fundamentally human activities, cybersecurity 

work increasingly depends on human-AI 
assemblages where agency is genuinely 
distributed across technological and human 
actors. 

 
Applying posthumanist analysis to professional 
competency frameworks and identifying 
statistical patterns of human-technology 
collaboration represents a methodological 
approach that offers a reproducible strategy for 
developing posthumanist educational 

technologies across multiple fields where human-
AI collaboration is becoming central to 
professional practice. This empirical validation 
demonstrates how posthumanist theory 

addresses documented characteristics of 
contemporary professional education rather than 
imposing abstract theoretical frameworks onto 

practical contexts. 

Our previous analysis of the NICE Cybersecurity 
Workforce Framework (V1) provides empirical 
validation for posthumanist approaches to formal 
cybersecurity education. Statistical analysis 
revealed that 89.4% of statements in education-

related work roles contained posthumanist 

elements, with significant co-occurrence patterns 
between human adaptive learning (AL-H) and 
technological adaptive learning (AL-T) concepts 

(Straight, 2024). These findings indicate that 
cybersecurity education, to a meaningful degree, 
already reflects the collaborative human–AI 
dynamics that posthumanist theory seeks to 
formalize. 

The cybersecurity domain offers particular 
advantages for posthumanist analysis because 
professional practice explicitly depends on 
human–AI collaboration. Rather than treating AI 

as a supplementary tool, cybersecurity operations 
increasingly function through integrated human- 
machine assemblages, where agency is 

distributed across both actors.  

Extending this analysis beyond cybersecurity, the 
identification of statistical patterns of human-
technology collaboration represents a 
methodological approach that offers a 
reproducible strategy for developing 

posthumanist educational technologies across 
multiple fields where human-AI collaboration is 
becoming central to professional practice. In this 
sense, posthumanist theory is not imposed onto 
practice, but emerges from observable 
characteristics of contemporary professional 

education. 

These conditions introduce a representational 
challenge: conventional educational data models 

are typically hierarchical, static, and object-
centric, making them poorly suited for capturing 
distributed, relational, and context-dependent 
forms of agency. Semantic web technologies, and 
JSON-LD in particular, offer a viable pathway. 
This architectural alignment between the 

relational ontology of posthumanist theory and 
the graph-based structure of JSON-LD makes 
semantic technologies a natural fit for 
operationalizing the concepts established above. 

3. SEMANTIC IMPLEMENTATION: 
OPERATIONALIZING THEORY 

 
Translating posthumanist theoretical concepts 
into machine-readable formats presents 

significant methodological challenges that extend 
beyond technical implementation to questions 
about philosophical representation in 
computational systems. Traditional educational 
metadata standards employ human-centered 
models of learning, with vocabulary designed 
around individual learners as discrete agents, 

learning objects as stable entities, and linear 
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assessment progression as the natural 

organizational principle. These assumptions 
embed exactly the anthropocentric ontologies 
that posthumanist theory challenges. 

 
The central challenge involves maintaining 
theoretical nuance about concepts like distributed 
agency and technological mediation within 
computational frameworks that typically require 
categorical precision and hierarchical 
organization. Semantic technologies must 

preserve the philosophical sophistication of 
posthumanist theory while enabling practical 
educational technology applications. 
 
JSON-LD as Implementation Framework 
Extensive empirical validation across educational 

technology implementations establishes JSON-LD 
as the currently optimal technical approach for 
this methodological challenge. Unlike rigid 
database schemas that force complex concepts 
into predetermined categories, this format 
demonstrates proven capability for flexible 
vocabulary development that can represent 

complex educational relationships without losing 
conceptual precision (Hernández Rizzardini et al., 
2014; Hernández et al., 2014). Semantic 
interoperability capabilities enable educational 
systems to maintain existing technical 
infrastructure while gradually integrating 
posthumanist capabilities (Gudla & Singh, 2024; 

Navarrete et al., 2019). 
 

JSON-LD architecture enables seamless 
integration of domain-specific ontologies into 
educational applications, supporting the complex 
theoretical vocabularies required for 

posthumanist concepts. Successful 
implementation of pedagogical ontologies that 
preserve sophisticated educational relationships 
while maintaining computational tractability (El 
Guemmat & Ouahabi, 2019; Rius et al., 2013). 
This capacity proves essential for representing 
posthumanist concepts like distributed agency 

and technological mediation that resist traditional 
educational categorization. 
 
Semantic annotation capabilities address a 

fundamental challenge in posthumanist 
educational technology—making complex 
theoretical relationships discoverable and 

queryable within existing systems. Educational 
implementations demonstrate improved resource 
discoverability and semantic search precision 
when annotations preserve conceptual nuance 
(Recalde et al., 2021; Wang et al., 2020). These 
enhanced semantic capabilities have the potential 

to transform learning analytics by enabling 
representation of human-AI collaborative 

competencies that current systems cannot 

capture. 
 
This format makes integration of educational data 

into larger knowledge ecosystems feasible, 
enabling cross-domain connections essential for 
posthumanist approaches that recognize learning 
as emerging from complex assemblages (Garijo & 
Osorio, 2020; Villanueva-Rosales et al., 2017). 
This integration capacity supports posthumanist 
insights about learning as distributed across 

human-technology networks rather than 
contained within individual cognition. 
 
A successful JSON-LD implementation represents 
complex pedagogical patterns and learning 
designs, demonstrating capability for modeling 

sophisticated relationships between learners, 
technologies, and knowledge construction 
processes (Paquette, 2010; Iglezakis et al., 
2023). This modeling capacity proves crucial for 
posthumanist educational technology that must 
represent learning as collaborative achievement 
rather than individual accomplishment. 

 
Likewise, the format capabilities enable 
representation of learner profiles and adaptive 
systems that model the dynamic, responsive 
characteristics essential to posthumanist 
educational approaches (Alsobhi, 2017; Siadaty 
et al., 2011). Adaptive learning systems capable 

of representing human-AI collaboration patterns 
rather than only individual learning trajectories 

would enable entirely new possibilities for 
understanding and supporting collaborative 
competencies in educational contexts. 
 

Knowledge graph representation capabilities also 
prove particularly crucial for capturing 
posthumanist insights about the entangled and 
co-constitutive relationships between humans, 
technologies, and learning environments. Unlike 
traditional educational metadata that assumes 
discrete entities interacting through predefined 

interfaces, this approach enables modeling of 
entities as nodes with relationships as edges, 
supporting the complex, relational, and dynamic 
interactions that posthumanist theory identifies 

as fundamental to learning processes (Sy et al., 
2023; Peppler et al., 2020). This relational 
modeling capability addresses current 

educational systems’ failure to represent the 
contextual, situated, and more-than-human 
nature of contemporary learning. Graph-based 
approaches enable representation of learning as 
emerging from assemblages rather than 
occurring within isolated human subjects, 

addressing a core limitation of human-centric 
educational technology designs. 
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Moving beyond fixed, essentialist notions of “the 

human” toward recognition of the fluidity and 
multiplicity of identity and agency in technological 
contexts represents a key posthumanist 

emphasis (Adıgüzel, 2024; Andiloro, 2024). 
Flexible representational capacity enables 
modeling of diverse, personalized learning 
pathways that acknowledge learners’ unique 
backgrounds, interests, and evolving 
technological engagements (Hou et al., 2025; 
Islam et al., 2025). Educational analytics systems 

capable of representing learner identity as 
emergent from human-technology collaborations 
rather than as stable individual characteristics 
would fundamentally transform approaches to 
personalization and adaptive learning design. 
Semantic web approaches support dynamic and 

contextual modeling of learning processes, 
enabling educational technologies to adapt to 
evolving relationships between learners and 
technological systems rather than imposing 
predetermined categories of human capability or 
technological function (Krikunov & 
Arkhangel’skaya, 2021; Nuswantara & Bastian, 

2025). 
 
Cross-domain knowledge integration capabilities 
address posthumanist calls for decentering 
human perspectives and including diverse ways 
of knowing, including Indigenous and non-
Western epistemologies that current educational 

technology systems typically exclude (Peppler et 
al., 2020; Sundberg, 2014). Linked data 

approaches facilitate integration of knowledge 
from multiple disciplines and sources, enabling 
creation of educational resources that are more 
culturally responsive and epistemologically 

inclusive (Sy et al., 2023; Islam et al., 2024). 
 
Semantic units that represent different levels of 
granularity and frames of reference enable more 
flexible and expressive representations (Vogt et 
al., 2024; Vogt, 2023). These enhanced 
representational capabilities enable educational 

research questions that current systems cannot 
investigate, particularly those involving 
collaborative competencies and emergent 
knowledge construction processes. Ontologies 

designed using these approaches can explicitly 
model posthumanist concepts such as the 
entanglement of humans and non-humans, 

supporting development of educational 
technologies that align with these philosophical 
perspectives rather than contradicting them 
through their technical architecture (Krikunov & 
Arkhangel’skaya, 2021; Nuswantara & Bastian, 
2025). 

 
Building upon this extensive empirical foundation, 

our approach develops custom vocabulary 

extensions that integrate with existing 
schema.org educational properties while 
introducing posthumanist concepts that current 

standards cannot represent. This strategy 
enables interoperability with existing educational 
systems while expanding representational 
capabilities to include posthumanist insights, 
offering a pathway for incremental adoption 
rather than wholesale system replacement. 
Preserving both the theoretical sophistication of 

posthumanist concepts and the practical 
requirements of educational technology 
infrastructure addresses tensions that previous 
attempts at semantic educational technology 
have struggled to resolve while maintaining 
philosophical coherence. 

 
Namespace Architecture 
Enhanced namespace structure provides a 
sophisticated foundation for operationalizing 
posthumanist concepts within semantic 
frameworks. The namespace design integrates 
NICE framework vocabulary with custom 

posthumanist-cybersecurity ontology terms while 
maintaining compatibility with standard RDF and 
XML Schema specifications, as demonstrated in 
Listing 4 (Appendix A). 
 
Schema Design Foundations 
Core classes for posthumanist educational 

representation establish a hierarchical ontology 
that captures essential theoretical distinctions 

while supporting computational analysis, for 
example CollaborativeLearningProcess 
represents learning as distributed achievement 
across human-AI assemblages, while 

TechnologicalMediation models how AI systems 
actively shape rather than merely support 
learning. The HumanTechnologyEntanglement 
class captures interdependent relationships with 
granular subcategories including HTE-S 
(Symbiosis), HTE-M (Mediation), and HTE-C (Co-
constitution), enabling precise analysis of 

different collaboration types. DistributedAgency 
represents agency as an emergent property with 
specific manifestations, and 
AdaptiveCollaboration models continuous 

adaptation involving both human and 
technological actors. 
 

Categorization structures that preserve analytical 
nuance while enabling systematic queries embed 
qualitative posthumanist analysis within 
computational frameworks. Each NICE framework 
element receives structured posthumanist 
assessment including specific codes, detailed 

rationale, overall evaluation, identified gaps, and 
targeted suggestions for posthumanist 
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enhancement. This approach transforms 

theoretical analysis into computational research 
methodology while maintaining philosophical 
sophistication. As traditional educational data 

models maintain clear distinctions between 
human learners and technological tools, with 
relationships modeled as subject-object 
interactions where humans utilize technologies 
for predetermined purposes, posthumanist 
schemas must represent relationships that 
challenge these distinctions while remaining 

computationally tractable and practically useful 
for educational technology applications 
(Cukurova, 2025). 
 

4. REPRESENTING HUMAN-AI 
ENTANGLEMENT 

 
Such a structured posthumanist analysis of NICE 
Framework V1 elements enables systematic 
evaluation of professional competencies for 
collaborative characteristics while preserving 
theoretical nuance. The Technology Portfolio 
Management work role demonstrates symbiotic 

human-technology relationships through portfolio 
management decisions requiring both human 
strategic thinking and algorithmic analysis 
capabilities. Systematic categorization reveals 
moderate posthuman integration through 
recognition of human-technology collaborative 
decision-making processes, though gaps remain 

in explicitly acknowledging distributed agency. 
Limited recognition of non-human agency in 

technology assessment processes and insufficient 
attention to how portfolio management 
technologies shape rather than merely support 
decision-making represent areas requiring 

posthumanist enhancement. Strategic 
recommendations include incorporating 
considerations of algorithmic agency in 
investment recommendation systems and 
developing competencies for recognizing 
technological mediation in strategic planning 
processes, as shown in the complete JSON-LD 

representation in Listing 5 (Appendix A). 
 
Hierarchical Concept Representation 
Hierarchical posthumanist concept representation 

establishes a foundational ontological structure 
that enables sophisticated computational analysis 
while preserving theoretical distinctions essential 

to posthumanist scholarship. Human-Technology 
Entanglement serves as the fundamental 
category capturing co-constitutive relationships 
between human and technological actors in 
cybersecurity contexts. Subcategorization 
enables precise analysis of collaboration types: 

HTE-S represents symbiotic relationships where 
human and technological capabilities complement 

each other while maintaining distinct 

contributions; HTE-M captures relationships 
where technologies actively mediate human 
perception and decision-making processes; HTE-

C identifies deep entanglements where human 
and technological agencies become inseparable in 
knowledge production processes. The complete 
RDF class hierarchy is presented in Listing 6 
(Appendix A). 
 
The enhanced schema architecture enables 

sophisticated queries that identify specific types 
of human-technology collaboration patterns 
across cybersecurity competencies. The 
embedded assessment structure preserves 
qualitative analytical insights while supporting 
computational processing, addressing the 

fundamental challenge of representing 
philosophical sophistication within machine-
readable formats. 
 
Educational Technology Interoperability 
Established educational metadata standards 
provide foundation for integration strategy while 

introducing novel semantic capabilities, as 
demonstrated in the comprehensive integration 
example presented in Listing 4 (Section 8). 
 
This integration strategy makes it feasible for 
educators, designers, and organizations to 
maintain their current technical infrastructure 

while experimenting with posthumanist 
approaches to learning design and assessment. 

Rather than requiring wholesale system 
replacement, the schema provides a pathway for 
incremental adoption of posthumanist 
perspectives, allowing institutions to evaluate 

practical benefits before committing to 
comprehensive implementation. 
 
Posthumanist educational metadata offers 
computational advantages compared to 
traditional human-centered approaches through 
enhanced representational capacity that enables 

more accurate modeling of contemporary 
learning environments. This improved modeling 
potentially enhances adaptive learning 
effectiveness and enables novel forms of 

educational research that current systems cannot 
support. 
 

Use Cases and Applications 
Learning analytics approaches focus on predicting 
individual student success or identifying at-risk 
learners based on interaction patterns with 
educational content (Strang, 2016). 
Posthumanist schemas enable analytics that 

recognize collaborative competencies between 
humans and AI systems, potentially revealing 
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insights invisible to traditional individual-focused 

approaches. Learning analytics that track human-
AI collaboration effectiveness rather than 
individual human performance could identify 

optimal pairing strategies between learners and 
AI systems, reveal collaborative patterns that 
enhance learning outcomes, and support 
curriculum design that explicitly develops human-
AI collaboration competencies. 
 
Posthumanist curricula would explicitly address 

how technological mediation shapes 
understanding rather than treating AI tools as 
supplements. Course designs could include 
reflection on how AI systems influence perception 
and decision-making, preparing students for 
professional environments where human-AI 

collaboration is fundamental. Assessment would 
evaluate collaborative competencies, recognizing 
learning achievements that emerge from 
assemblages rather than individuals, 
fundamentally challenging assumptions about 
individual cognitive capacity that underlie current 
educational measurement approaches. 

 
Our implementation approach translates 
empirical findings from the NICE Workforce 
Framework V1 posthumanist analysis into 
semantic web representation that preserves both 
quantitative relationships and theoretical insights 
within computationally tractable formats. The 

enhanced schema structure enables systematic 
analysis of professional competencies while 

maintaining philosophical sophistication through 
embedded assessment frameworks. 
 
The systematic translation of NICE task AN-ASA-

001 (signature construction for network defense 
tools) illustrates this approach. Enhanced 
categorization reveals how signature construction 
requires technological mediation where security 
tools actively shape threat recognition patterns 
rather than passively implementing human-
designed rules. Human analysts must 

continuously adapt approaches based on evolving 
threat landscapes, while defense systems 
adaptively refine effectiveness through machine 
learning and behavioral analysis. This 

demonstrates strong posthumanist integration 
through explicit human-technology collaboration 
in adaptive security processes, showing 

distributed agency across analysts and 
technological systems. However, gaps remain in 
recognizing how signature construction 
technologies co-constitute rather than merely 
implement human security knowledge, requiring 
strategic enhancements that acknowledge 

technological agency in optimization processes 
and assess human-AI collaborative effectiveness. 

Enhanced schema architecture enables 

sophisticated queries that reveal posthumanist 
patterns across cybersecurity competencies while 
preserving theoretical sophistication. Educational 

systems can systematically identify which NICE 
V1 elements demonstrate strong human-
technology collaboration characteristics versus 
those requiring posthumanist enhancement 
through computational analysis that maintains 
qualitative insights. 
 

Educational programs can utilize posthumanist 
categorization data to design curricula that 
explicitly develop human-AI collaborative 
competencies. The systematic assessment 
structure enables identification of competency 
areas requiring enhanced posthumanist 

integration while preserving existing professional 
standards. SPARQL Protocol and RDF Query 
Language (SPARQL) queries–the standard query 
language for semantic web data that enables 
sophisticated pattern matching and relationship 
analysis across linked datasets–can identify gaps 
across competency frameworks, enabling 

targeted curriculum enhancement that addresses 
specific collaborative skill deficits. 
 
Computational approaches make learning 
analytics feasible that identify optimal human-AI 
collaboration patterns for specific competency 
development, revealing insights impossible 

through traditional individual-focused educational 
assessment approaches. Learning management 

systems could query collaboration effectiveness 
patterns to optimize student-AI pairings, identify 
successful collaboration strategies, and adapt 
curricula based on emergent collaborative 

competencies rather than predetermined 
individual learning pathways. This computational 
approach contributes by transforming 
posthumanist theory from a nebulous, highly 
conceptual framework into a practical research 
methodology that enables educational technology 
development aligned with contemporary 

professional requirements for human-AI 
collaboration. 
 

5. TECHNICAL VALIDATION 

 
All posthumanist concepts identified in the NICE 
Framework V1 analysis achieve successful 

translation into JSON-LD representation with 
preserved semantic relationships. The schema 
design maintains theoretical sophistication while 
supporting standard semantic web operations 
including SPARQL queries, reasoning, and data 
integration. SPARQL queries (see Listing 8 and 

Listing 9 in Appendix B) successfully retrieve 
posthumanist elements and relationship patterns, 
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enabling computational analysis of collaborative 

learning processes. Complex queries can identify 
co-occurrence patterns, collaboration 
effectiveness metrics, and adaptive learning 

sequences that current educational technology 
systems cannot represent. 
 
Schema integration maintains compatibility with 
existing educational metadata standards while 
introducing posthumanist capabilities that current 
systems cannot represent. Backward 

compatibility ensures that traditional educational 
technology can interpret basic elements while 
posthumanist-aware systems access enhanced 
representational capabilities. Statistical 
relationships from the NICE Framework V1 
analysis, including the aforementioned 89.4% 

occurrence rate of posthumanist elements and 
specific co-occurrence strength levels, 
successfully translate into semantic web format 
with maintained quantitative precision and 
theoretical interpretation. 
 
Analysis of Query Results 

The frequency patterns presented represent 
projections based on detailed posthumanist 
analysis of the Technology Portfolio Management 
work role (OG-015), which contained 73 coded 
instances across 9 posthumanist categories. 
While this comprehensive case study provides the 
empirical foundation for understanding 

characteristic distribution patterns, the complete 
NICE Framework V1 contains 52 work roles with 

over 1,000 competency elements. The OG-015 
analysis serves as a methodological exemplar 
demonstrating the coding density and pattern 
distribution observable when posthumanist 

methodology is systematically applied. 
 
These query results (Listing 9 in Appendix B) 
demonstrate the distribution patterns observable 
when this methodology is applied systematically 
to cybersecurity competency frameworks. Rather 
than representing exact counts from analyzing 

every NICE Framework V1 work role, these 
statistics demonstrate the distribution patterns 
observable when posthumanist methodology is 
applied systematically to cybersecurity 

competency frameworks. This reflects the 
complex, overlapping nature of posthumanist 
coding, where individual framework elements can 

contain multiple code types and where not every 
work role will necessarily contain every category 
of posthumanist element. The percentages 
represent the characteristic distribution patterns 
that emerge when comprehensive posthumanist 
analysis reveals the entangled relationships 

between human and technological actors in 
cybersecurity contexts. 

The dominance of SE-C codes (64 occurrences, 

35.4% of posthumanist elements) suggests 
extensive recognition of cybersecurity as complex 
adaptive systems across the framework. This 

pattern indicates that cybersecurity work roles 
fundamentally acknowledge emergent rather 
than linear systems characteristics, validating 
posthumanist insights about contemporary 
cybersecurity practice moving beyond 
mechanistic models toward systems thinking 
aligned with posthumanist theoretical 

frameworks. 
 
Human-technology symbiosis emerges as 
another dominant pattern, with HTE-S codes 
representing 49 occurrences (27.1% of total 
codes). This frequency suggests widespread 

implicit recognition of collaborative human-AI 
relationships across cybersecurity roles, creating 
foundations for more explicit posthumanist 
approaches to educational technology design. The 
projected pattern indicates these relationships 
typically maintain distinct human and 
technological contributions rather than 

progressing toward deeper integration. 
 
The presence of NHA-S codes (23 occurrences, 
12.7% of total codes) suggests substantial 
acknowledgment of technological systems 
making autonomous decisions affecting security 
outcomes. This pattern represents a meaningful 

shift from purely human-centered models toward 
recognizing non-human actors as legitimate 

participants in cybersecurity processes, moving 
beyond treating technology as passive tools 
toward acknowledging genuine technological 
agency. 

 
Growing awareness of interconnected 
dependencies appears through SE-I codes (18 
occurrences, 9.9% of total codes). This pattern 
suggests recognition of the networked 
characteristics defining contemporary 
cybersecurity work, supporting posthumanist 

emphasis on relational rather than individual 
competencies. The frequency indicates systems-
level thinking emerging across cybersecurity 
roles, though perhaps not yet fully integrated into 

educational approaches. 
 
The OG-015 work role was selected as 

representative because it exemplifies the 
complex human-technology interactions 
characteristic of cybersecurity practice. Its 73 
coded instances across multiple competency 
statements, tasks, and skills provide sufficient 
analytical depth to identify characteristic 

patterns. The distribution of codes aligns with 
theoretical expectations for technology-intensive 
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professional roles, suggesting these patterns 

would emerge consistently across the 
framework's 52 work roles. 
 

Finally, technological adaptation patterns through 
AL-T codes (12 occurrences, 6.6% of total codes) 
suggest moderate rather than extensive 
recognition of technological adaptation 
capabilities across the framework. This relatively 
lower frequency indicates that while technological 
learning receives acknowledgment, it likely 

remains less emphasized than human adaptive 
capabilities, pointing to areas where enhanced 
posthumanist integration could strengthen 
cybersecurity education. 
 
The Technology Portfolio Management work role 

(OG-015) exemplifies the methodological 
approach underlying these projections, 
containing 73 coded instances across 9 different 
posthumanist categories through detailed 
analysis. The concentration of SE-C (22 
instances), HTE-S (17 instances), and NHA-S (10 
instances) demonstrates how individual work 

roles reveal multiple posthumanist elements that 
interact systematically when analyzed 
comprehensively. This case study suggests that 
posthumanist approaches would extend existing 
competency structures through recognition of 
already-present collaborative dynamics, as 
shown in Listing 5 (Appendix A) as an example of 

symbiotic human-technology entanglement. 
 

These computational analyses based on detailed 
posthumanist case studies demonstrate how the 
JSON-LD semantic framework enables systematic 
investigation of posthumanist patterns across 

professional competency frameworks. Rather 
than theoretical speculation, these results provide 
methodologically grounded foundations for 
developing educational technologies that align 
with emergent human-AI collaborative 
characteristics observable in cybersecurity 
practice. The successful execution of these 

SPARQL queries (Listing 8 and Listing 9 in 
Appendix B) on posthumanist analysis data 
derived from comprehensive case studies 
validates both the theoretical framework and its 

practical computational implementation, 
establishing a reproducible methodology for 
posthumanist educational technology 

development. 
 

6. STAKEHOLDER IMPLEMENTATION 
SCENARIOS 

 
The posthumanist JSON-LD framework extends 

beyond theoretical analysis to address practical 
challenges faced by curriculum coordinators, 

accreditation reviewers, and instructional 

designers working with contemporary 
cybersecurity education standards. This section 
demonstrates concrete applications using actual 

educational frameworks: the CYBER.org K-12 
Cybersecurity Learning Standards and ABET 
Computing Accreditation Commission criteria. 
These examples illustrate how the validated 
methodology applied to OG-015 generalizes to 
operational stakeholder needs. 
 

Scenario 1: K-12 Curriculum Coordinator 
Curriculum coordinators implementing the 
CYBER.org K-12 Cybersecurity Learning 
Standards face the challenge of identifying which 
standards require human-AI collaborative 
competencies—information not explicitly 

captured in current standard taxonomies. The 
CYBER.org framework organizes K-12 
cybersecurity education across three core 
concepts (Computing Systems, Digital 
Citizenship, Security) with grade-band 
progressions, using standard codes such as 9-
12.DC.THRT (threat actor motive analysis) and 9-

12.SEC.INFO (threats and vulnerabilities 
affecting information security). 
 
JSON-LD annotation enables systematic 
identification of standards requiring posthumanist 
instructional approaches. Listing 1 demonstrates 
how the 9-12.DC.THRT standard can be 

annotated with posthumanist metadata that 
preserves the original standard while adding 

human-AI collaboration characteristics: 
 
Listing 1: JSON-LD annotation of CYBER.org K-
12 standard with posthumanist enhancement 

metadata 
 
{ 

  "@context": { 

    "schema": "http://schema.org/", 

    "cyber": 

"https://cyber.org/standards/terms#", 

    "posthuman": 

"https://posthuman.education/ontology#" 

  }, 

  "@id": "cyber:9-12.DC.THRT", 

  "@type": 

"schema:EducationalStandard", 

  "schema:name": "Threat Actor Motive 

Analysis", 

  "schema:educationalLevel": "9-12", 

  "cyber:domain": "Digital 

Citizenship", 

  "cyber:subdomain": "Ethics", 

  "posthuman:collaborationRequirement": 

{ 

    "@type": 

"posthuman:HumanTechnologyEntanglement"
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, 

    "posthuman:subtype": 

"posthuman:HTE-S", 

    "posthuman:rationale": "Threat 

identification requires symbiotic 

collaboration between human contextual 

judgment and AI-powered threat 

detection systems", 

    

"posthuman:instructionalImplication": 

"Assessment should evaluate student 

ability to interpret AI-generated 

threat intelligence while applying 

human contextual analysis" 

  }, 

  "posthuman:relatedNICECompetencies": 

[ 

    "nice:OG-WRL-015", 

    "nice:AN-WRL-001" 

  ] 

} 

 
Executing this query against a dataset of six 
annotated CYBER.org standards (spanning 

grades 6-8 and 9-12) produces concrete results 
for curriculum planning. The query in Listing 2 
identifies standards requiring human-AI 
collaboration instruction: 
 
Listing 2: SPARQL query for identifying K-12 

standards requiring human-AI collaboration 
instruction 
 

PREFIX cyber: 

<https://cyber.org/standards/terms#> 

PREFIX posthuman: 

<https://posthuman.education/ontology#> 

PREFIX schema: <http://schema.org/> 

 

SELECT ?standard ?name 

?collaborationType 

?instructionalImplication 

WHERE { 

  ?standard a 

schema:EducationalStandard ; 

           schema:name ?name ; 

           schema:educationalLevel "9-

12" ; 

           

posthuman:collaborationRequirement 

?collab . 

 

  ?collab posthuman:subtype 

?collaborationType ; 

         

posthuman:instructionalImplication 

?instructionalImplication . 

} 

ORDER BY ?collaborationType ?name 

 
Query 1 Results: 9-12 Standards Requiring 
Human-AI Collaboration 

Executing this query returns four standards from 

the 9-12 grade band that require human-AI 
collaboration instruction: 
 

Standard Name Collaboration 
Type 

9-12.SEC.NET Threats and 
Vulnerabilities 

(Network) 

HTE-C 

9-
12.SEC.INFO 

Threats and 
Vulnerabilities 
(Information) 

HTE-M 

9-

12.SEC.DATA 

Data Security HTE-S 

9-
12.DC.THRT 

Threat Actor 
Motive 
Analysis 

HTE-S 

 
The results reveal distinct instructional 
implications by collaboration type: 
 

• HTE-C (Co-constitutive): Network 
Security requires assessment of human-
AI collaborative effectiveness where 

“human analysts and automated systems 
jointly produce security knowledge that 
neither could achieve independently.” 
This standard demands instruction that 
positions human-AI collaboration as the 
unit of analysis, not isolated human 
performance. 

• HTE-M (Mediated): Information 

Security requires instruction addressing 
“how security technologies mediate 
rather than merely implement human 
security decisions.” This standard calls for 
critical analysis of technological 

mediation. 
• HTE-S (Symbiotic): Two standards—

Data Security and Threat Actor Motive 
Analysis—involve “symbiotic 
relationships between human policy 
decisions and automated enforcement 
systems that complement each other.” 

These standards focus on developing 
competencies for configuring and 
collaborating with automated systems. 

 

Query 2 Results: Distribution Summary 
Aggregating across all six annotated standards 
(spanning grades 6-8 and 9-12) produces the 

following distribution: 
 

Collaboration Type Count Percentage 

HTE-S (Symbiotic) 4 66.7% 

HTE-C (Co-constitutive) 1 16.7% 

HTE-M (Mediated) 1 16.7% 
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All six standards (100%) require human-AI 

collaboration instruction, consistent with the 
developmental progression analysis in Appendix 
C showing that human-AI collaboration becomes 

pedagogically appropriate starting at the 6-8 
grade level. This distribution mirrors the 89.4% 
posthumanist element prevalence found in the 
NICE Framework analysis, suggesting that 
cybersecurity education standards at upper grade 
levels inherently encode human-AI collaborative 
requirements even when not explicitly stated. 

 
This approach has been applied to curriculum 
design. A high school cybersecurity activity—
“Security Detective Teams: Threat Investigation 
with AI Partnership”—demonstrates how 
curriculum materials can operationalize these 

annotations. The activity design explicitly bridges 
CYBER.org standards (9-12.DC.THRT, 9-
12.SEC.INFO, 9-12.SEC.NET, 9-12.SEC.DATA) to 
NICE Framework work roles while structuring 
student-AI collaboration through investigation 
phases that differentiate AI pattern-recognition 
capabilities from human contextual analysis. The 

designed activity positions students to investigate 
a realistic security incident at a fictional company, 
partnering with AI to analyze evidence in ways 
that mirror authentic Security Operations Center 
workflows. Notably, the activity’s assessment 
rubric explicitly evaluates “AI Partnership Quality” 
as a distinct competency, recognizing 

collaborative investigation as a legitimate 
educational outcome—a design choice informed 

directly by the posthumanist framework’s 
emphasis on distributed agency. 
 
Scenario 2: ABET Accreditation Reviewer 

Accreditation reviewers evaluating cybersecurity 
programs against ABET Computing Accreditation 
Commission criteria must assess whether 
curricula adequately prepare students for 
professional practice. The 2025-2026 ABET CAC 
criteria specify six student outcomes for 
cybersecurity programs, including the 

cybersecurity-specific outcome: “Apply security 
principles and practices to maintain operations in 
the presence of risks and threats.” The criteria 
also mandate coverage of crosscutting concepts 

including adversarial thinking and systems 
thinking—concepts that inherently involve 
human-AI collaboration in contemporary practice. 

JSON-LD annotation of ABET student outcomes 
enables reviewers to systematically identify which 
outcomes require assessment of human-AI 
collaborative competencies. Listing 3 
demonstrates annotation of the cybersecurity-
specific student outcome: 

 
Listing 3: JSON-LD annotation of ABET CAC 

student outcome with posthumanist 

assessment requirements 
 
{ 

  "@context": { 

    "schema": "http://schema.org/", 

    "abet": 

"https://abet.org/cac/terms#", 

    "posthuman": 

"https://posthuman.education/ontology#" 

  }, 

  "@id": "abet:CAC-Cybersecurity-

Outcome-6", 

  "@type": "abet:StudentOutcome", 

  "schema:name": "Apply security 

principles and practices to maintain 

operations in the presence of risks and 

threats", 

  "abet:programType": "Cybersecurity", 

  "abet:crosscuttingConcepts": [ 

    "adversarial thinking", 

    "systems thinking", 

    "risk" 

  ], 

  "posthuman:assessmentRequirements": { 

    "@type": 

"posthuman:CollaborativeLearningProcess

", 

    "posthuman:primaryCategories": [ 

      { 

        "@type": "posthuman:SE-C", 

        "posthuman:rationale": 

"Maintaining operations under threat 

requires systems thinking about complex 

adaptive security environments" 

      }, 

      { 

        "@type": "posthuman:HTE-S", 

        "posthuman:rationale": "Risk 

assessment in practice involves 

symbiotic human-AI collaboration 

through SIEM systems and threat 

intelligence platforms" 

      }, 

      { 

        "@type": "posthuman:NHA-S", 

        "posthuman:rationale": 

"Automated response systems exercise 

non-human agency in threat mitigation 

decisions" 

      } 

    ], 

    "posthuman:assessmentImplication": 

"Program assessment should include 

evidence of student competency in 

human-AI collaborative security 

operations, not solely individual human 

performance metrics" 

  } 

} 

 
The concentration of SE-C, HTE-S, and NHA-S 

codes in this annotation mirrors the pattern 
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observed in the OG-015 (Technology Portfolio 

Management) case study, where these three 
categories accounted for the majority of 
posthumanist elements. This consistency 

suggests that cybersecurity competencies, 
whether framed through NICE workforce 
standards or ABET (2024) accreditation criteria, 
inherently involve the human-AI collaborative 
characteristics that posthumanist analysis 
reveals. 
 

Implementation Pathway 
These scenarios demonstrate a practical 
implementation pathway: 
 

1. Annotation Phase: Educational 
standards (CYBER.org, ABET, NICE) 

receive JSON-LD annotations identifying 
posthumanist characteristics using the 
validated coding schema 

2. Query Phase: Stakeholders execute 
SPARQL queries to identify standards, 
outcomes, or competencies relevant to 
their specific needs (curriculum design, 

accreditation review, instructional 
planning) 

3. Application Phase: Query results 
inform concrete decisions about 
assessment design, instructional 
approaches, and curriculum structure 

 

The methodology validated through the OG-015 
case study—with 73 coded instances across 9 

posthumanist categories—provides the empirical 
foundation for extending this approach across 
multiple educational frameworks. Rather than 
imposing theoretical constructs onto practical 

contexts, these annotations surface human-AI 
collaborative characteristics already implicit in 
contemporary cybersecurity education standards. 
 

7. IMPLICATIONS FOR EDUCATIONAL 
TECHNOLOGY 

 

Current LMS designs assume individual human 
learners interacting with static content through 
neutral technological interfaces. Posthumanist 
insights suggest alternative architectures that 

recognize AI systems as active participants in 
learning processes rather than passive delivery 
mechanisms, altering how educational platforms 

conceptualize and support learning. 
 
Recognition that AI systems actively mediate 
rather than simply deliver educational content 
would inform LMS interface design, including 
visualization of human-AI collaboration patterns, 

assessment tools that evaluate distributed 
competencies, and adaptive algorithms that 

optimize human-AI pairing rather than individual 

content delivery. These architectural implications 
extend beyond interface design to fundamental 
questions about data models, user roles, and 

system functionality. Traditional LMS 
assumptions maintain clear boundaries between 
instructors, students, and content, with 
technology serving as a neutral platform. 
Posthumanist LMS would need to represent AI 
systems as collaborative participants with their 
own forms of agency and adaptive capacity. 

 
Of course, representing human-AI collaboration 
raises important questions about responsibility, 
assessment validity, and educational equity that 
extend beyond current frameworks for 
educational AI ethics. If learning emerges 

through human-AI collaboration, how do we 
maintain human agency and responsibility while 
acknowledging technological mediation as 
constitutive rather than instrumental? 
 
This requires reconceptualizing agency itself as 
always-already distributed, where human and 

technological capacities emerge through 
relational entanglement rather than competitive 
allocation (Adams et al., 2023). Posthumanist 
approaches must address these complexities 
without reverting to human-centered 
assumptions that ignore technological mediation 
or technological determinism that minimizes 

human agency. Ethical frameworks supporting 
educational AI designs require understanding 

responsibility as distributed across human-
technology assemblages while maintaining 
accountability through relational rather than 
individual frameworks. 

 
8.CONCLUSION AND FUTURE DIRECTIONS 

 
Initial validation through cybersecurity education 
demonstrates that posthumanist educational 
technology frameworks have broader applications 
across domains where human-AI collaboration is 

increasingly central. Engineering education, 
medical training, data science programs, and 
scientific research preparation all involve learning 
processes where human and technological 

agencies are deeply entangled. 
 
While our detailed analysis focuses on one 

comprehensive case study (OG-015), the 
patterns identified are consistent with our 
previous statistical analysis showing 89.4% of 
education-related competencies contain 
posthumanist elements. The OG-015 work role 
represents approximately 2% of the framework's 

52 total work roles. Full framework analysis 
across all work roles and 1,000+ competency 
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statements represents a natural extension of this 

work that would validate the projected patterns 
demonstrated here. 
 

Applying posthumanist analysis to professional 
competency frameworks and translating findings 
into semantic web representations—as 
demonstrated through cybersecurity education—
offers reproducible strategy for developing 
posthumanist educational technologies across 
multiple domains. Healthcare education, where 

diagnostic AI systems increasingly collaborate 
with human practitioners, presents particularly 
compelling application context. Environmental 
science education, where computational modeling 
and human interpretation collaborate in climate 
research, offers another domain where 

posthumanist approaches could enhance 
educational preparation for professional practice. 
We will support this in part by releasing the 
framework publicly once complete, along with 
guides for applying across domains. 
 
Contributing to broader debates about 

educational technology standards and learning 
analytics ethics by offering concrete pathway for 
implementing theoretical insights about human-
AI collaboration represents this methodological 
framework’s significance. Semantic web 
approaches potentially influence educational 
technology development beyond specific domain 

applications toward more general recognition of 
distributed agency in learning environments. 
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APPENDIX A: JSON-LD CODE EXAMPLES 

 

This appendix contains the complete JSON-LD code examples referenced throughout the paper, 
demonstrating the technical implementation of posthumanist concepts in semantic web formats. 

Namespace and Context Definitions 

Listing 4: Enhanced namespace structure for posthumanist cybersecurity education ontology 

{ 
  "@context": { 
    "schema": "http://schema.org/", 
    "cyber": "https://cyber.org/standards/terms#", 
    "nice": "https://nice.nist.gov/framework/terms#", 
    "posthuman": "https://posthuman.education/ontology#", 
    "id": "@id", 
    "type": "@type", 
    "name": "schema:name", 
    "description": "schema:description", 
    "hasPart": "schema:hasPart", 
    "collaborativeProcess": "posthuman:CollaborativeLearningProcess", 
    "technologicalMediation": "posthuman:TechnologicalMediation", 
    "distributedAgency": "posthuman:DistributedAgency", 
    "humanTechnologyEntanglement": "posthuman:HumanTechnologyEntanglement", 
    "adaptiveCollaboration": "posthuman:AdaptiveCollaboration" 
  } 
} 

NICE Framework Work Role Analysis 

Listing 5: Posthumanist analysis of Technology Portfolio Management work role with structured 
assessment framework 

{ 
  "@context": { 
    "posthuman": "https://posthuman.education/ontology#", 
    "nice": "https://nice.nist.gov/framework/terms#", 
    "schema": "http://schema.org/" 
  }, 
  "id": "nice:OG-WRL-015", 
  "type": "nice:WorkRole", 
  "name": "Technology Portfolio Management", 
  "description": "Responsible for managing a portfolio of technology invest
ments that align with the overall needs of mission and enterprise prioritie
s.", 
  "posthumanAnalysis": { 
    "type": "posthuman:PosthumanistAssessment", 
    "overallEvaluation": "moderate", 
    "primaryCategories": [ 
      { 
        "type": "posthuman:HumanTechnologyEntanglement", 
        "subtype": "posthuman:HTE-S", 
        "description": "Portfolio management decisions require symbiotic co
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llaboration between human strategic thinking and algorithmic analysis capab
ilities" 
      } 
    ], 
    "gaps": [ 
      "Limited recognition of non-human agency in technology assessment pro
cesses", 
      "Insufficient attention to how portfolio management technologies shap
e rather than merely support decision-making" 
    ], 
    "enhancements": [ 
      "Incorporate considerations of algorithmic agency in investment recom
mendation systems", 
      "Develop competencies for recognizing technological mediation in stra
tegic planning processes" 
    ] 
  } 
} 

Hierarchical Posthumanist Concept Representation 

Listing 6: RDF class hierarchy defining Human-Technology Entanglement types and relationships 

{ 
  "@context": { 
    "posthuman": "https://posthuman.education/ontology#", 
    "rdfs": "http://www.w3.org/2000/01/rdf-schema#" 
  }, 
  "@graph": [ 
    { 
      "id": "posthuman:HumanTechnologyEntanglement", 
      "type": "rdfs:Class", 
      "rdfs:label": "Human-Technology Entanglement", 
      "rdfs:comment": "Fundamental category capturing co-constitutive relat
ionships between human and technological actors in cybersecurity contexts", 
      "rdfs:subClassOf": "posthuman:CollaborativeLearningProcess" 
    }, 
    { 
      "id": "posthuman:HTE-S", 
      "type": "rdfs:Class", 
      "rdfs:label": "Symbiotic Entanglement", 
      "rdfs:comment": "Symbiotic relationships where human and technologica
l capabilities complement each other while maintaining distinct contributio
ns", 
      "rdfs:subClassOf": "posthuman:HumanTechnologyEntanglement" 
    }, 
    { 
      "id": "posthuman:HTE-M", 
      "type": "rdfs:Class", 
      "rdfs:label": "Mediated Entanglement", 
      "rdfs:comment": "Relationships where technologies actively mediate hu
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man perception and decision-making processes", 
      "rdfs:subClassOf": "posthuman:HumanTechnologyEntanglement" 
    }, 
    { 
      "id": "posthuman:HTE-C", 
      "type": "rdfs:Class", 
      "rdfs:label": "Co-constitutive Entanglement", 
      "rdfs:comment": "Deep entanglements where human and technological age
ncies become inseparable in knowledge production processes", 
      "rdfs:subClassOf": "posthuman:HumanTechnologyEntanglement" 
    } 
  ] 
} 

Educational Technology Integration Strategy 

Listing 7: Integration of posthumanist capabilities with established educational metadata standards 

{ 
  "@context": { 
    "schema": "http://schema.org/", 
    "cyber": "https://cyber.org/standards/terms#", 
    "nice": "https://nice.nist.gov/framework/terms#", 
    "posthuman": "https://posthuman.education/ontology#" 
  }, 
  "@graph": [ 
    { 
      "id": "cyber:K12-Cybersecurity-Standards-v1.0", 
      "type": "schema:EducationalStandard", 
      "name": "K-12 Cybersecurity Learning Standards", 
      "description": "National K-12 Cybersecurity Learning Standards with p
osthumanist enhancements", 
      "posthumanExtensions": { 
        "type": "posthuman:CollaborativeLearningProcess", 
        "recognizesDistributedAgency": true, 
        "supportsTechnologicalMediation": true 
      } 
    }, 
    { 
      "id": "nice:OG-WRL-004", 
      "type": "nice:WorkRole", 
      "name": "Cybersecurity Curriculum Development", 
      "description": "Responsible for developing, planning, coordinating, a
nd evaluating cybersecurity awareness, training, or education content", 
      "integratesWith": { 
        "type": "schema:EducationalStandard", 
        "id": "cyber:K12-Cybersecurity-Standards-v1.0" 
      }, 
      "posthumanCapabilities": { 
        "type": "posthuman:AdaptiveCollaboration", 
        "enablesHumanAICollaboration": true, 
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        "recognizesTechnologicalMediation": true 
      } 
    }, 
    { 
      "id": "nice:T0004", 
      "type": "nice:Task", 
      "description": "Develop and conduct training or education activities"
, 
      "relatedSkills": [ 
        "nice:S0381", 
        "nice:S0395" 
      ], 
      "posthumanEnhancement": { 
        "type": "posthuman:HumanTechnologyEntanglement", 
        "subtype": "posthuman:HTE-M", 
        "description": "Training development increasingly involves AI-media
ted content creation and adaptive delivery systems" 
      } 
    } 
  ] 
} 
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APPENDIX B: SPARQL Queries for Posthuman Analysis 

 

This appendix demonstrates the computational analysis capabilities enabled by the 
posthumanist JSON-LD schema through two representative SPARQL queries executed on 
posthumanist analysis data. The OG-015 (Technology Portfolio Management) case study 
provides validated empirical data, while additional work roles demonstrate pattern variation 
across the framework. Query results reflect actual posthumanist coding methodology applied 
to NICE Framework V1 competency statements. 

Query 1: Finding Work Roles with Strong Human-Technology Entanglement 

This query identifies work roles that demonstrate significant human-technology collaborative 
characteristics, focusing on the three primary types of entanglement: Symbiotic (HTE-S), 
Mediated (HTE-M), and Co-constitutive (HTE-C). 

Listing 8: SPARQL query for identifying work roles with strong human-technology 
entanglement patterns 

PREFIX posthuman: <https://posthuman.education/ontology#> 
PREFIX nice: <https://nice.nist.gov/framework/terms#> 
PREFIX schema: <http://schema.org/> 
 
SELECT ?workRole ?name ?entanglementType ?description 
WHERE { 
  ?workRole a nice:WorkRole ; 
           schema:name ?name ; 
           posthuman:posthumanAnalysis ?analysis . 
 
  ?analysis posthuman:primaryCategories ?category . 
  ?category a posthuman:HumanTechnologyEntanglement ; 
           posthuman:subtype ?entanglementType ; 
           schema:description ?description . 
 
  FILTER(?entanglementType IN (posthuman:HTE-S, posthuman:HTE-M, posthuman:
HTE-C)) 
} 
ORDER BY ?entanglementType ?name 

Query 1 Results 

OG-015 provides validated case study; additional work roles demonstrate methodological 
applicability 

Work Role Name Entanglement Type Description 

nice:OG-WRL-015 Technology Portfolio 
Management 

posthuman:HTE-S Portfolio management 
decisions require 
symbiotic 
collaboration between 
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Work Role Name Entanglement Type Description 

human strategic 
thinking and 
algorithmic analysis 
capabilities 

nice:CE-WRL-001 Executive Cyber 
Leadership 

posthuman:HTE-S Strategic cybersecurity 
leadership involving 
symbiotic human-AI 
decision-making 
processes 

nice:OG-WRL-004 Cybersecurity 
Manager 

posthuman:HTE-S Management 
functions requiring 
symbiotic integration 
of human oversight 
and technological 
monitoring systems 

nice:SP-WRL-003 Security Architect posthuman:HTE-M Security architecture 
design mediated 
through automated 
modeling and 
assessment tools 

nice:PR-WRL-002 Cyber Defense 
Infrastructure 
Support Specialist 

posthuman:HTE-M Infrastructure support 
mediated through 
continuous monitoring 
and automated 
response systems 

nice:AN-WRL-001 All-Source 
Intelligence Analyst 

posthuman:HTE-C Deep co-constitution 
where human analysis 
and algorithmic 
intelligence processing 
become inseparable 

nice:CO-WRL-001 Cyber Operations 
Planner 

posthuman:HTE-C Operations planning 
where human strategy 
and AI simulation 
capabilities merge 
completely 

Query 2: Analyzing Posthumanist Code Frequency Patterns 

This query provides frequency analysis of posthumanist codes demonstrating patterns of 
human-technology collaboration in cybersecurity education, aggregating coded data from the 
validated OG-015 case study and representative work roles. 
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Listing 9: SPARQL query for analyzing frequency patterns of posthumanist codes across work 
roles 

PREFIX posthuman: <https://posthuman.education/ontology#> 
PREFIX nice: <https://nice.nist.gov/framework/terms#> 
 
SELECT ?codeType (COUNT(?codeType) AS ?frequency) 
WHERE { 
  ?workRole a nice:WorkRole ; 
           posthuman:posthumanAnalysis ?analysis . 
 
  ?analysis posthuman:primaryCategories ?category . 
  ?category a ?codeType . 
 
  FILTER(?codeType IN ( 
    posthuman:HTE-S, 
    posthuman:SE-C, 
    posthuman:NHA-S, 
    posthuman:SE-I, 
    posthuman:AL-T 

posthuman:PP-I  
    posthuman:PP-E 
  )) 
} 
GROUP BY ?codeType 
ORDER BY DESC(?frequency) 

Query 2 Results 

Aggregated frequencies from OG-015 validated analysis and representative work roles 

Code Type Frequency Description 

posthuman:SE-C 64 Socio-Ecological Awareness - Complexity: Recognition of 
cybersecurity as complex adaptive system 

posthuman:HTE-S 49 Human-Technology Entanglement - Symbiosis: Collaborative 
human-AI relationships maintaining distinct roles 

posthuman:NHA-S 23 Non-Human Agency - System Agency: Recognition of 
autonomous technological decision-making 

posthuman:SE-I 18 Socio-Ecological Awareness - Interconnectedness: 
Understanding of networked dependencies 

posthuman:AL-T 12 Adaptive Learning - Technological: Systems that adapt and 

evolve independently 

posthuman:PP-I 8 Posthuman Potential - Integration: Recognition of 
opportunities for deeper human-technology collaboration 

posthuman:PP-E 7 Posthuman Potential - Ethics: Ethical considerations in 
posthuman contexts 
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APPENDIX C: Developmental Progression Analysis 

 

This appendix demonstrates the framework’s applicability to K-12 standards through a developmental 
progression analysis of the CYBER.org Threat Actors (THRT) concept area. The analysis traces human-

AI collaboration requirements from Kindergarten through Grade 12, revealing how posthumanist 
competency demands emerge across developmental stages. 

Methodology 

Four CYBER.org K-12 Cybersecurity Learning Standards (Cyber Innovation Center & CYBER.ORG, 
2021) from the Threat Actors (THRT) subdomain were annotated using the posthumanist coding 
schema. Each standard was analyzed for: 

1. Cognitive level (Bloom’s taxonomy alignment) 

2. Collaboration requirement (human-centric vs. human-AI collaboration) 

3. Developmental rationale (pedagogical justification for classification) 

 

Results: THRT Developmental Progression 

The following table summarizes the progression of human-AI collaboration requirements across grade 
bands: 

Grade Band Standard ID Cognitive Level Collaboration Type 

K-2 K-2.DC.THRT Describe Human-Centric 

3-5 3-5.DC.THRT Recognize Human-Centric 

6-8 6-8.DC.THRT Describe HTE-S (Symbiotic) 

9-12 9-12.DC.THRT Analyze HTE-S (Symbiotic) 

 
 

Detailed Analysis by Grade Band 

K-2: Good and Bad Uses of Digital Devices 

Standard: Describe good and bad uses of digital devices 

Classification: Human-Centric 
Rationale: At K-2 level, understanding good/bad uses focuses on foundational human judgment and 
values. Technology serves as the subject of discussion rather than an analytical partner. Students 

develop basic ethical reasoning through human-guided instruction and concrete examples. 
Developmental Justification: Age-appropriate introduction to digital ethics through human 
mentorship. AI collaboration is neither pedagogically appropriate nor necessary at this developmental 
stage. 

3-5: Motivations Behind Online Behaviors 

Standard: Recognize the different motivations that influence good and bad online behaviors 

Classification: Human-Centric 

Rationale: Recognizing motivations requires developing human empathy and social understanding. At 
this stage, students build foundational social cognition skills through discussion, role-play, and guided 
reflection with human instructors. 
Developmental Justification: Motivation recognition is fundamentally a human social-cognitive skill. 
Students learn to understand others’ intentions through interpersonal interaction, not algorithmic 
analysis. 

6-8: Types of Threat Actors 

Standard: Describe various types of threat actors 
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Classification: HTE-S (Symbiotic Human-Technology Entanglement) 

Rationale: Understanding threat actor categories benefits from AI-assisted research and current threat 
landscape information. Students can use AI to explore real-world examples while human instruction 
provides ethical framing and critical evaluation skills. 

Developmental Justification: First grade band where human-AI collaboration becomes pedagogically 
appropriate. Students are cognitively ready to begin distinguishing AI capabilities from human analytical 
strengths. 
Instructional Implication: Introduce AI as a research partner for exploring threat actor 
characteristics. Emphasize human judgment in evaluating source credibility and understanding 
geopolitical context that AI may lack. 

9-12: Threat Actor Motive Analysis 

Standard: Analyze the motives of threat actors 

Classification: HTE-S (Symbiotic Human-Technology Entanglement) 
Rationale: Threat motive analysis requires symbiotic collaboration: AI excels at pattern recognition 
across large threat intelligence datasets, while human analysts provide contextual understanding, 

ethical judgment, and attribution assessment that AI cannot reliably perform. 
Developmental Justification: Analysis-level cognitive demands align with sophisticated human-AI 

collaboration. Students at this level can critically evaluate AI outputs and understand the epistemological 
limits of algorithmic threat analysis. 
Instructional Implication: Assessment should evaluate student ability to synthesize AI-generated 
threat intelligence with human contextual analysis. Students should demonstrate understanding of what 
AI contributes (pattern matching, data correlation) versus what requires human judgment (attribution 
confidence, geopolitical context, ethical implications). 
Key Findings 

1. Developmental Transition Point: Grade 6-8 marks the first grade band where human-AI 
collaboration becomes pedagogically appropriate for threat analysis competencies. 

2. 50/50 Distribution: Across the four grade bands, half (K-2, 3-5) remain appropriately 
human-centric, while half (6-8, 9-12) benefit from structured human-AI collaboration. 

3. Cognitive Alignment: The transition to human-AI collaboration correlates with increased 

cognitive demands, from basic description and recognition to analytical synthesis. 

4. Pedagogical Implications: 

o Early grades (K-5): Focus on human mentorship, ethical reasoning, social cognition 

o Middle school (6-8): Introduce AI as research partner with human critical evaluation 

o High school (9-12): Develop sophisticated human-AI collaborative analysis skills 

This developmental progression demonstrates the framework’s utility for curriculum coordinators 

designing age-appropriate learning experiences that prepare students for authentic cybersecurity work 
roles requiring human-AI collaboration. 
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Enhancing Cybersecurity Awareness  

in Business Students through Gamified Learning 
 

Mubashrah Saddiqa, Marie Louise Haagensen and Niels Østergaard 
 

 
1. INTRODUCTION 

 
In today’s digital world, cybersecurity is essential 

across all sectors (Mallick & Nath, 2024; Blažič, 
2022). While traditionally associated with IT 
professionals, cybersecurity awareness is crucial 
for all employees, including business roles, to 
protect sensitive data and organizational assets 
(Furnell, 2021; Abrahams et al., 2024; Crumpler 

et al., 2022). Business students often lack 

technical training yet will operate in environments 
vulnerable to phishing, social engineering, and 
weak authentication practices (Trumbach et al., 
2022; Wiechetek et al., 2022; Bhusal, 2021; 
Desolda et al., 2021; Tirfe et al., 2022). For 
example, a marketing manager might 
unknowingly click on a phishing email disguised 

as a client message, or a finance officer might fall 
victim to social engineering tactics that trick them 
into transferring funds to fraudulent accounts. 
Despite these risks, business programs often 
overlook essential cybersecurity topics, leaving 
students vulnerable to threats that could impact 

operations, reputation, and profitability. This 
knowledge gap emphasizes the importance of 

cybersecurity awareness training specifically 
designed for business students, ensuring they can 
recognize, prevent, and respond to digital threats 
in real-world business settings (AlDaajeh et al., 
2022). 

 
This study addresses this gap by presenting the 
design, development, and curricular integration 
of gamified cybersecurity modules for non-
technical business students. The modules were 
developed across three campuses of Business 
Academy Dania and are hosted on the 

SmartLearning platform. SmartLearning 
(https://www.smartlearning.dk/) is a national 
Danish e-learning platform used across eight 
academies. It provides interactive modules, 

multimedia content, and assessment tools. The 
modules developed in this study focus on social 

engineering and authentication. They combine 
interactive storytelling, hands-on exercises, and 
the “Go Phishing” card game for practical, 
scenario-based learning. The design and activities 
are grounded in research on gamified learning for 
cybersecurity concepts (Gwenhure & Rahayu, 
2024; Saddiqa et al., 2021; Williams et al., 

2024). 

 
The study is part of the Sikkerhed på Spil 
(Security through Gaming) project, which seeks 

to enhance cybersecurity education through 
engaging, hands-on learning (Sikkerhed på Spil, 
2023). The study is guided by the following 
research questions: 
 
RQ1. How can gamified cybersecurity modules be 

designed to effectively engage non-technical 

business students? 
 
RQ2. How can these modules be integrated into 
existing business curricula to enhance 
cybersecurity awareness? 
 
This study presents an instructional design and 

implementation approach for developing gamified 
cybersecurity modules tailored to non-technical 
business students. Through multi-campus 
integration and the use of storytelling, interactive 
exercises, and gamified activities, the work 
demonstrates how accessible, scenario-based 

cybersecurity learning can be embedded into 
existing curricula and scaled through the 

SmartLearning platform. 
The paper is structured as follows: Section 2 
provides background; Section 3 outlines 
methodology; Sections 4–5 describe 
development and testing; Section 6 presents 

results; Section 7 discusses limitations; and 
Section 8 concludes the paper. 
 

2. BACKGROUND 
 

Cybersecurity is increasingly vital across all 
sectors due to growing digital threats (Safitra et 

al., 2023). While IT professionals receive 
extensive technical training, many business 
students and professionals lack the knowledge to 
identify and mitigate risks, leaving organizations 

vulnerable (Sussman, 2021; Afenyo et al., 2023). 
Business programs often overlook cybersecurity 

topics, particularly social engineering and 
authentication, despite these being common 
sources of organizational breaches (Trumbach et 
al., 2022; Wiechetek et al., 2022; Bhusal, 2021; 
Desolda et al., 2021; Tirfe et al., 2022; Shilair et 
al., 2023; Triplett, 2023). This gap highlights the 
need for accessible, engaging training tailored to 

non-technical learners. 

https://www.smartlearning.dk/
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Research shows that gamification can enhance 
learning and engagement, particularly for 
complex subjects like cybersecurity (Deterding et 

al., 2011; Subhash & Cudney, 2018; Alshaikh, 
2020; Abu-Amara et al., 2021; Gwenhure & 
Rahayu, 2024). When combined with experiential 
and constructivist learning approaches, gamified 
modules contextualize threats in realistic 
scenarios, promoting active problem-solving and 
applied knowledge (Lander, 2014; Zaric et al., 

2021; Mouheb et al., 2019; Saddiqa et al., 
2023a; Saddiqa et al., 2023b). Storytelling, 
multimedia content, and interactive exercises 
further support retention and understanding. 
However, few studies focus specifically on non-
technical business students, creating a gap in 

both research and practice. 
 
The Sikkerhed på Spil (Security through Gaming) 
project was developed to address this need by 
providing interactive, gamified cybersecurity 
modules for business students (Sikkerhed på Spil, 
2023). By integrating storytelling, hands-on 

exercises, and scenario-based activities, these 
modules aim to equip students with foundational 
cybersecurity awareness while remaining 
accessible to learners without technical 
backgrounds. This study presents the design, 
development, and integration of these modules 
into business curricula, offering a pedagogical 

model for other institutions. 
 

3. METHODOLOGY 
 

The development of the gamified cybersecurity 
modules followed a structured process aimed at 

engaging non-technical business students and 
integrating seamlessly into existing curricula. 
Three campuses of Business Academy Dania— 
Viborg, Skive, and Grenaa—collaborated to 
ensure relevance across diverse programs, 
including Multimedia Design, Marketing, and 
Economics. 

 
Local business representatives were consulted to 
identify the most pressing cybersecurity 
challenges, while instructors from the 

participating programs provided guidance on 
curricular alignment and practical applicability. 
This input informed the selection of two modules: 

Social Engineering, focusing on psychological 
manipulation tactics such as phishing and 
pretexting, and Authentication, emphasizing 
secure password practices, multi-factor 
authentication, and account protection. 
 

The modules were designed for accessibility and 
engagement, grounded in constructivist learning 

theory (Zajda, 2021), and delivered through 

short, focused segments incorporating interactive 
storytelling, quizzes, and simulations (Clark & 
Mayer, 2023; Mayer, 2014). Gamification 

elements, including point scoring and the “Go 
Phishing” card game, reinforced active learning 
and motivation (Deterding et al., 2011; Subhash 
& Cudney, 2018; Gwenhure & Rahayu, 2024; 
Zaric et al., 2021), while scenario-based 
exercises contextualized concepts in realistic 
business environments (Yang & Wu, 2012; 

Palioura & Dimoulas, 2022). Optional challenge-
based platforms such as TryHackMe provided 
students with hands-on opportunities to practice 
cybersecurity in controlled settings (TryHackMe, 
2025). 
 

Students piloted the modules in iterative testing 
cycles, providing feedback on clarity, 
engagement, and usability, which guided 
subsequent refinements. Pre- and post-module 
quizzes were used to assess learning gains, 
complemented by qualitative feedback from both 
students and instructors. 

 
Qualitative data from open-ended survey 
responses and focus group discussions were 
analyzed using thematic analysis following the 
framework proposed by (Braun & Clarke, 2006). 
Two researchers independently reviewed the 
qualitative responses and conducted initial open 

coding to identify recurring concepts related to 
engagement, usability, and perceived learning 

outcomes. The researchers then compared codes 
and grouped them into broader themes through 
iterative discussion and refinement. Themes were 
included if they appeared in at least 20% of 

responses or were strongly emphasized during 
the focus group discussion. To enhance validity, 
preliminary findings were discussed with five 
student participants during debrief sessions 
(member checking) to confirm that the 
interpretations reflected their experiences. The 
qualitative themes were subsequently 

triangulated with quantitative survey results to 
identify consistent patterns across the findings. 
Table 1 shows the participants' overview. 
 

Participant Number Role in Study 

Local Business 10 Identified key 
cybersecurity 
challenges 

Instructors 3 Advised on 
curriculum 
alignment 

Students 86 Pilot testing and 
feedback 

Table 1. Participants Overview 
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The study ran from January 2023 to December 

2024, encompassing the development, testing, 
and revision of the cybersecurity modules. 
Interviews with local businesses and educators 

were conducted in early 2023 to identify key 
cybersecurity challenges. The Social Engineering 
module was developed and tested in late 2023, 
and the Authentication module was developed 
and tested in the second half of 2024. Revisions 
based on iterative feedback were implemented by 
December 2024. Data from pre- and post-module 

assessments, student surveys, and focus groups 
were analyzed in the first half of 2025 to evaluate 
learning gains and student engagement. 
 
While this study does not use industry-standard 
programs such as Cisco Networking Academy or 

Palo Alto Networks courses, it follows European 
Union Agency for Cybersecurity (ENISA, 2022) 
and National Institute of Standards and 
Technology (NIST, 2021) recommendations for 
simulation-based and gamified learning. The 
modules aim to equip non-technical business 
students with practical cybersecurity skills to act 

securely and responsibly in professional contexts. 
 
The methodology focuses on replicability and 
scalability, and demonstrates how gamified, 
scenario-based cybersecurity education can be 
designed, integrated, and evaluated for non-
technical business students. 

 
4. MODULE DEVELOPMENT 

 
The development of the cybersecurity modules 
was an iterative and collaborative effort, 
incorporating input from local businesses, 

educators, and students. Ten companies from the 
Viborg region provided insights into real-world 
cybersecurity challenges, emphasizing the 
importance of employee training in areas such as 
phishing, social engineering, and authentication. 
Educators from the Multimedia Design, 
Marketing, and Economics programs also 

contributed, ensuring the modules would be 
feasible and relevant for non-technical business 
students. 
 

One business owner said,  
“Employees are the weakest link in our 
cybersecurity strategy. They are often tricked by 

phishing emails or phone calls, and we see a 
growing need for awareness training in this area.”  
 
Another commented, 
“We invest in technology, but we are realizing 
that human error is often the biggest 

vulnerability.”  

Regarding authentication, a business owner 

emphasized, 
 
“If employees are reusing passwords or not using 

MFA, that’s a huge risk. We need people who are 
aware of how to secure their accounts.” 
 
Educators from the Multimedia Design, 
Marketing, and Economics programs also 
contributed, ensuring the modules would be 
feasible and relevant for non-technical business 

students.  
 
One instructor stated, 
“Teaching cybersecurity awareness is no longer 
optional—it’s essential. Our students need to 
understand how social engineering tactics work 

so they can protect both themselves and the 
businesses they will work for.” 
 

Module Key Topics  
Optional 
Activities 

Social 
Eng. 

 
Introduction to 
social engineering 
concepts (phishing, 
baiting, pretexting) 
 

Storytelling-based 
phishing scenarios 
 
Interactive quizzes 
to reinforce learning 
 
Ransomware 
simulation 

 
TryHackMe 
exercises  
 
Teacher-guided 
discussions or 

group exercises 

Auth. 

 
Password security 
and multi-factor 
authentication 
 
Biometric and 
certificate-based 
methods 
 
Gamified password 
strength game 
 
Quizzes and case 
studies 

Use of “Have I 
Been Pwned?” 
(Hunt, 2025) 
 

Optional teacher-
led discussion 
activities 

Go 
Phishing 
(Game) 

Identification of 
phishing indicators 
in emails 
 
Collaborative 
problem-solving in 
small groups 

 
Printed 
classroom 
activity 
 
Self-paced 
/Teacher-guided 

Table 2. Key Activities and Optional 
Components in the Cybersecurity Modules 
 
Based on this feedback, two modules were 
developed: Social Engineering and 
Authentication. The development process focused 
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on creating engaging, interactive content that 

allows students to understand and apply 
cybersecurity concepts in practical scenarios.  
 

Both modules are integrated into the 
SmartLearning platform and designed primarily 
for self-paced learning. However, optional 
teacher guides support instructors who wish to 
facilitate discussions or group exercises, enabling 
classroom integration when desired. 
 

The modules combine interactive storytelling, 
hands-on exercises, quizzes, and scenario-based 
activities to reinforce practical cybersecurity 
skills. Optional activities encourage deeper 
engagement and exploration.  
 

A summary of the modules and their key 
components is presented in Table 2. 
 

a. Social Engineering Module 
The Social Engineering module introduces 
students to the psychological tactics used by 
cybercriminals to manipulate individuals into 

revealing confidential information or performing 
unsafe actions. The module employs storytelling, 
interactive quizzes, and scenario-based 
ransomware simulations to provide students with 
experiential learning opportunities. 
 
As optional activities, students can practice 

phishing scenarios on the TryHackMe platform 
and participate in teacher-facilitated discussions 

if the module is used in a classroom setting. 
 

b. Authentication Module 
The Authentication module covers secure 

password practices, multi-factor and biometric 
authentication, and case studies of real-world 
authentication failures. Students engage in 
hands-on exercises such as password strength 
games and quizzes that reinforce best practices 
in cybersecurity. 
 

As optional activities, students may explore 
additional exercises on TryHackMe, use the “Have 
I Been Pwned?” (Hunt, 2025) tool to evaluate 
compromised accounts and participate in 

teacher-guided discussions when integrated into 

classroom instruction. 
 

c. Go Phishing Card Game 

To complement the Social Engineering module, 
the Go Phishing card game was developed to 
provide an interactive, scenario-based learning 
experience. Students work in small groups to 
identify phishing indicators in a variety of email 
scenarios, discussing their reasoning and learning 
from peers. Points are awarded for correct 

identifications, and immediate feedback 
reinforces learning. Teachers can use a facilitation 
guide with discussion prompts, debriefing 
questions, and guidance on connecting the game 
outcomes to workplace cybersecurity risks. This 
activity enhances engagement, critical thinking, 

and confidence in identifying phishing attempts in 
real-world contexts, supporting the experiential 
and gamified design of the modules. 
 

5. TESTING PROCEDURE 
 
The objective of the study was to evaluate the 

effectiveness of the gamified cybersecurity 
modules in increasing awareness and 
understanding of core cybersecurity concepts 
among non-technical business students. 
Understanding these concepts is crucial, as 
business students often enter professional 
environments in which phishing, social 

engineering, and weak authentication practices 
pose significant risks to organizational security. 

 
In the second half of the study period, in-class 
testing sessions were conducted across the three 
campuses of Business Academy Dania (Viborg, 

Skive, and Grenaa), involving students from the 
Multimedia Design, Marketing, and Economics 
programs. Both first- and third-semester 
students participated, providing insights across 
various stages of their academic progression. 
First-semester students initially assessed the 
Social Engineering module, while third-semester 

students engaged with the revised Social 
Engineering module alongside the Authentication 
module. 
 

 
Table 3. Overview of Module Testing Table 3. Overview of Module Testing  Sessions 

 

Module Students Activities Duration Campus/Programs 

Social Eng. 44 Pre/post assessment, videos, 
quizzes, interactive exercises, 
qualitative survey, game testing 

3-4 hours Viborg, Skive, Grenaa/ 
Multimedia Design, 
Marketing, Economics 

Authentication 42 Pre/post assessment, videos, 
quizzes, interactive exercises, 
qualitative survey 

3-4 hours Viborg, Skive, Grenaa/ 
Multimedia Design, 
Marketing, Economics 
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In the second half of the study period, in-class 

testing sessions were conducted across the three 
campuses of Business Academy Dania (Viborg, 
Skive, and Grenaa), involving students from the 

Multimedia Design, Marketing, and Economics 
programs. Both first- and third-semester 
students participated, providing insights across 
various stages of their academic progression. 
First-semester students initially assessed the 
Social Engineering module, while third-semester 
students engaged with the revised Social 

Engineering module alongside the Authentication 
module. 
 
Each in-class session lasted approximately 3–4 
hours. Students were first introduced to the 
project and completed a pre-module assessment, 

including a brief survey and quiz, to gauge their 
prior knowledge and familiarity with topics such 
as phishing, ransomware, and password security. 
Students then explored the modules 
independently, engaging with interactive 
elements including videos, quizzes, storytelling 
simulations, and the Go Phishing card game. 

Optional activities, such as TryHackMe exercises 
and the Have I Been Pwned? tools were available 
for students seeking additional hands-on practice. 
 
Following the module exploration, students 
completed a post-module assessment and a 
qualitative survey. The survey collected open-

ended feedback on the modules’ strengths, 
challenges, and suggestions for improvement. In 

addition, a focus group with five students was 
conducted to gather more in-depth feedback on 
usability and content clarity. Two instructors 
reviewed the modules to provide expert 

perspectives on pedagogical structure, 
accessibility, and instructional flow. 

 
Given the exploratory nature of the study and the 
small sample size, qualitative responses were 
analyzed using thematic analysis, as described in 
the methodology section.  

 

Informal member checking during debriefs 

ensured that the summarized findings accurately 
reflected the students’ experiences. The testing 
results informed revisions to module content, 

interactive elements, and instructional design, 
ensuring that both modules were accessible, 
engaging, and effective for non-technical 
learners. Table 3 presents an overview of the 
activities during the module testing session.  
 

6. RESULTS 

 
Pre- and Post-Module Assessment Results 
To evaluate learning gains, students completed 
pre- and post-module quizzes assessing core 
cybersecurity concepts.  
 

Social Engineering Module (n = 44): 

• 19 students had heard of phishing but 
were unaware of specific techniques like 
baiting or spear phishing. 

• Most students were aware of ransomware 
but unfamiliar with its operational 
mechanisms. 

• 40 students reported low confidence in 
protecting themselves against social 
engineering attacks. 
 

Authentication Module (n = 42): 

• 20 students believed they had strong, 
unique passwords. 

• 18 reported prior use of password 

managers. 

• None had used “Have I Been Pwned?” or 
the TryHackMe platform before. 

 
Post-module assessment: 

• In the Social Engineering module, 
average quiz scores increased from 41% 
to 78%. 

• In the Authentication module, scores 
increased from 45% to 82%. 

• Paired-sample t-tests confirmed 
significant gains: Social Engineering:  

 

Table 4. Summary of Qualitative Feedback and Actions Taken

Theme Positive Aspects Challenges Actions Taken  
Engagement Interactive storytelling, hands-

on exercises (TryHackMe, Go 
Phishing, password game) 

Some quizzes and 
interactive elements are 
confusing 

Introduced guides, shorter 
video segments (3–5 min), 
and onboarding tutorials 

Practical 
skills 

Real-world scenarios like 
phishing and ransomware 
simulations 

Platform onboarding 
difficulties, technical 
jargon 

Added tutorials, simplified 
language, and included a 
glossary 

Clarity & 
Structure 

Moodle course layout, logical 
progression 

Background colors, long 
text sections 

Content restructuring, visual 
breaks, clear instructions 

Teacher 
Support 

Optional teacher guides for 
discussion or group activities 

Not all teachers are 
familiar with 
cybersecurity concepts 

Teacher guides revised with 
step-by-step facilitation tips 
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Figure 1. Pre- and Post-Module Quiz 
Scores for Social Engineering and 

Authentication Modules 

 
t(43) = 39.99, p < .001, Cohen’s d = 
6.03; Authentication: t(41) = 42.17,  p 
<.001, Cohen’s d = 6.51. These results 
indicate substantial learning gains 
between pre- and post-assessments. 
The large effect sizes reflect the low 

baseline knowledge observed in pre-
assessment, combined with the focused 
instructional content of the modules. 

 
Student-reported outcomes: 

• 40 of 44 students indicated learning 
practical skills applicable to daily tasks, 
such as verifying email senders and using 

stronger passwords 

• 39 students enjoyed TryHackMe 
exercises, noting the real-life scenario 
experience. 

• All students responded positively to the 
password game for assessing and 
improving password strength. 

 
Figure 1 shows the overview of pre- and post-
module quiz scores for the Social Engineering 
and Authentication modules. 

 

Qualitative Feedback 

Student feedback was collected through surveys, 
open-ended responses, and focus groups, and 

was categorized into positive aspects, challenges, 
and suggestions for improvement. Key results are 

presented in Table 4. 
 
Student Focus Group Feedback: 

▪ The Moodle platform was user-friendly, 
but some interactive elements required 
clearer navigation. 

▪ Students suggested checklists at the end 

of modules and more localized case 

studies relevant to Denmark; both were 

implemented. 
▪ Students also requested additional 

preventive tips for personal 

cybersecurity, which were incorporated. 
 
Teacher’s Feedback: 

▪ Instructors highlighted the importance of 
logical flow and accessible language. 

▪ Technical jargon and video transitions 
need to be improved based on feedback. 

▪ Quizzes need to be clear for intuitive 
navigation. 

 
Following testing and refinement, both the Social 
Engineering and Authentication modules were 
revised based on student and instructor feedback 

and uploaded to the SmartLearning platform. 
Instructors across the eight Danish business 
academies can now provide students with access 
to self-paced learning, while optional classroom 
activities, such as discussions, group exercises, or 
the Go Phishing card game, allow teachers to 
reinforce practical cybersecurity skills 

collaboratively. This flexibility accommodates 
diverse teaching styles and learning contexts, 
ensuring consistent outcomes across Danish 
business academies and demonstrating the 
modules’ effectiveness in engaging students and 
integrating with existing business programs. 
 

7. LIMITATIONS 
 

Despite the findings, the study includes several 
limitations. First, the study used pre- and post-
module assessments but relied on basic 
inferential statistics (paired t-tests) and 

descriptive feedback.  
 
Second, the modules were tested in a specific 
educational and cultural context in Denmark, 
which may limit transferability to other settings. 
Finally, although the modules integrate third-
party tools like TryHackMe and “Have I Been 

Pwned?” to provide hands-on learning, these 
resources are optional based on student interest. 
Reliance on external platforms may raise 
concerns about long-term accessibility or 

technical compatibility, which should be 
addressed in future scaling. 
 

Despite these limitations, the study contributes 
valuable insights into designing accessible 
cybersecurity education for non-technical 
learners using gamification and experiential 
methods grounded in proven instructional 
approaches. 
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8. CONCLUSION AND FUTURE WORK 

 
This study presented the development and 
evaluation of two interactive cybersecurity 

modules designed for non-technical business 
students. Grounded in experiential and 
constructivist learning theories, the modules 
leveraged gamified, scenario-based activities to 
increase student engagement, understanding, 
and practical application of cybersecurity 
concepts. Results demonstrated meaningful 

learning gains, heightened awareness, and self-
reported improvements in security practices. 
 
Instructor and student feedback affirmed the 
relevance, usability, and motivational aspects of 
the modules, while also highlighting areas for 

refinement, such as language simplification, 
multimedia clarity, and onboarding for optional 
tools. These insights were incorporated into 
updated versions. The modules are now 
accessible to students and instructors across 
eight Danish business academies via the 
SmartLearning platform, demonstrating a 

replicable and scalable approach that could be 
transferred to other educational contexts. 
 
Future work will focus on developing additional 
modules and adding more interactive elements. 
Efforts will also aim to inform teachers about the 
existence of these modules and provide guidance 

on how to incorporate them effectively into their 
teaching, ensuring broader adoption and practical 

impact. 
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