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Abstract

As cybersecurity college students prepare for the workforce, competing in cybersecurity competitions
such as the National Cyber League continues to be a popular and growing endeavor. This research
discusses the development of a brand-new undergraduate cybersecurity course ‘Competitions in
Cybersecurity’ where students practiced in eleven online Capture-the-Flag (CTF) or similar cybersecurity
learning platforms throughout the semester. Students completed an assessment of each online practice
website. This research highlights the assessment results regarding which of the eleven websites were
enjoyable, easy to get started, and believed to be applicable to prepare for National Cyber League (NCL)
competitions. This research also identified multiple websites that students found to be challenging to
get started and/or were not applicable to NCL preparation. Furthermore, this research noted eight of
the eighteen students who successfully completed this course showed significant improvements within
their National Cyber League Individual Game placements within the same semester and/or following
semester. This research noticed that platform satisfaction and perspective differed between the eight
students who showed significant NCL improvement and the other students who did not show as much
significant improvement.
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Evaluating Eleven Online CTF Platforms for Undergraduate
Cybersecurity Competition Preparation

Brandon P. Grech

1. INTRODUCTION

An inaugural ‘Competitions in Cybersecurity’
course was developed and launched in Fall 2024
at a Christian institution of higher education in the
Southeast region of the United States of America.
Eighteen students passed this course. Throughout
this course, students practiced within eleven
available online cybersecurity CTF (Capture-the-
Flag) or similar learning websites. Near the end
of the semester, students participated in the
National Cyber League Individual and Team
Games. Besides the registration payment for the
National Cyber League, which was covered by the
institution, all other websites were free and
accessible to the students. After students
participated in each online platform during class
and outside of class, each student completed an
assessment form and answered questions
regarding ease of access, platform technical
difficulties, enjoyable experiences, and the
effectiveness and applicability of the platform in
preparation for the National Cyber League.

1.1 National Cyber League

The National Cyber League (NCL) is an online
competition that is open to college students
within the United States of America. The NCL also
allows U.S. high schools to participate as well;
however, the primary audience is at the collegiate
level. The NCL consists of nine skill categories:
open source intelligence, cryptography, password
cracking, log analysis, network traffic analysis,
forensics, web application exploitation, scanning,
and enumeration and exploitation. The NCL
consists of an Individual Game and a Team Game
every semester. Each game is 56 hours long and
typically starts on Friday (1 p.m. Eastern Time
Zone) and ends on Sunday (9 p.m. Eastern Time
Zone). The Team Game is typically hosted online
two weeks after the Individual Game. The Team
Game allows up to seven students to compete
together. Registration for the NCL was $35 per
student in Fall 2024; however, it has since been
raised to $45 per student. Registration includes
access to the NCL Gym, Practice Game, Individual
Game, and Team Game. The NCL has been shown
to be effective in preparing students for the
workforce (Zeichick, 2024). Participation within
the NCL has been growing. In Fall 2018, 2,450

students competed in the NCL Individual Game
(National Cyber League, 2018). In Fall 2024,
4,585 students competed in the NCL Individual
Game (National Cyber League, 2024a). The NCL
Individual Game shows an increase of over 87%
between Fall 2018 and Fall 2024.

The NCL does not have a maximum number of
students that may participate from a specific
institution (National Cyber League, n.d.-a). Other
competitions, such as the Collegiate Cyber
Defense Competition (CDCC) and Collegiate
Penetration Testing Competition (CPTC), only
allow one team from an institution to compete
during the competition. CDCC allows for one team
of eight competitors with four alternates (National
Collegiate Cyber Defense Competition, n.d.).
CPTC allows for one team of six competitors with
two alternates (Collegiate Penetration Testing
Competitions, n.d.). The National Cyber League
does not have a limit on how many individuals can
compete during the NCL Individual Games. The
NCL also does not have a limit on how many
different teams from the same institution may
compete during the NCL Team Game. The NCL
provides scalability and more opportunities for
students to compete without having roster spots
taken by other peers and classmates.

The NCL ties into other educational frameworks,
such as the NSA Centers of Academic Excellence
in Cyber Defense (CAE-CD) and the NIST NICE
Workforce Framework for Cybersecurity (NICE
Framework) Work Roles. The NCL provides a
detailed outline of how the nine skill categories
(mentioned above) align with thirty-six NSA CAE-
CD Knowledge Units (National Cyber League,
2024b). The NCL also provides a detailed outline
of how the NCL's nine skill categories align with
thirty-five NICE Framework Work Roles (National
Cyber League, 2021) as each NICE Framework
Work Role has between two - nine NCL skill
categories supporting each work role.

1.2 Goals of This Paper

By analyzing the assessments of each student’s
responses to each platform, this research looks to
gain a better understanding of how students
believe each experience was and if it was
applicable in preparing for the National Cyber
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League. This research also aims to identify if
positive trends and significant improvements in
national rankings were seen after students
participated in this course and the eleven CTF
websites. Ultimately, this research aims to help
institutions assess which of these practice
websites may help their students improve within
the National Cyber League. Specifically, the
research questions are as follows:

e What are the students’ perspectives of
each Capture-the-Flag (CTF) website?

e Was there a significant improvement in
the National Cyber League found within
students after participating in each CTF
website?

e What student perspective differences are
found between students who showed
significant growth and those who did not?

This paper will begin by addressing the first
question by sharing the survey results of all
eighteen students regarding each CTF website.
Additionally, this paper will also share significant
improvements seen in National Cyber League
Individual Game performances after students
completed this course. Lastly, this paper will
share the survey results of those students who
showed significant growth after taking this course
and any differences between these students and
the remaining students.

1.3 Contributions of This Paper

This research is focused on sharing student
experiences across eleven available online CTF
platforms in preparation for the National Cyber
League. Over 500 United States institutions of
higher education participate in the National Cyber
League each semester (National Cyber League,
2025); however, little research exists discussing
how students are preparing for these
competitions. This research aims to show
institutions examples of freely available CTF
websites that may be a good selection to utilize
for NCL preparation. This research will also share
student feedback that discusses which CTF
websites students did not find as valuable as
other websites.

1.4 Structure of This Paper

This research paper contains eight sections.
Section 1 is the introduction. Section 2 discusses

the methodology. Section 3 shares the course
schedule. Section 4 contains the responses of
each website. Section 5 discusses the
improvement seen in National Cyber League
performances. Section 6 compares the
assessments of those who showed significant
improvement with those who did not. Section 7 is
the conclusion. Section 8 contains references.

2. METHODOLOGY

This research utilized an experiential, quantitative
research design where students were introduced
to a new online CTF platform each week to
practice within. At the conclusion of the week,
each student completed a four-question Likert-
style assessment reflecting on their experiences.
The four questions were:

(Q1) Do you agree it was easy to get
enrolled and start practicing?

(Q2) Do you agree there were platform-
related technical difficulties?

(Q3) Do you agree it was enjoyable?

(Q4) If you competed in the NCL

Individual or Team Game before, do you

agree this practice site is applicable to

prepare for the NCL Games?

Each question had the available choices: Strongly
Disagree, Disagree, Neither Agree nor Disagree,
Agree, and Strongly Agree. Each choice was
assigned a score of 1 - 5 as follows: Strongly
Disagree (1), Disagree (2), Neither Agree nor
Disagree (3), Agree (4), and Strongly Agree (5).
The average of all responses was calculated. If a
student did not respond, a ‘No Response’ is
indicated and is not considered within the
average.

This experiential cycle repeated eleven times
throughout the semester with a new online CTF
platform each week. Students also competed
within the National Cyber League Individual Game
near the end of the semester and again the
following semester. Student performances were
measured to determine whether participation
within this course led to National Cyber League

Individual Game performance increases
compared to prior to taking this course. Figure 1
illustrates how Kolb’s Experiential Learning

Theory (Kolb, 1984) was applied in this research
study.
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Concrete Experience:
Weekly CTF Practice
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Survey Question 4

Figure 1. Application of Kolb’s Experiential Learning Theory to Weekly CTFs

3. COURSE STUDENTS AND SCHEDULE

This section shares the schedule, tempo, and
unexpected schedule changes of the
‘Competitions in Cybersecurity’ course.

3.1 Course Students

This inaugural course consisted of eighteen
undergraduate students pursuing an
undergraduate degree in cybersecurity at a
Christian institution of higher education in the
Southeast region of the United States of America.
This course was a major elective that students
could select; however, no students were required
to enroll in this course. Students ranged from
undergraduate sophomores to undergraduate
seniors, as the only prerequisite for this course
was a 100-level Linux course. Eleven of the
eighteen students competed in the National Cyber
League Individual Game in the previous
semester. All eighteen students were traditional,
in-person, undergraduate students who, at the
time, had not yet gained full-time employment in
a cybersecurity-related position.

3.2 CTF Practice Website Schedule

Each week, students practiced within an online
CTF website and completed an assessment of
their experiences. This course had in-person 75-
minute classes each Tuesday and Thursday
during the Fall 2024 semester. A majority of the
students’ time in class was spent working
individually or in groups on each practice site;
however, students spent even more time working
on these practice sites outside of the class period.
The schedule of the online CTF websites utilized
is below.

Course Week | CTF Preparation Platform
Week 0 316ctf

Week 1 CTFlearn

Week 2 Bandit

Week 3 Natas

Week 4 picoGym

Week 5 247CTF

Week 6 Hacker101 CTF
Week 7 Root Me

Week 8 NCL Gym

Week 9 RingZer0 CTF
Week 10 Defend the Web

Table 1. CTF Practice Website Schedule
3.3 CTF Competition Schedule

Students also competed in six competitions
throughout the semester. The first four
competitions were utilized as further preparation
for the National Cyber League Individual and
Team competitions. The dates of each
competition are below. Students had the option
of PatriotCTF or ASIS CTF Quals as they were
during the same week; however, all students
chose to participate in PatriotCTF hosted online by
George Mason’s cybersecurity club. The official
dates of the NSA Codebreaker Challenge were
September 16th, 2024 - January 17th, 2025;
however, the ‘Competitions in Cybersecurity’
course students were assigned to complete as
much as they could within one week (October 8 -
14, 2024). Exploring experiences within the four
non-NCL competitions as preparation for the
National Cyber League is out of scope for this
research and may be explored within future
research.

©2026 ISCAP (Information Systems and Computing Academic Professionals)

https://cppj.info/; https://iscap.us

Page 81



Cybersecurity Pedagogy & Practice Journal
2832-1006

5(2)
October 2026

Course Dates Competition

Week

Week 1 Aug 31 - | CISAICS CTF 2024
Sep 4, 2024

Week 2 Sep 6 - 8, | CSAW CTF Quals
2024

Week 4 Sep 20 - | PatriotCTF
22,2024

Week 7 Oct 8 - 14, | NSA Codebreaker
2024 Challenge

Week 9 Oct25-27, | NCL Individual
2024 Game

Week 11 Nov 8 - 10, | NCL Team Game
2024

Table 2. CTF Competition Schedule

The ‘Competitions in Cybersecurity’ course
students were also assigned a final team project
where students in groups of three created their
own CTF competition with various categories and
custom challenges. An in-class demonstration of
each project occurred during Week 14 of the
course, which included a live demo showcasing
various challenges being solved. Exploring the
submissions of each team project is also out of
scope for this research; however, students shared
positive feedback regarding creating their own
CTF competition from scratch during their
presentations.

3.4 Unexpected Schedule Adjustments

During the semester in which the *‘Competitions in
Cybersecurity’ course was being held, Hurricane
Helene impacted the Southeastern United States.
This natural disaster cancelled in-person classes
for this course on October 1, 2024 and October 3,
2024. These two cancelled in-person classes were
during Week 6. Fall Break was not cancelled;
therefore, students did not have class on October
10 (as planned). To adjust for Hurricane Helene,
only one in-person class day (instead of two) was
devoted to Hacker101 CTF and Root Me. The NCL
Gym was already scheduled for only one day due
to Fall Break. Students were given extensions as
needed to ensure enough time was dedicated to
each preparation site outside of class.

4. ASSESSMENT RESULTS

This section shares a description of each of the
CTF websites. The averages of each CTF's
assessment results are found near the end of this
section. The individual response scores related to
the four questions answered after completing
each CTF practice site are found in the
appendices:

(Q1) Do you agree it was easy to get
enrolled and start practicing?

(Q2) Do you agree there were platform-
related technical difficulties?

(Q3) Do you agree it was enjoyable?

(Q4) If you competed in the NCL

Individual or Team Game before, do you

agree this practice site is applicable to

prepare for the NCL Games?

4.1 316ctf

During Week 0, students participated in 316ctf.
316¢tf is a persistent and growing CTF website
created by Anderson University (SC) and the
faculty member responsible for creating the
‘Competitions in Cybersecurity’ course. 316ctf is
intended for middle-school and high-school
students to explore categories such as Password
Cracking, Cryptography, Open Source
Intelligence, Web, and Network Analysis;
however, it is open to everyone. The responses of
each (pseudonym) student and the average of
each of the eighteen students’ responses to all
four questions can be found at Appendix A.

4.2 CTFlearn

During Week 1, students participated in CTFlearn.
CTFlearn claims to be the most beginner-friendly
way to learn cybersecurity (CTFlearn, n.d.).
CTFlearn has been utilized in previous research
and was noted to be accessible (Albaladejo-
Gonzalez, et al., 2025); however, this research
disagrees with this claim as many students within
this course claimed to have technical difficulties
within the CTFlearn platform. Prior research
states CTFlearn has pedagogical content related
to Reverse Engineering, Cryptography, Web
Vulnerabilities, Binary Exploitation, and Forensics
and Networking (Votipka, 2021) while additional
research states CTFlearn consists of challenges
related to Software  Security, Reverse
Engineering, Cryptography, Exploitation,
Forensics, and Web Security (Lazarov, 2023);
however, this research shows that students did
not find this content enjoyable. The responses of
each (pseudonym) student and the average of
each of the eighteen students’ responses to all
four questions can be found at Appendix B.

4.3 Bandit

During Week 2, students participated in Bandit.
Bandit is a wargame created by the OverTheWire
community. OverTheWire claims Bandit is aimed
at absolute beginners to learn Unix/Linux basics
(OverTheWire, n.d.). Bandit has been criticized
for being “too public” due to having walkthroughs
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easily accessible (Ruff & Giacobe, 2022). Bandit
has also been used to assist with launching a
cybersecurity club by showcasing the different
Linux skill levels of students (Piazza & Olmsted,
2015). Bandit has also been utilized by
undergraduate students at a polytechnic institute
that did not have a course covering the usage of
the Linux terminal (Winters, 2020). The
responses of each (pseudonym) student and the
average of each of the eighteen students’
responses to all four questions can be found at
Appendix C.

4.4 Natas

During Week 3, students participated in Natas.
Natas is another wargame created by the
OverTheWire community. OverTheWire suggests
Natas for learning web security after playing the
Bandit wargame (OverTheWire, n.d.). The Natas
platform has been effective as an introduction to
hacking at collegiate hacking clubs (Radu &
Thomas, 2015). Natas, and the previously
mentioned Bandit, have also been utilized by
faculty as additional content for students during
cybersecurity labs (Singh et al., 2020). The
responses of each (pseudonym) student and the
average of each of the eighteen students’
responses to all four questions can be found at
Appendix D.

4.5 picoGym

During Week 4, students participated in picoCTF's
picoGym. The picoCTF platform is a computer
security education program created by Carnegie
Mellon University (picoCTF, n.d.). The picoGym is
available on-demand which hosts prior picoCTF
event challenges and other challenges.
Throughout the year, picoCTF has various events
that are only available during the event. The
picoGym has been utilized at other institutions to
improve cybersecurity education (Ken et al.,
2025). Writeups for some picoGym challenges are
also publicly available (Leka, 2023). The
responses of each (pseudonym) student and the
average of each of the eighteen students’
responses to all four questions can be found at
Appendix E.

4.6 247CTF

During Week 5, students participated in 247CTF.
247CTF is a continuous security competition that
offers challenges in various cybersecurity
categories (247CTF, n.d.). The 247CTF platform
has been utilized by institutions of higher
education as one of the first steps towards
building a competent CTF team (Goetgheluck et

al., 2024). The responses of each (pseudonym)
student and the average of each of the eighteen
students’ responses to all four questions can be
found at Appendix F.

4.7 Hacker101 CTF

During Week 6, students participated in
Hacker101 CTF. The Hacker101 CTF is another
free website that allows people to play and learn
cybersecurity skills (Hacker101, n.d.). Hacker101
CTF has been utilized to assist with preparing
future bug bounty hunters (Cuevas et al., 2022).
The responses of each (pseudonym) student and
the average of each of the eighteen students’
responses to all four questions can be found at
Appendix G.

4.8 Root Me

During Week 7, students participated in Root Me.
Root Me is another platform that allows people to
learn computer security skills such as web
security, network security, and reverse
engineering (Paiva et al., 2023; Root Me, n.d.).
The responses of each (pseudonym) student and
the average of each of the eighteen students’
responses to all four questions can be found at
Appendix H.

4.9 NCL Gym

During Week 8, students participated in the NCL
Gym. The NCL Gym contains challenges from
previous NCL competitions. The NCL Gym is
typically open throughout the semester to
students after they have paid and registered for
the National Cyber League (National Cyber
League, n.d.-b). During the Fall 2024 semester,
the NCL Gym was open between August 19 -
December 13 (National Cyber League, 2024c).
Students noted that a majority of the NCL Gym
challenges were the same as the previous
semester and had minimal changes between
semesters. The responses of each (pseudonym)
student and the average of each of the eighteen
students’ responses to all four questions can be
found at Appendix I.

4.10 RingZer0

During Week 9, students participated in
RingZer0’s Team online CTF (RingZer0O, n.d.).
RingZerQ’s CTF has been modeled by graduate
institutions teaching cybersecurity (Knight et al.,
2020). The responses of each (pseudonym)
student and the average of each of the eighteen
students’ responses to all four questions can be
found at Appendix J.
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CTF Platform Q1 Q2 Q3 Q4

316¢ctf 4.72 | 1.78 | 4.39 | 4.11
CTFlearn 2.61 | 4.83 | 2.17 | 3.47
Bandit 433 | 1.89 |4 3.53
Natas 4.61 | 1.72 | 4.22 | 4.44
picoGym 4.47 |1.82 | 4.18 | 4.2

247CTF 4.43 | 2 3.57 | 3.83
Hacker101 4.13 | 2.19 | 3.75 | 3.71
Root Me 3.39 | 3.5 3.39 | 3.24
NCL Gym 4.61 | 1.39 | 4.28 | 4.47
RingZer0 4.25 | 2.12 | 3.47 | 3.44
Defend the Web | 4.35 | 1.88 | 4 3.88

Table 3. Comparison of Practice Site Based
on Course Order

4.11 Defend the Web

During Week 10, students participated in Defend
the Web (Defend the Web, 2024). After the
course, around early May 2025, the Defend the
Web’s home page claimed to be on hiatus due to

running costs and personal commitments (Defend
the Web, 2025). The responses of each
(pseudonym) student and the average of each of
the eighteen students’ responses to all four
questions can be found at Appendix K.

4.12 Comparing Each Eleven CTFs

Table 3 shows each of the eleven CTFs’ average
for each question in order of the course schedule.

The charts below show the data from all eighteen
students ordered from highest to Ilowest
regarding each question one through four.

In Figure 2, the average scores of responses
regarding Question 1 ‘Do you agree it was easy
to get enrolled and start practicing’ are shown.
The platforms 316ctf, NCL Gym, and Natas
received a 4.6 or higher regarding easiness of
enrolling and getting started. The majority of
platforms scored an average of 4.0 or higher. The
two platforms that showed enrollment and
starting concerns were Root Me and CTFlearn.

(Q1) Do you agree it was easy to get enrolled and start
practicing? (5 - Strongly Agree, 1 - Strongly Disagree)

\Elelpm W

PICOCTF | /|4 7

Defend the Web - /] 35

Bandits - e 4 33

RingZerO e 4 05

Hacker101 e ] 13

Root Me S 3 30

CTFlearn meseesassssssss——— 0 61

1 2

Figure 2. Comparison of Question 1 Averages Sorted Highest to Lowest (All Students)
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In Figure 3, the average scores of responses
regarding Question 2 ‘Do you agree there were
platform-related technical difficulties’ are shown.
The students indicated there were technical
difficulties within both CTFlearn and Root Me.

Nearly all students strongly agreed there were
technical difficulties within CTFlearn. The
remaining nine platforms showed minimal
technical difficulties.

(Q2) Do you agree there were platform-related technical
difficulties? (5 - Strongly Agree, 1 - Strongly Disagree)

CTFlearn I /.83
Root Me I 3.5

Hacker101l maaa—— . 19
RingZer0 mEEEEESS—— . 12

247ctf I )
Bandits m———— 1.89
Defendthe Web mees——— 1.88
picoCTF e 1.82
316ctf m—— .78
Natas m— 1.72
NCLGym mmm 1.39

1 2

3 4 5

Figure 3. Comparison of Question 2 Averages Sorted Highest to Lowest (All Students)

In Figure 4, the average scores of responses
regarding Question 3 ‘Do you agree it was
enjoyable’ are shown. Six of the eleven platforms
scored a minimum of 4.0. These include 316ctf,

NCL Gym, Natas, picoCTF, Defend the Web, and
Bandit. The least enjoyable platforms were the
same two that had platform-related difficulties
(CTFlearn and Root Me).

(Q3) Do you agree it was enjoyable? (5 - Strongly
Agree, 1 - Strongly Disagree)

316Ctf I /.. 39
NCLGym e 4.0 8
Natas . /] D D
picoCTF . /.18
Defend the Web . /]
Bandits I /.
Hacker101l e 3. 75
247ctf e 3 .57
RingZer0 N 3.4 7
Root Me SN 330
CTFlearn I 2.17

1 2

Figure 4. Comparison of Question 3 Averages Sorted Highest to Lowest (All Students)
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In Figure 5, the average scores of responses regarding Question 4 ‘If you competed in the NCL Individual
or Team Game before, do you agree this practice site is applicable to prepare for the NCL Games’ are
shown. Four of the eleven platforms scored a minimum of 4.0. These include NCL Gym, Natas, picoCTF,
and 316ctf. The platform RingZer0 scored the second-lowest score and joined CTFlearn and Root Me as
the three least agreed upon in preparing for the NCL Games.

(Q4) If you competed in the NCL Individual or Team Game
before, do you agree this practice site is applicable to prepare for
the NCL Games? (5 - Strongly Agree, 1 - Strongly Disagree)

NCL Gyrm | 4. 47
Natas . /] 4/}
PICOCTF | /] D
316CtT I ] ]
Defend the Web m e 338
247ctf e 3 83
Hacker101l m . 3.7 1
Bandits S 3 53
CTFlearn . 3.4 7
RingZer0 S 344
Root Me SN 3.0/

1 2

3 4 5

Figure 5. Comparison of Question 4 Averages Sorted Highest to Lowest (All Students)

5. IMPROVEMENTS IN NCL COMPETITION

Out of the 18 students who successfully
completed this course in Fall 2024, 11 competed
in the National Cyber League Individual Game in
Spring 2024 (the semester prior to the course
being offered).

During the course’s semester, 17 students
competed in the Fall 2024 National Cyber League
Individual Game. During the following semester,
13 students competed in the Spring 2025
National Cyber League Individual Game.

The statistics below share how many students
placed in each tier. These numbers are non-
cumulative; for example, a student ranked in the
Top 100 is not also considered in the Top 500. A
few students who did not participate were
ineligible to compete due to graduating before the
competition(s).

This research data shows that prior to taking the
course, zero course students placed in the Top 50,
four placed in the Top 100, and an additional two
placed in the Top 500. Within the semester,
immediate improvements were made as one
student placed in the Top 50, three placed in the
Top 100, and two placed in the Top 500. During
the following semester, the largest improvement

occurred, as four students placed in the Top 50
and an additional four students placed in Top 500.
This data and positive trend are shown below.

NCL Ind. Spring Fall Spring
Ranking 2024 2024 2025
Top 50 0 1 4
Top 100 4 3 0
Top 500 2 2 4
Top 1000 2 2 1
Outside Top 3 9 4
1000

Did Not 7 1 5
Participate

Table 4. NCL Individual Rankings Before,
During, and After the Course

6. COMPARISON OF STUDENT ASSESSMENT

Out of the 18 students who successfully
completed this course, eight showed significant
improvement. A student is considered to have
shown significant improvement if they placed in
the Top 500 during or after completing the
‘Competitions in Cybersecurity’ course and if they
improved their ranking in Fall 2024 and/or Spring
2025 compared to their Spring 2024 placement,
if available (prior to the course).
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As previously stated, eleven students competed
in the Spring 2024 NCL Individual Game and
seven did not. These students may have
competed in a previous NCL Team Game or an
even earlier NCL Individual Game which would
fulfill the requirement to answer Question 4.
Placing in the Top 500 is a challenging feat, as
over 4,600 students competed in the Spring 2025
National Cyber League Individual Game. The
National Cyber League awards the individuals
who place in the Top 500 in the standard bracket
during Individual Games by mailing them a
physical challenge coin as an award. This
research will now explore if these eight students’
experiences differ from the remaining ten
students who did not make such a significant
improvement and did not place in the Top 500 in
any of their NCL Individual competitions. The
eight students who made significant
improvements (Top 500 and improved their
ranking, if available) will be referred to as ‘Group
A’ and the remaining ten students will be referred
to as ‘Group B'.

6.1 Question 1 Comparison
The table and figure below visually represent the

differences between Group A and Group B's
experiences getting enrolled and beginning

practicing. The data has been ordered from
highest to lowest based on Group A’s experience.
Group A showed much more dissatisfaction with
CTFlearn compared to Group B.

CTF Platform Group A Group B
picoGym 4.86 4.2
Natas 4.75 4.5
NCL Gym 4.75 4.5
316ctf 4.63 4.8
247CTF 4.6 4.33
Bandit 4.38 4.3
Defend the Web 4.29 4.4
RingZer0 4.29 4.22
Hacker101 4 4.25
Root Me 3.13 3.6
CTFlearn 1.63 3.4

Table 5. Question 1 Comparison Between
Group A and Group B (Table)

(Q1) Do you agree it was easy to get enrolled and start
practicing? (5 - Strongly Agree, 1 - Strongly Disagree)

= N w E-Y (%]
C
>

N

P ¢ &

& é/e,‘g \9\’ N\

B Group A EGroupB

Figure 6. Question 1 Comparison Between Group A and Group B (Bar Chart)
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CTF Platform Group A Group B
CTFlearn 5 4.7
Root Me 3.75 3.3
Hacker101 2.13 2.25
Defend the Web 2 1.8
RingZer0 2 2.2
Bandit 1.63 2.1
247CTF 1.6 2.22
316ctf 1.38 2.1
picoGym 1.29 2.2
Natas 1.25 2.1
NCL Gym 1.13 1.6

Table 6. Question 2 Comparison Between Group A and Group B (Table)

6.2 Question 2 Comparison

The table and figure below visually represent the differences between Group A and Group B’s
experiences with platform-related technical difficulties. The data has been ordered from highest to

lowest based on Group A’s experience.

= N W b U

(Q2) Do you agree there were platform-related
technical difficulties? (5 - Strongly Agree, 1 -
Strongly Disagree)

|I II | .
& Q¢ '\9'\, $Q~/o /\/@@ < /\C{\ bci\ ('_,\(( %@s @@
<<\Q' & & o & L '\/b‘ ,-,;& © N N,
O K R S N RS
&
QQ/

B Group A EGroup B
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Figure 7. Question 2 Comparison Between Group A and Group B (Bar Chart)
6.3 Question 3 Comparison 316ctf 4.25 4.5
The table and figure below visually represent the RingZerQ 4 3.1
differences between Group A and Group B's 247CTF 4 3.33
enjoyment of each platform. The data has been
ordered from highest to lowest based on Group Hacker101 3.88 3.63
A’s experience. Bandit 3.88 4.1
Defend the Web 3.71 4.2
CTF Platform Group A Group B
. Root Me 3.5 3.3
picoGym 4.57 3.9
CTFlearn 2 2.3
Natas 4.5 4
Table 7. Question 3 Comparison Between
NCL Gym 4.5 4.1 Group A and Group B (Table)
(Q3) Do you agree it was enjoyable? (5 - Strongly
Agree, 1 - Strongly Disagree)
5
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Figure 8. Question 3 Comparison Between Group A and Group B (Bar Chart)

6.4 Question 4 Comparison

The table and figure below visually represent the
differences between Group A and Group B’s

opinions on whether the platform is applicable in CTF Platform Group A Group B

preparing for the National Cyber League. The data Natas 288 2

has been ordered from highest to lowest based on )

Group A’s experience. picoGym 4.57 3.88
NCL Gym 4.5 4.44
316ctf 4.25 4
247CTF 4.2 3.57
Defend the Web 4.14 3.7
Hacker101 3.88 3.5
RingZer0 3.86 3.11
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Table 8. Question 4 Comparison Between
Group A and Group B (Table)

(Q4) If you competed in the NCL Individual or Team
Game before, do you agree this practice site is
applicable to prepare for the NCL Games? (5 -

Strongly Agree, 1 - Strongly Disagree)

Bandit 3.5 3.56
CTFlearn 3.25 3.67
Root Me 3.13 3.33
5
3
2
1
5 & & & 0
%Q"@ .(‘o(/’\ \,(ﬁ@ 'b'\’bé ’1?/‘\6\ e§®
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&
Q?J
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Figure 9. Question 4 Comparison Between Group A and Group B (Bar Chart)

7. CONCLUSION

This research has shown that a cybersecurity
course dedicated to competitions in cybersecurity
can have a significant positive impact on
students’ placements in National Cyber League
competitions. This research has discovered that
students who showed significant improvement
believe that Natas, picoGym, and the NCL Gym
were the most applicable in preparing students
for the National Cyber League Games. The same
students found the same three platforms
(picoGym, Natas, and NCL Gym) were also the
most enjoyable. The platforms 316ctf and 247CTF
also had a 4 or higher in both enjoyability and
applicability to the NCL Games, according to
students who showed significant improvement
(Group A). Itis also of interest that Group A’s top
four enjoyable platforms were in order picoGym,
Natas, NCL Gym, and 316ctf; however, Group B’s
top four enjoyable platforms were the same in
reverse order with 316ctf followed by NCL Gym,

Natas, then picoGym. Students also found
platform-related technical problems and
enrollment/starting issues in the CTFlearn and
Root Me platforms. The Defend the Web platform
is currently inaccessible since this inaugural
course’s research. Faculty members,
cybersecurity competition coaches, and students
who are looking for enjoyable and applicable
platforms for the National Cyber League should
strongly consider looking at picoGym, Natas, and
the NCL Gym and explore the remaining
platforms within this research as additional
potential preparation sites for the National Cyber
League. This research can and should be
replicated at other schools within a course or a
cybersecurity club to identify if similar significant
improvements are found with National Cyber
League individual performances. The findings of
this research have been applied to the following
year’s second iteration of the ‘Competitions in
Cybersecurity’ at this institution, which is being
offered in Fall 2025.
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316ctf Survey Results
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APPENDIX B
CTFlearn Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 2 5 1 4
Student02 3 5 4 4
Student03 2 5 3 3
Student04 2 5 2 4
Student05 4 5 1 3
Student06 1 5 2 2
Student07 5 5 2 4
Student08 4 5 4 No Response
Student09 4 5 3 4
Student10 4 3 4 4
Student11 1 5 1 3
Student12 1 5 2 4
Student13 3 5 2 4
Student14 4 4 2 4
Student15 1 5 2 3
Student16 1 5 2 4
Student17 2 5 1 2
Student18 3 5 1 3
Average 2.61 4.83 2.17 3.47
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APPENDIX C
Bandit Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 5 2 4 4
Student02 5 1 4 4
Student03 4 2 5 4
Student04 5 1 4 3
Student05 5 1 4 3
Student06 4 4 3 3
Student07 5 2 4 5
Student08 4 2 5 No Response
Student09 3 1 4 4
Student10 5 5 3 3
Student11 4 1 3 3
Student12 5 1 5 4
Student13 4 2 4 5
Student14 3 2 4 3
Student15 4 1 4 2
Student16 5 2 4 4
Student17 4 1 4 3
Student18 4 3 4 3
Average 4.33 1.89 4 3.53
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APPENDIX D
Natas Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 5 1 4 5
Student02 5 1 4 5
Student03 4 2 4 4
Student04 5 1 4 4
Student05 5 5 4 3
Student06 5 1 5 5
Student07 5 1 5 4
Student08 4 2 4 No Response
Student09 3 1 2 4
Student10 5 4 4 3
Student11 5 2 5 5
Student12 5 2 5 5
Student13 4 1 5 5
Student14 4 2 4 No Response
Student15 4 1 4 4
Student16 5 1 4 5
Student17 5 1 4 5
Student18 5 2 5 5
Average 4.61 1.72 4.22 4.44
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APPENDIX E
picoGym Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 4 2 4 4
Student02 5 1 5 5
Student03 4 2 4 4
Student04 5 1 4 4
Student05 4 2 3 3
Student06 5 1 5 5
Student07 5 1 5 4
Student08 4 2 4 No Response
Student09 4 2 4 4
Student10 5 4 4 4
Student11 No Response No Response No Response No Response
Student12 5 1 4 4
Student13 4 2 5 4
Student14 4 2 4 No Response
Student15 5 1 4 4
Student16 5 2 4 5
Student17 5 1 5 5
Student18 3 4 3 4
Average 4.47 1.82 4.18 4.2
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APPENDIX F
247CTF Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 4 2 2 4
Student02 5 1 5 5
Student03 4 2 4 4
Student04 5 1 4 4
Student05 4 1 3 3
Student06 No Response No Response No Response No Response
Student07 5 1 3 3
Student08 4 2 4 No Response
Student09 4 4 3 3
Student10 5 5 3 4
Student11 No Response No Response No Response No Response
Student12 5 1 4 4
Student13 4 2 4 4
Student14 4 2 4 No Response
Student15 4 2 4 4
Student16 5 2 3 4
Student17 No Response No Response No Response No Response
Student18 No Response No Response No Response No Response
Average 4.43 2 3.57 3.83
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APPENDIX G
Hacker101 Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 No Response No Response No Response No Response
Student02 5 1 4 4
Student03 4 2 4 3
Student04 4 2 3 4
Student05 4 1 4 3
Student06 3 2 4 4
Student07 5 2 4 4
Student08 4 2 4 No Response
Student09 4 4 3 4
Student10 5 3 4 3
Student11 4 1 4 4
Student12 4 3 3 4
Student13 3 2 4 4
Student14 4 2 3 No Response
Student15 4 4 4 3
Student16 5 2 4 4
Student17 4 2 4 4
Student18 No Response No Response No Response No Response
Average 4.13 2.19 3.75 3.71
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Root Me Survey Results

APPENDIX H
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NCL Gym Survey Results

APPENDIX I
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RingZer0 Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 4 2 4 4
Student02 4 2 4 4
Student03 No Response 2 4 4
Student04 5 1 4 3
Student05 4 2 1 3
Student06 5 2 5 4
Student07 5 2 4 4
Student08 4 2 4 No Response
Student09 4 2 1 1
Student10 4 4 2 3
Student11 No Response No Response No Response No Response
Student12 5 1 4 4
Student13 4 4 4 4
Student14 4 2 4 4
Student15 4 1 4 4
Student16 4 2 4 4
Student17 4 2 3 3
Student18 4 3 3 2
Average 4.25 2.12 3.47 3.44
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Defend the Web Survey Results
Pseudonym Q1 Q2 Q3 Q4
StudentO1 4 2 4 4
Student02 5 1 5 5
Student03 4 2 4 4
Student04 5 1 3 3
Student05 5 1 5 3
Student06 4 2 3 4
Student07 5 1 5 5
Student08 5 2 4 4
Student09 3 2 4 3
Student10 5 3 5 3
Student11 No Response No Response No Response No Response
Student12 5 1 4 4
Student13 4 4 2 4
Student14 4 2 4 4
Student15 4 1 4 4
Student16 4 4 4 4
Student17 4 1 4 4
Student18 4 2 4 4
Average 4.35 1.88 4 3.88
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